BC\VARD

IP-BWOEOHAB/NIWAOEHMWME

PyKOBO,qCTBO no NnoAKJNTHOYEeHUNn

\ www.beward.ru

IP Bugeokamepa
B2530RZQ-LP

/

SdbdekTuBHaa MK-nogceeTka
Ynn4yHoe ncnoniHeHmne n nntaHue no PokE
LUundpoBaa cnctema wuymonogaBrieHUs : _
Pacno3zHaBaHne aBTOMOGUIMbHbLIX HOMEPOB



BEU,MRD Oenasnenue

OrnaBneHune

MABA 1. MEPbI NMPEOOCTOPO HOCTMU ........ oot r s s s smsss s s smssss s s s emss s s s nmnsa s snenns 3
FTMABA 2. OBLUUE CBELEHWUS ..........co oo rrsecissrseans s ssnss s s s s s s s s e mas s s s s mnn s s aemnn s s eemnnsnseenns 5
2.1. OCHOBHDBIE XAPAKTEPUCTUKY ...cvveeeeiete e et e et e et e e e e e e e e e e e saae e e e eaaa e e s eetaeeeeeaaannns 5
2.2. KOMITIEKT TTOCTABKM ....ueeeteee ettt et e e et e e et e e e e e e e e et e e e e et e e e s eaa e e s eeaeeeestnneeeesnnnnnns 6
MABA 3. PASMEPbI U OCHOBHbBIE 3JIEMEHTBI YCTPOUCTBA......cccieeeeeeeeeeeesseesssessesssenns 7
MMABA 4. YCTAHOBKA U NMOOKNMIOYEHUE IP-KAMEPDI..........ccovteeciiiieecir e sreecr e ereeeenseeemaaneeena 8
4.1. OBWME CBEOEHMA O NOAKMOYEHUN IP-KAMEPBI B2530RZQ-LP KCETU ..o, 8
4.2. PEKOMEHOALIAM TTO YCTAHOBKE ...uuiitnieitieeetee et e et e e e e e e et eaeae e e e ea et e s st s s et eseanesenneanans 9
4.3. MOHTAX N MOOKITFOUEHUE [P KAMEPDI .....cccvveieeeeee et e e et e e e et e e e eaan s 11
4.4. TTPOBOAHOE NOAKIMFOUEHME KAMEPBI K CETU .. .ceieieee et eee e e et e e e et e e e e e e e e e e eeann s 13
4.5. MNMOOKNKOYEHUE KAMEPGI K LLITATBAYMY UINA ABTOMATUYECKM BOPOTAM. ...ccvvneeeeveeeeeeennnn. 13
MABA 5. HACTPOMKA NMPOBOAHOIO COEAUHEHUA ONA WINDOWS 7....oovevreeererereeeenes 15
5.1. ONPEOENEHME MAPAMETPOB MPOBOOHOW NNOKATNIBHOM CETU ...cvveieeeeeee e 15
5.1.1. OnpedeneHue napamempoes cemu rpu OUHaMU4YeCcKoM IP-adpece .............cccceeeeee... 19

5.2. NBMEHEHME MAPAMETPOB NNOKANBHOW CETW ANA NOOKIMOYEHUSA K IP-KAMEPE..........ccvvvveee... 22
5.3. MONYYEHME OOCTYNA K IP-KAMEPE C NMOMOLLBIO BPAY3EPA ... ..couiieteeiteeeeeee et eeeeeeannns 25
5.4. TNONYYEHME OOCTYMA K BEB-MHTEP®ENCY IP-KAMEPDI.......ccccvviieeeeiee e 26
5.5. IBMEHEHWE HACTPOEK MOAKNMIOYEHNSA IP-KAMEPbLI YEPE3 BEB-MHTEPOENC .......oeeevvvee. 27
5.6. BO3BPAT HACTPOEK NOAKMOYEHUA MK B MEPBOHAUAJBHBIE 3HAUEHUA ... 29
5.7. TIPOBEPKA MPABUIIBHOCTW HACTPOEK MOAKNMOYEHNSA IP-KAMEPBI K TOKAITbHOM CETU .......... 32
MABA 6. MOAKIKYEHUE IP-KAMEPDI K CETU UHTEPHET......c..coiiieecirrrecr e e e eeeeas 35
6.1. OBWWE CBEAEHUA O NOAKMOYEHUN IP-KAMEPBI K CETU VIHTEPHET ... 35
6.2. NMOAKNIOYEHME MPU CTATUYECKOM BHELLIHEM IP-AQPECE/PPPOE-COEAVHEHUN.................... 36
6.2.1. Ucrionb3ogaHue cmamu4eCKO20 IP-80PECA ...............uueeeeeeeeieeiiiee e 36
6.2.2. Ucrionb308aHUE PPPOE-COEOUHEHUST............cccceeeeeeeeeeeeeeeeeeeeeeeiee e eeeeee s 37

6.3. NMOAKNIOYEHWE YEPE3 CETb IHTEPHET K IP-KAMEPAM, HAXOOALLUMMCA B TOKANBHOW CETW... 38
6.3.1. Ucrionb3ogaHue MexHOMO2UU UPNP ...............ouueeeeeeeeeeeeeeeeeeeeeeee e 39
6.3.2. Hacmpolka py4HoU rnepeadpecayuu rnopmos Mapwpymu3amopa.................cceeee...... 41

I g 72110 2 8 =1 172 N 46
MPUNOXEHUE A. SABOLACKUE YCTAHOBKM . ... .ccevtieeieteeee et e et e et e e et e e e st e e e eaa e e s eaaaeas 46
MPUNOXEHUE B. TAPAHTUMHBIE OBASATEIIBCTBA . .cvvvuieeieteeeeeteeeeeete e e e eete e e e eeaaeeeeeaaeeseeannnnns 47
MPUNOXEHUE C. TTPABA U TTOLIEPIKKA ... ettt eeeete e e et e e e et e e e e et e e e e et e e e seaaeeseeaaneeseeannnnas 50
TTPUNOMKEHUE D. TTIOCCAPUI ...ttt et et e e e e e e e et e e e s eaa e e e eaa e e e reaanas 52

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP



BewAnD I nasa 1. Mepwvl npedocmopoaxcnocmu

MnmaBa 1. Mepbl NpegoCcTOPOXHOCTU

MNMepen ncnonb3oBaHMEM YCTPOUCTBA HEOOXOAUMO MOMHUTL HUXKecneayoLlee.

HaHHbIN NpoAyKT yaosneTBopsieT Bcem TpeboBaHnsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B criyyae HenpaBWITbHOrO UCMOMb30BaHNA MOXET BbI3BaTb MOXap, YTO, B CBOIO
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeusd. Bo msbexaHne HecHaCTHbIX

cnyyaeB 06513aTeNlbHO U3yUYnTe UHCTPYKLUIO.

BHUMAHMUE!
VMcnonbayrite npu aKkcnnyaTauuMyM TOMbKO COBMECTMMble YyCTpomcTBa. Mcnonb3oBaHWe yCTPOWCTB, He

0006pEHHbIX NPOU3BOAMTENEM, HEQOMYyCTUMO.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTtaumu!
N3berante AnNUTENbHOrO MCMNOMbL30BAHMA WKW XPaHEHUs Kamepbl B HeOGnaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWKOM BbICOKMX UMW HU3KMX TemnepaTypax (paboyvas Temnepartypa yCTPOWUCTB
oT -45 po +50 °C).

e U3Gerarite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4YeN B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKKe HaxoXaeHust NobrIM30CTN OTONUTENBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3b6eranTte 6M30CTU C BOAOW UIMN UCTOYHUKAMK BIAXXHOCTH.

o [3berante 6nu3octn c ycrtponcTeamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdpekTom.

e HeponyctMma ycTaHOBKa Kamepbl B MECTax C CUIbHOW BUBpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «beBapay.

B cny4yae HeKOppeKTHOM paboTbl Kamepbl:
o [lpu oBHapy>xeHun abiMa NnNu HeobbIYHOrO 3anaxa.
e [lpy nonagaHuu BoAbl UK APYrMX MHOPOAHbLIX OOBHEKTOB BHYTPb.

e [lpy NageHnn kamepbl UK NOBPEXAEHWUMN Kopnyca:

BbinonHuTe cneayrowme aencTBus:
e  OTKNIOYMTE Kamepy OT UCTOYHUKA NUTaHUSA U OTCOEANHUTE BCE OCTalbHblE NpOBOAA.
o Casxutecb ¢ cepBuUcHbIM LeHTpoM OOO «HIIM «beBapay». KoHTakTHble AaHHble Bbl

MOJKeTe HanTu Ha canTe http://www.beward.ru/.
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BewAnD I nasa 1. Mepwvl npedocmopoaxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTMPOBKE KaMepbl NOMOXWUTE KaMepy B YNaKoBKY NMPOU3BOAMTENS Unn nobon

ApYrovi MaTepuan COOTBETCTBYHOLLErO Ka4ecTBa U YAapOonpOYHOCTY.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM Crnyyae He BroKMpynTe LMPKYNSLMIO BO34yXa BOKPYr

Kamepbl.

Yuctka

Mcnonb3ynte MSAMKyH0 Cyxylo TKaHb [Ans NpOTUpPaHUMs BHELLUHMX MNoBepxHocTen. [Ons
TPYAHOBLIBOAMMbBIX MATEH WUCMNONb3ynWTe Hebonblloe KONMMYEeCTBO YMCTALLEro cpeactsa, nocne
Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyuvMe pacTBOpuUTENW, TakMe Kak cnupTocodepxaliMe cpeactsa unu

O€EH3MH, TaK Kak OHU MOTYyT nNoBpeanTb KOpnyC KaMepbl.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP



BEWARD Tnasa 2. Obwue ceedenuis

MnaBa 2. O6wue cBegeHUs

IP-engeokamepa B2530RZQ-LP npegHasHadeHa aOns opraHvM3auun CUCTEMbI KOHTPOIS
AOCTyna no pacno3HaBaHUIO aBTOMOOUIBbHbLIX HOMEPOB M AOCTYNOM K YCTPOMCTBY MO JIOKaNbHON
cetn. Bupeokamepa B2530RZQ-LP wucnonb3yet BbicokoyyBcTBUTENbHBIM KMOIl-ceHcop ¢
paspeLleHnemM 2 meranukcens n NporpeccuBHbLIM CKaHMPOBAHMEM. Takme TEXHOMOrMK, Kak pexumm
«[JeHb/Houby», paclwmpeHHbii gnHamudeckmin gmanasoH (2xWDR), cuctema wymonodaBneHus
(2D/3D NR), a Takke BcTpoeHHasa BapuodokanbHasa VIK-nogceeTka, BapnodokarnbHbI OObEKTMB C
BO3MOXHOCTbIO  yOAneHHOW perynupoBknm yrnma ob3opa u  QOKYCUPOBKM, a Takke
anekTpomexaHmyeckmn UK-unbTp, BbIFOOHO OTNMYAOT  [aHHYK MOAESNb, Mo3BONdAd eu
COOTBETCTBOBATb BLICOKMM TpeboBaHMAM, npeagbsBnsemMblM K COBPEMEHHbLIM CUCTEMaM
BugeoHabnogeHnsa. B mogenbHoMm psigy npeacTaBneHbl Kopryca Kak B Gernom Tak M B YepHOM

uBeTe.

Puc. 2.1

B2530RZQ-LP — aTo BMaeokamepa CO BCTPOEHHOW CUCTEMOM pacno3HaBaHWs HOMEPOB U
BO3MOXXHOCTbIO YNpaBreHns UCMOSTHUTENbHbIM YCTPOMCTBOM Yepes3 TPEBOXHbIN Bbixod. |P-kamepa
BEWARD B2530RZQ-LP no3sonseTr npocmatpvBaTb BMAOEO B pearlbHOM BpeMeHWn u4epes
cTaHgapTHbIn VHTepHeT-6payasep.

Kamepa cnocobHa nepegaBaTb BUAEONoOToK B hopmaTax cxatms H.264/H.265 n MJPEG.
Kamepa B2530RZQ-LP nogknioyaetca Kk ceTm NpuM  NOMOLLM MPOBOAHOrO MHTepdenca
10/100BASE-TX Ethernet.

2.1. OCHOBHbIEe XapaKTepPUCTUKKN
e PacnosHaBaHne aBToMOGUNBHBLIX HOMEPOB CcTpaH Poccus, benapyck, KasaxctaH u
YkpavHa
e 1/2.8" KMOTIl-ceHcop SONY c TexHonornen Starvis
e [lo 25 kagpoB B cekyHAay npu paspelteHmmn 1920x1080

e MoTopusoBaHHbI BapnodokanbHbin 06bekTns ¢ AP[]

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP



BEWARD Tnasa 2. Obwue ceedenuis

e PaclwmpeHHbIn gnHamudeckni gnanasoH 2xWDR go 120 ob

e PeBontoumoHHbIM kogek H.265: no 50% npupocTta adeKTUBHOCTU CXKaTUS

e YCTpOWCTBO NpeaHasHayeHo Ansi paboTbl HA NapKoBKe

e OpHoBpeMeHHOe pacrno3HaBaHWE HECKOSIbKUX HOMEPOB B Kaape

e [JlonyctTumoe OTKNOHEHME OT ocu obbekTuBa Ana pacno3HaBaHua — 30/30/20
rpagycos

o [logaoepkka cTaHOaPTHLIX NPSAMOYronbHbIX U “kKBagpaTHbIX” aBToHOMepoB (Tun 1 u
1A)

o [logaoepkka aBTOHOMEpPOB Takcu M cneucnyx6: Tun 16, rpynna 2, 3 u 5.

o [logoepxunBaetr 6azy Ha 5000 aBTOMOOUIBLHBIX HOMEPOB M XypHan Ha 10000
aBTOMOBUNBbHBLIX HOMEPOB

e K-noaceeTka ¢ ganbHOCTbIO A0 35 MeTpoB

e JOKcnnyataums B gnanasoHe Temnepatyp ot -45 go +50°C

e l/cnonHeHus B ABYX LBeTax: YEPHbIN, 6enbin

2.2. KoMmnnekT nocTtaBKu
¢ |P kamepa (C yCTaHOBIEHHbIM OOBLEKTUBOM U KapTon namaTtn microSDHC 4 I'b)
o KpoHwTenH

¢ YnakoBo4Has Tapa

BHUMAHUE!
BEWARD ocTaensieT 3a cobol npaBo Ha nameHeHne komnnekrauum IP-euaeokamep n nameHeHmne nioodbix

XapaKTepucTuk obopynoBaHusi 6e3 npeaBapuTeNbHOO YBeaoMIeHMs.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP n



BewAnD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCmMPOUCmEd

FnaBa 3. Paamepbl U OCHOBHbLIE 35f1IeMEeHTbI YCTPOMUCTBa

OcHoBHble anemeHThl IP-kamepsl BEWARD B2530RZQ-LP paccmoTpeHsbl Huxe (Puc 3.1):

Puc. 3.1

Kamepa (1)

AnekTpousonAaTop (2): npegHasHaydeH AN SMEKTPUYECKOro M30NMpoBaHMs Koprnyca
KamMepbl OT KPOHLITENHA.

KpoHwTenH (3): npegHasHayeH onsa kpenneHus |P-kamepbl K NOBEPXHOCTU, a Takke Ans
HaCTPOWKKN nonoxeHus ob3opa (CM. NyHKT 4.3).

Oatumk cBeTta (4): poTO3NEMEHT, NpedHasHa4YeHHbIN O aBTOMAaTUYECKOro nepexopa
kamepbl 13 pexuma «[deHb» B pexum «Houb» n obpaTHo.

O61bekTuB (5): BapmdokanbHbii 06bekTuB 2.8-11 MM npegHasHadeH ang npoeumpoBaHus
ONTUYECKOro n3obpaxeHns Ha MaTpuuy Buaeokamepbl. Perynuposka yrna o63opa n gokycumpoBka
ob6bekTMBa onvcaHa B PykoBoacTBe Mo akcnnyaTauumm.

UK-noacseTtka (6): B TeMHOe Bpemsi CyTOK, NpW HEAOCTaTOYHOW OCBELLEHHOCTU Kamepa
nepexoauT B pexum «Houb» (4epHo-6enoe nsobpaxenue) n Brknodaetca VK- noaceetka, kotopas
no3BonseT BecTU BuageoHabnogeHMe paxe B nonHon TemHoTe. VK-nmoacBeTka saBnseTcs
anbTepHaTUBOM CTaHAAPTHOMY OCBELLEHWIO, HO MPW 3TOM OHa Mano 3aMeTHa OKpYXXatoLLMM.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP



BewAnD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

naBa 4. YctaHoBKa n nogknroyeHue IP-kamepbl

4.1. O6wume cBegeHns o nogknodeHum IP-kamepbl B2530RZQ-LP k cetn
IP-kamepa B2530RZQ-LP moxeT nogkntovaTtbCs K flokanbHOW cetu, nnbo cetn VHTepHeT,
npu nomown nposogHoro coeanHeHunsa (Ethernet). lNMoaknioveHne MOXET OCYLECTBNATbCA Kak
Hanpamyto Kk TIK, Tak ©“ npu nomowm BCNoOMOraTenbHOroO CceTeBoro 00OpyaOBaHUS
(mMapLpyTu3aTopbl, KOMMYTaTOpPbI).
B HacTosiwee Bpems Havbonee nonynsipHbIMKM CNOCOOOM MOAOKMIOYEHUS K CeTU WIHTepHeT

SIBMISIETCH MNOAKMOYEHME Yepes BblaeneHHyto nuHuto Ethernet (Puc. 4.1).

—

A _‘/_/- "\\‘i_ ~
internet )

\

- '-E,_:'" y :; \._‘\HH_J/M__/"

Mapupyrusarop

L

Puc. 4.1

OcHOBHbIE Warn n pekoMeHagauunn no yCtaHoBKe U HaCTpOVIKe KamMmepbl OnncaHbl aanee B

HacToswweM PykoBoacTse.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP n



Bewﬁnn Inasa 4. Yemanoexa u nookaouenue IP-kamvepul

4.2. PekomeHAaLmm no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo
yunTbiBaTb NPy MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

IP-Bngeokamepa B2530RZQ-LP, kak npaBuno, nogkniodaetcs AByMs kabenamu: kabenb
TMNa «BUTas Napa» Ana NOAKMIOYEHNS K NTOKaNbHON CeTU 1 NoAayun NUTaHusa No TexHornorun PoE un
nobon ABYXKWUMbHbIN TMOKM Kabenb ANs nepefadn curHana 3amblkaHus Mpu pacno3HaBaHUK
aBTOMOOWNBHOIO HOMEpa Ha NnaTty yrnpaeneHus wnaréayMmom unm aBTomaTuyecKumm BopoTamu.

IP-eugeokamepa B2530RZQ-LP npegHasHadeHa AONns yCTAHOBKWM HA CTEHY WnuM Onopy
okono wnarbayma wnu aBTOMATUYECKMX BOPOT B HamnpaBfieHWM HaBCTpedy ABMKEHWUIO
aBTomobunga. [ina wnarbayma unu BopoT, paboTatoLwwmx Ha Bbesa 1 Bbledq TpebyeTcs yctaHoOBKa
ABYX Buaeokamep, HarnpaBneHHbIX B MPOTUBOMOSIOXHbIE CTOPOHBI.

YCTPONCTBO peKOMeHAyeTca pasmellaTtb B OCBELLEHHOM MecTe, usberas npsMoro
nonagaHusl CoNHEYHbIX Nyvyen B 06beKTMB BUAEOKaAMEpDI.

Kpome Toro, pekomeHagyeTcsa obecrneunTb OecnepebonHoe nuTaHne KoMMmyTaTopa
nokanbHon ceTn, |IP-BMgeokamepbl W, HEMNOCPEACTBEHHO, caMoro wnarbayma wunu

aBTOMaTU4YeCKNX BOPOT.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

e PacctosiHue ycTaHOBKM Kamepbl OT obnacTu pacno3HaBaHUs aBTOHOMEPOB [LOIMKHO
ObITb Kak MOXXHO MEHbLLE, U He AOMKHO NpeBbIWwaTh 35 METPOB.

e OTKNOHEHME ocKn 0ObEKTUBA BMAEOKAMEPLI OT HanpaBrneHus ABUKEHUS] TPaHCMNOPTHOro
cpeactBa He npesbiwano 30 rpagyCcoB MO rOPU3OHTANbHOM M BEPTMKANbHOM OcsM, a
OTKIOHEHME MO OCY BpaLLieHMs OTCYTCTBOBarO.

o |P-kamepa BEWARD B2530RZQ-LP npegHasHayeHa [gns  OCYLUECTBIEHMSA
BUaeoHabnogeHnsa ¢ npegenbHon TemnepaTtypon akennyataumm ot -45 o +50 °C.

e W3berante nonagaHusa Ha Kamepy NPsIMbIX COMHEYHbIX fy4yen B TedeHue ONUTESNbHOro
BPEMEHM, a TawkKe HaxoXOeHWs nobrm3ocTn OTonNUTENbHbLIX U obBorpeBaTenbHbIX
npubopoB..

o |3berante 6nmM3ocTM C BOOOW, WCTOYMHUKAMW BRAXHOCTM WU YCTPONCTBaAMU-
reHepaTtopamy MOLLHbIX 3N1EKTPOMArHUTHbIX BOSTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHUs yCTpoMCTBa C Yy4YeToM noAaBoda
coeaNHUTENbHbIX Kabenen.

e W3berante crnocoba KpenneHus Kamepbl, OOMYyCKaloLWero 3HavuMTerbHyo Bubpauuio.
[laHHoe BO3gencTBME CHU3UT 3PEKTMBHOCTL AETEKTOpa OBWKEHUS M YETKOCTb

n3o6paxxeHns B LENOM.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP n



Bewﬁnn Inasa 4. Yemanoexa u nookaouenue IP-kamvepul

o Kamepbl BugeoHabniogeHuss HeobxogMmo pasMellatb Tak, 4YTOObl  UCKMYUTL

crnyyamHoe WnuM cneuuanbHoe MOBpEeXAEeHMEe M W3MEHEHWMEe HanpaeneHus ob3opa
Kamepbl.
e HanpaeneHne o63opa (30Ha BuaeoHabNOOEHUS) KamMepbl AOSMKHO ObiTb TBEPAO

onpegerneHo Ha MOMEHT YCTaHOBKW.

PekomeHpauum no npoknagke kabens Tuna «BUTas napa»:

e B «kopugopax xenaTtenbHO MpOKMaAblBaTb MY4YKN IMEKTPUYECKMX W CrnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM MO pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3NEKTpuYeckme
kabenn B pasHbIX OTCEeKax WM CeKUuusx, MUMeLWmMX ChsoLwWwHble MpoaoSibHbIe
neperopogkn ¢ npeaenoMm OrHecTomkoctm He MeHee 0,25 4 M3 Hecropaemoro
MaTepuana TonbkKo B pabouymx 30Hax Ha pacctosHuu He Gonee 15-Tm mMeTpoB, ecnu
anekTpudeckas MOLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpuyeckme n cnaboTtoyHble kabenu gonyckaeTcsa NpoknaabiBaTe NapannenbHO Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHbix Kabenb-KaHanax Wnm cekumsax
kabenb-kaHanoB. Ecnu Hanps»KeHHOCTb 3MeKTpUYeckoro nonsi, obpasytolierocsi oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HEO6X0OMMO YBENUUNTL PacCTOSIHNE
MEeXOy ONeKTPU4EeCKUMM U craboTouHbIMM  Kabensamm unm  CHU3UTbL  YPOBEHb
3ANEKTPOMAarHUTHbIX NOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMMKHbI NepecekaTbCA TOMbKO MO MPsiMbIM
yrmnom.

e HeakpaHnpoBaHHble BUTOMApHble Kabenu [OfmKHbl NPOXOAUTb Ha pPaCCTOSHUM He
MeHee 125 MM OT rasopaspsgHblX flaMn AHEBHOrO cBeTa (MIOMUMHECLIEHTHbIX famn) u
APYr1X BbICOKOBOSbTHbBIX YCTPONCTB, COAEPXaLLMX Pa3paaHMKN.

e HeakpaHmpoBaHHblE BUTONApPHbIE Kabenu AoMmKHbI NPoKNaabiBaTbCA Ha PacCTOSHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWMKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 06pasyroLmnx
HaNPSYKEHHOCTb 3M1IEKTPMUYECKOro nosns cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3aAeNaHHbIMW HEAKPAHMPOBAHHBIMU BUTONAPHbBIMU
Kabenamm [OrKHbl pacnonaraTtbCs Ha paccTosHMM He MeHee 3-X MeTpoB OT
WUCTOYHUKOB CUJSIbHBIX 3MEKTPOMarHUTHbIX Momex, obpasyrowmx HanpsbKeHHOCTb
anekTpuyeckoro nong cebiwe 3 B/m.

o [lpoknagka BWUTOM Mapbl MeXAy TOYKaMW MOAKMIOYEHUS OOSMKHA Npou3BOANTLCA
LenbiMn Kyckamu, Npyu 9TOM HarnpaerieHue Tpacchl crieqyeT 3apaHee npogymaTb Tak,

4YTOObI €€ NPOTSHKEHHOCTL Oblfa Kak MOXXHO MEHbLLE.
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o MuHnmanbHbIN paguyc M3rMba ans kabenss — deTbipe AnameTtpa kabenda (nnmn 1

arnM=2,5 cm), HO CyLLeCTBYIOT pekoMeHdauun pasmeliatb kabernb Takmm obpasom,
4yTO6bI 06ecneunBaTb U3rMb pagnycom 2 grorma (5 caHTUMEeTpoB).

o MakcumanbHas gnvHa cermeHTa gosmkHa 6biTb He 6onee 100 meTposB.

4.3. MoHTax u noakntoyeHue IP kamepbl

[na moHTaxa IP-Buaeokamephbl BLINONHUTE crieaylowme 4enCcTBUS:

LWar 1: B KoMniekTe ¢ Kamepon uaeT crneumanbHas Haknenka ansa KpenneHns KpoHLTenHa
K nosepxHocTu. MNMpukpenuTe 3Ty HaKNenKky Ha 3apaHee onpeneneHHyl NOBEepPXHOCTb, K KOTOPOM
Oyoet MmoHTMpoBaTbCs kKamepa (Puc. 4.2).

LWar 2: npocBepnuTe YeTbipe OTBEPCTUS B MOBEPXHOCTU: TPU ONSA KPenreHUs MOAMNOXKM
KPOHLUTENHA 1 ogHO ans kabenen (Puc. 4.2).

War 3: 3akpenute MOAMOXKY KPOHLITEMHA K MOBEPXHOCTW MpPYM MOMOLUM CcneumanbHbIX
atobenb-reosgen (MayT B komnnekrte) (Puc. 4.2).

War 4: nponyctnte kabenb POE wun kabenb Ans MNOOKIOYEHUST CUrHana OTKPbITUS
wnarbayma CKBO3b OTBEPCTUE B MOBEPXHOCTU M KPOHLUTENH. [oBECbTE KPOHLUTENH Ha MOAMOXKY.
3aKpenuTe KPOHLUTENH Ha MOANOXKE Npy MOMOLLM BMHTA M3 komnnekTa (Puc. 4.2).

Lar 5: oTKkpoKnTe KpbILLKY Kamepbl OTKPYTUB 2 BUHTA €€ KpenneHus.

War 6: nponyctute kabenb PoE u kabenb Ana noakntoYeHUs curHana oOTKPbITUS
wnarbayma yepes U3onsTop 1 3aBeguTe Ux B kKamepy.

War 7: oboxmute kabenb PoE koHHekTopom RJ-45 cm. n. 4.4., v nogkniouuTe ero K
pasbemy 1 cm. puc. 4.3.

War 8: B cnyyae nutaHnsa kamepbl oT nctodHnka 12VDC, nogknoumTte Kabenb nuTaHusa K
koHTakTam +12V, GND pasbema 2 cM. puc.4.3. cobnogasa nongapHOCTb.

War 9: 3aunctute kabenb Ons NOAKMYEHUS cUrHana oTKpbITUA Wwnarbayma n nogkniounte
kK koHTakTam AL_OUT1 n GND pa3béma 2 cm. puc.4.3.

LWar 10: n3snekMte cunukarenb U3 nakerta 3vnnok (MgeT B KOMMNIEKTe) U NOMECTUTE ero B
HULWY 4, B KOTOPOW NpoxoauT kabenb, cM. puc. 4.3.

LWar 11: 3akporTe KpbILWKY KamMepbl, MAOTHO 3aKpyTUB 2 BUHTA ee KpenneHud, cMm. 5 puc.
4.2.

LWar 12: yctaHOBUTE N30NATOP Ha Kamepy C MOMOLLIbIO 2-X BUHTOB, CM. 6 1 12 puc. 4.2.

War 13: yctaHoBMTE Kamepy Ha KPOHLWTEWH, AN 3TOr0 HaXMute Ha dmkcaTop Ha
KPOHLUTENHE N NPUKpenuTe Kamepy, nocne vero otnyctute dmkcatop. Jdanee 3akpenute kamepy ¢
NMOMOLLbIO 2-X BUHTOB (MAYT B KOMMNNEKTE).

War 14: ocnabbTe BUWHTOBbLIE COEAMHEHUA UKCaTOpa KPOHLITENHA, 4TOObI MMETb
BO3MOXHOCTb MOBOpauyuMBatb Kamepy And Bblbopa HeobxoguMmonm 30HbI  HabnogeHus

OTPErynupymnTe yron kamepbl U 3aUKCUpynTe B HY>XHOM nonoxeHuun (Puc. 4.2).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP
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Puc 4.3.
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4.4. NpoBoaHOe noakr4vYeHMe Kamepbl K ceTu

Mcnonb3ysa coeanHuTenbHbid kabenb ¢ pasbemom RJ-45, nogkntounte [IP-kamepy Kk
ceTeBOMy KOMMyTaTopy ¢ nutaHnem PoE 802.3af.

B cnyyae Heo6xooumMocTun, coeanHUTENbHbIA Kabernb MOXHO NpMoGpecTn OTAENbHO Mnu,
npy HanM4YnM Heo6XOAMMbIX MaTepMarnos, MHCTPYMEHTOB U OMbiTa, M3rOTOBUTb CAMOCTOSATENbHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) ¢ pa3bemom RJ-45

C oAHOM CTOPOHDI C [pyrow CToOpoHbI
1: Beno-opaHXeBbli 1: Beno-opaHxeBbli
1 8 2: OpaHxeBbln 1 8 2: OpaHxeBbln
i 3: beno-3enéHbin [0 3: beno-3eneHbln
b 4: CyvHui b 4: CuHui
5: beno-cnHui 5: beno-cuHun
CMEPEAM: ﬁ 6: 3enéHbin CTEPEAM: ﬁ 6: 3enéHbin
L 7: Beno-Kopu4HeBbii L 7: Beno-KopUYHEBBbIi
8: KopnyHeBbii 8: KopnyHeBbIN

[na n3rotoBneHns «npsiMoro» kabensi Heooxoaumbl: kabenb UTP (BuTas napa kateropun
5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcTeo onst 06Xknma pasbemMoB (KpuMmnep).

Mpn Takom nopsgke nogknoyeHus nap (ykasaHHom B Tabnuue) obecneumBatoTcs
rapaHTMpPOBaHHbIE NMPOM3BOAMTENEM BENWYMHA WM pacnpeneneHve 3agepXek pacrnpoCTpaHeHUs

cuUrHana, a crnegoBaTesibHO, M 3asiBNIEHHast CKOPOCTb nepegaydn gaHHbix 100 MéuT/c.

4.5. NMopknioyeHne Kamepbl K Wwnarbaymy nnm aBTomatu4eCKum BOpoTaMm.

MogkntodeHne kamepbl K wnarbaymy unM aBTOMaTUYECKMM BOPOTaM BbIMOMHAETCA C
Lenbo OTKPbITUS Warbayma unv BOpOT No pacno3HaHHOMY aBTOMOBUITbHOMY HOMEPY.

M3yunte gokyMeHTaumo Ha Bally Moferb nnaTbl ynpasneHus wnarbaymom mnv Bopotamm
W HanguTe BXOA AS1A NOAKNIYEHNs yCTponcTBa ynpasneHud. MNMoaknoumte kabene curHana
OTKpbITUA Wnarbayma Ha BXo4 A5 NOAKITYEHUS YCTPONCTBA yNpaBneHns Kak nokasaHo Ha
pucyHke 4.4.

HactponTte pexum paboTtbl TpeBoxHoro Boixoga (HO nnn H3) n anutenbHOCTbL nmnynbsca
Ha OTKpbITME Yepes BeD MHTepenc kamepbl (CM. PYKOBOACTBO MO 3KCMnyaTaumm K JaHHOM
BMAeOKamepe) B COOTBETCTBUM C yKa3aHMAMU, ONUCAHHbIMU B AOKYMEHTaLUMM Ha nnarty

ynpasneHna umar6ayM0M nnm BopoTamMu.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP
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AL _ouT7) o BEWARD
AL_OUTI |
AL_IN
& ) PCB-RZIQ-LP-81
MNnarta 23as3s T
wnarbayma/sopoT
YcTpolcTeo
ynpasnexus
OBy

BHUMAHUE!
Kamepa nogaéT nulib cUrHam Ha OTKpbiTWe Lnarbayma unmn BopoT. Jlorvka 3akpbiTusi paboTaeTt yYepes
KOHTponnep wnaréayma Wnm BOPOT C MOMOLLbIO MOAKMIOYEHHBIX K HEMY OaTYMKOB MECTOHAXOXOEHWS

aBToMObOUNSA.

BHUMAHMUE!
Lnarbaym wnu aBTOMatMyeckme BOpOTa AOIMKHbI paboTtatb B pexume “Tonbko OTKPbITL”, YTOOBI

MOBTOPHBIVA CUrHamN Ha OTKPbITWE C KaMep He NpuMBOAMIN K 3aKpbiTMio wwnarbayma munu BopoT. Pabota B

nowarosoMm pexume (“OTkpbITb-3aKkpbiTh”) HE AOMYyCKaeTCs.
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MnmaBa 5. HacTtpouka npoBogHoro coeanHeHus ana Windows 7

Ona Ttoro, 4yto6bl IP-kamepa B2530RZQ-LP pabotana B Bawewn nokanbHOW ceTu
COBMECTHO C Apyrum obopyaoBaHueMm, Heo6xoauMOo BbINOMHUTL €€ NOAKIMYEHNE B COOTBETCTBUM
C TEeKYLUMMWN HACTpOMKaMn JAHHOW CeTW, ANns Yero, B CBOK oyepeb, HeobxoamMmo onpeaenutb 3Tm

HaCTPOMKH.

NMPUMEYAHMUE!
OnucaHue ycTtaHOBKM M HacTpouku coeanHeHus ansa Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumansHas. Benegcteme aToro, Ha3BaHUS HEKOTOPbLIX MYHKTOB MEHI0 M (PYHKUMIA MOTYT OTRMYaTbCs

oT Baweti Bepcun Windows, ogHako anropuTm NpuBeAeHHbIX 4ENCTBUN ABNSETCA YHMBEPCANbHbIM.

5.1. OnpepgeneHne napamMeTpoB NPOBOAHOMN NOKarIbHON CeTU

B cnyyae nogknioyeHusa no kabentwo Ethernet Heobxoammo onpegenuTb  Tekyliume
HaCTPOMKN NPOBOAHON CETH.

Ona poctyna K TeKywMM HacTpoWKam MPOBOAHOM FlOKanbHOW CEeTU UCMNONb3ynTe

KOMMbIOTEpP, NOOKIMIOYEHHbIV K aTON ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).

B vt maplar
E’i Sy BEWERD

= - fosysaesre
[ X2 Microoo Otfice Evcel 2007 i

&) 5
ﬁ VR Server
w BRSCantidllar

Koufareg

ﬁ BEWARD IP Visgi
W BEWARD Flaym

—_— ]

Ma=sparn yrpap Ry
FOipeaRcng A s
Mporpaussc no yuomsreo

k_; Compafel mOROHERTOL
Crpaeea o Aoggepaeta

L] Bce mpbipinikiie

Puc. 5.1
B oTkpbiBwEMCA AOManoroBoM OkHe BbloepuTe nyHKT [[IPOCMOTP COCTOSAHUA ceTU M

3apad] B pasgerne [CeTb u UHTepHeT] (Puc. 5.2).
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Hacrpolika napameTpos KOMnNboTepa

CucTema v BesonacHoCTs
anEEpKE COCTOAHWA KOMMBHOTEDE

APXRBM POB3HWE J3aHHBIX KOMMbHOTERD

Mouck n ncnpasnenne npobnem

Cernu VHTenHeT

B . )|
)

MpocmoTtp: Kateropua ~

YueTHble 3anvcK Nonb3oEaTenei

CEMERH...

@ [JoGasneHne U yAaNEHWE YHETHBIX 33NMCEl
nonL30BaTeneid

[ ¥ cTaHoEKa poANTENECKOTC KOHTPONA SNR BCEX

| JpocmoTp coCTORHMA CETH 1 33434 I

NonL30BaTenel

Brifop napameTpos AoMALLHER rpynnbl i obuero

ADCTYNA K JBHHBIM

OBopynosaHue 1 3ByK
MpocMoTp yCTpocTE W NpUHTEpOE
' [oBaenenne ycTpolicTea

Mporpammel

YaaneHwe nporpammel

OdopmaeHne M nepcoHanusaLmna
VsMeHeRe TeMbl

WMzmerenne dona pabodero crona
HacTpoiika paspelueqna 3kpana

Yacel, A36IK U PETUOH

Crena packnagiu KNasnarypel MW apyring
crnccofos BBOAa
VsneHerne Asbika nHTEpdeiica

CneunantHble BO3MOMHOCTH
P Windows pet

p

1y P

2
Ny
&
)

OHTHMHBEL\MR MOGPEXEHMH Ha 3KpaHe

Puc. 5.2
B oTkpbiBLIEMCA AnanoroBom okHe Haxmute [[MogknioveHne no nokanbHon cetu] (Puc.
5.3).

fl

e a i a2 1)

MpoooTp OCHOBHEDN CHEASMAR & OETH W HACTPORKS MOaKARKUEHNA I

o~ & )
BEWARD Hiceanuen coteil Viatupant
|wFaE acatinsag)
Mpoorsorp mrweHps ceted

Mgsiscanup. neunssinid wap e

Ul il ST AOCTYNE

Mngrnmuesns an gTEnHbEsE

Levn 4 HiTagmr

Dfwecrrermen cere

Ton gocTyng
Mogemomasman: -4'- Mogrniouenies 1o
AcEansHai e

CETERLO NA[

? Hacrpriles SosorD A scsEmen §me ©em
Hacrpoixe Seonp
A KE B CTROERE MEERUPYTHIATO A BON TOSEH GOCTYNA

o, L HOD, MO w, npawces pnn YPR-noaercseane

Mogeaupsmarecs £ cern

Moy Ak e {T ROETDEHTE RO oY § 6
CETepny Gy naw exne o VPR

Beifinp g jumed rpymms o NEpEMETRDN pSuETn SocTns

Apcrym & @afinau § NEE-TERIR, FACNDACIKEREIHRS 8 JITFTIS CETESHE KOLITS ITrgE, 1
HIRIEHE e NApEETROR SGhUEro gorTyna

b Frpanenne SetAAES

fparuncraes u ponpasnesse ceTERRR MPOEREM AN NOsEREE CEEIEEAR 0 Bonpanneen,

Puc. 5.3
NMPUMEYAHUE!

I'Ipvl HanM4Mm HECKOJSbKNX NOLKITHOHYEHWI BblﬁepI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

B oTkpbiBLIEMCH OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).
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«. = =i
:,‘;' Cocroatue - ﬂmmoumue No AoKNLHOWN CETH ﬁ

706u.me

MoaknoqeHre

IPY4-I0AKMOYEHNE ! WHTEpHET
IPvEN0AKNKOYEHNE: Bes gocTyna Kk MHTEpHETY
COCTOAHME Cpeds!: MogkmoYeHo

AnvTensHocT: 04:47:33

CropocTe: 100.0 M T

AKTMBHOCTE

-
OTrpasneHo —— k! = TlpHATO
Bait: 805 509 770

| I @Csoﬁcraa ll'&—'DTKHIQLMTbl lﬂuarHocrwca ]

SaKpbiTh

Puc. 5.4
B pgmanoroBom OKHE CBOWCTB CETEBOrO MOAKMYEHUsT HeobGxoammo BbiGpaTb MyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

[l MogxatoueHme No ACKaALHOM CETH - CBOMCTEa u

Cem | Oocmyn

MogxnroueHie uepes

L¥ Reattek RTL8139/810x Family Fast Ethemet ceTesol an:

OTMEYEHHBIE KOMMOHEHTE! MCNONE3YHITCA 3THAM MO AKNHOYEHMEM |

Bl Kaspersky Anti-Virus NDIS 6 Filter -
S MnaHkposwk naketos QoS

gCnyxﬁa [DCTYNa K shaiinam n npuHTepam ceTei Micrg—
- [ooToknn MHrepHeTs Bepcuy 6 (TCP/IPYE)
- P8 Mpotokon WHTepHeTa Bepouw 4 (TCP/1Pvd) .
-

| lpaisep B/5 TONONOra KAHANEHOMO YPOBHA

m

-+ OTBeT4M< 0BH3PYKEHMA TONONOrMK KaHANLHOrD YPOE ~
[ n | [

YCTAHOBMTS. Yaanuts CeoitcTea

Onucanve

MpoTokon TCP/IP - cTanaapTHeIi npoTokon rnofaneHsm
ceTel, 0BecneuMBaInIMA CEASE MEXOY PASIMYHBIMA
B38MMOAEACTEYIOLLNMA CETAMM.

Puc. 5.5
OTKpoeTcsl OKHO, B KOTOpPOM oOTobpaaeTcss MHGOpMaums O HaCTPOWMKax CEeTEBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. NMonyuutb IP-apgpec aBToMaTtnyecku: |IP-agpec HasHavaeTca aBTomaTndeckm DHCP-
cepsepom (Puc. 5.6). Ecnun IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aand

onpefeneHns napameTpos JIoKanbHON ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.
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T Ty [P AOFYT AL Tl SETOHETAEN, &0 22T
NGQASTEEESET 3Ty BISHEEAOCTE: B Moo Tanem CTpuas napaeeTIe
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VFORLIDBETS (Ned pouud Paapec

E!'Iaﬂr-rrb anme (PG -Cepeeps SRR TIRED 1
Mrmmomame e o anmeos DE-ceomenon:

Puc. 5.6

2. Ucnonb3oBaTb cnenywowmin IP-agpec: IP-agpec 3agaetca nonb3oBaTenem BPY4HYHO

(Puc. 5.7):

Mg pas [P 800 7T maps ot eon ST osaT oo, sim efe
T Ty Tis- B A0 TN Tyl FUAD T
T A PO ¥ CETEIOND A0 M RICTERTOPS.

MiEafry-asTn 1 -AEEa S8 DrTeran i
i NS IOaATE LT Py e I

:9}.-1!-; [ el
155 355288 . 0

BF_kE. &1

lprrpermy Anpes DNG-Ospeeps BSTIPWE Teese o

I ——— j

| Fipmancra sl h-orpiep: Lo R

|7 MoaTmapairm: napEeETE: Mo menmn e PR

Eiﬁ?

Puc. 5.7

3anvwunTte, Nbo 3anomHMTE NnapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KoMMNbTEpa, TO MNoclne HaCTpOﬁKM KamMmepbl 6yp,eT

HEBO3MOXHO BEPHYTb UX B NepBoOHa4YaribHOE COCTOAHME OJ1d BOCCTAHOBIIEHNA NOAKITHOYEHNA K nokanbHomn

ceTtun n/vnmn cetn NIHTepHer.
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5.1.1. OnpepeneHue napameTpoB ceT Npu aAuHamu4veckom IP-agpece

NMPUMEYAHME!
[aHHbin nyHKT PykoBoAcTBa NpedHasHadeH Ans onpeferieHnd napameTpoB JlOKarbHOW ceTu npu

HasHayeHun |IP-agpeca Bawewmy MK aBTomatuveckn (DHCP-cepsepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,ElHOIZ ceTtun

HaxwvuTe lMyck — MaHenb ynpaeneHus (Puc. 5.8).

9 Vel Explarer
(SEL

I_tli kdicrosoft Ofice Bvcel 2007

w BRYC ankigllar

@ BEVARD TP Visos
E BENAET Pl e

]
b* C e EORIOHERTSL
F Beemporpiade

Puc. 5.8
B oTkpbiBlEMCA AManoroBoM OkHe BblbepuTe nyHKT [[IPOCMOTP COCTOSAHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).
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H"-_—rf e e Al
}
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Puc. 5.9
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B oTkpbiBWEMCS AnanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.

T ———y
Merseas: yrpees = = =
O m‘::. MpOCMoTp OCHOBHED CHEARMMA 0 CETH M HACTRORNE TOMLARKUEHAR
= Mpscausp Dol capre
Wipsimimne napa e * E 0
Aafarrrapa BEWARD Hécraneen teiei Meateprent
YRR T AT T e |¥ror ecaanawteg)
Pl kit tlial CAGETD AECTYNE P —— Mogrmrussne ami oTensesie
Cewe 4 Tan gocTyne Hrtagmar
DfwecTperen tere Mo morasran: i Mogenigienpe no
AGEENEFOA CETR
CETERLD I P
? Hucrpriie s necen Angesscpm g cem
Hscrpoiine Secnp T, L HOND, MO o, npapcrn wnw VPM-nogesosesns
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(s T ety i galinau 0 EESTERIL, FACIDACKRHERIS I PTG CETERRT DO KTEpa, 1
E v Wi HIRER I NapeETROR CilgEro goCTyTa
Jesasunne rpynna T frrpanssns s
Ceniicra pbcopensmenn fparuncrnes u penpasnesse CoTERRR NEoSne e nosysesee CeEEsi of sonpannesa,
Puc. 5.10
NMPUMEYAHUE!

MpK HaNMMYMM HECKONMbKMX CETEBBLIX MOAKMIOYEHWI BbiGepuTe To, K KOTOPOMY MraHMpyeTcs NOoAKMoYUTL

IP-kamepy.

B oTkpbiBLUEMCS OKHE HaxmMuTe kHonky [CBeaeHus] (Puc. 5.11).

Pwuc. 5.11
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B okHe «CBefeHus O CeTeBOM MOAKIIOYEHUW» MpeacTaBrieHa crieayolas nHopmaums

(Puc. 5.12):

1G5

o0

-

OoromssTENSHRE COENEHIE O CETI

CaofcTen
Onpensnetssd aneno_..
Ormc=ae

Prumrecoat agec

SHINERAS

FReakek RTLE1E3CFHE 11104} Famiy F

D0-24-10-57-45-30

HCP sxcmeores
NLAmpec 1Pt
Maoa nopoe Pt
Hrena no yraconsass [F
DHCP-cepsep Pvd
DHS5-oepeep IPed
WS cepesp {Pvd

Cryxhia NetBi0S wepes ..
TMowanerea® Pebampes

Emoa no ymomstaen IF
DH5-cepeep IPvh

s
192168014
255 55 7256 0

11 srmaps 2001 7. 1027

11

11 wespans 2011 r 1E2T:11

13216801
15216801
192168101

N

FeBR-3126=0218112:163%11

] m

Puc. 5.12

Ecnn B atom okHe Bbl yBugenu ctpokn — «DHCP Bknwo4veH - Oa», «Appec IPv4 -

XXX XXX XXX XXX (FOe «XXX.XXX.XXX.XXX» — 3Ha4eHune |P-agpeca),— 3HauuT |IP-agpec Bawemy MK

Ha3Ha4yeH aBToMaTuyeckn. Macka noaceTu ykasaHa B cTpoke [Macka nopacetu IPv4], agpec

ceteBoro wni3a — B crpoke [lLUnto3 no ymonuyanuwo IPv4], agpec DNS-cepBepa — B CTpoke

[DNS-cepBep IPv4]. 3anuwute, nubo 3anomHuTe pAaHHble napameTpbl (IP-agpec, Macka

noacetn, Ceteson wnto3, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMNbKOTEpa, TO MNocle HaCTpOVIKM KamMepbl 6y,c|,eT

cetu u/unu cetn VIHTepHer.

BHUMAHUE!

Ecnun B okHe «CBegeHUA 0 ceTeBOM NOAKMOYEeHUU» Bbl yBuaenn CTpPpOKu:

Heob6xoaumMocTH, O6paTMTer K BaLuemy CUCTEMHOMY aAMUHUCTPATOopPy.

HEBO3MOXHO BEPHYTb UX B NepBoHa4YaribHoe COCToAHUE AJ14 BOCCTAaHOBJIEHUA NOOKIMHOYEHNA K nokanbHown

«DHCP BkntoyeH - [Oa»; «IPv4-agpec aBTOHAaCTPOMKM - XXX.XXX.XXX.XXX», (FO€ XXX.XXX.XXX.XXX —
3HaveHue |IP-agpeca),— 3HaunT Bam He yganocb nogkniouuTtbes kK nposogHow cetn (DHCP-cepsep He

npucsoun IP-agpec Bawemy [lK). MNpoBepbTe NpaBunbHOCTb NOAKMIOYEHUSA K NPOBOAHOM ceTu. B cny4vae

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP
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5.2. \ameHeHMe napameTpoOB JNIOKanbHOW ceTu Ana noaknoveHus K IP-kamepe
Mo ymonyaHuio IP-kamepa B2530RZQ-LP wumeetr IP-agpec 192.168.0.99. Yt06bI

NOAKMIYMTBECSA K Kamepe AN NepBOHaYanbHON HaAcTponkn Heobxoammo, YTobbl Baw komnbloTep

Haxoauncs B TOW Xe NOACETU, YTO U KamMepa. I'Ile 3TOM IP-ap,peca KamMep, KOMMNbTEPOB U NObIX

apyrunx yCTpOVICTB B Ce€TU He OO0JIKHbl coBNagaTb MexXxay cobon.

BHUMAHUE!
IP-kamepbl BEWARD B2530RZQ-LP no ymonuanuio wumetotr [P-agpec 192.168.0.99. Ecnn Bl
nfaHuMpyeTe NOAKMYNTbL HECKomnbKo IP-kamep, To Anga ucknoveHnst koHdnukta IP-agpecos nogknioyante

Kamepbl MO 0gHOM N n3MeHsinTe ux IP-agpeca Ha nobble cBoOOAHbLIE B Baluen nokansHoOM ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yTo Baw T[1K, noakmtouveHHbIM K npoBogHoW ceTtn, u |IP-kamepa, duandecku

MOAKIIOYEHHas K TOM xe ceTu, Nnnbo Hanpsmyto k Bawewmy MK, Haxogatcsa B ogHon noaceTn, Bel moxeTte

cpasy nepewTtu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

D,J'IFI M3MEeHEHNA TeKylnX HaCTpOEeK KoOMNnbTepa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

@ vrema tpiom
H Slppe

[ X2 Micosoft Office Exrel 2007

Doy

MnBpagraus

Hd‘] Bnomsi
Wy
ﬁ E: Server
Hirpe
ﬁ BRSC ankit(lar
E BEVARD TP Visor

Kl Pl b T
Tla=+#1h yIpAR Revum

FOIpeRCTES M N e

w BEMAED Playes
-

Compariiead

(T T T ——

k_, el nORECHENTEE 5
Crpaees m noggepoeta

L] Bie mporpansiis

Puc. 5.13
B oTKpbiBLWEMCS [ManoroBoM OKHe BbibepuTe nyHKT [[lpocmoTp cocTtosiHua cetn u

3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).
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B uensynpamehw >

Hacrpolika napamMeTpos KoMMeOTepa

CucTema M Be30NacHoCTs
Mposepka COCTORHNA KOMNLEOTERS
ApXHEMPOBEHIE 43HHBIX KOMIBIOTERS
Mownck n ncnpasnenne npobnem

L lI'ISGr_Mo'rp COCTORHMA CETH 1 33434 I

Boifop napaMeTpoe ZOMALLHER FpYRMbl U obLyero
ACCTYNE K AdHHBIM

O6opynoeaHue 1 3ByK
MpocMoTp yCTpoiicTe W NpUHTEpCE
JoGasnenne ycrpoicrsa

Mporpammi

¥Yaanenne nporpammel

Puc. 5.14

Mpocmorp: Kareropna ™

YueTHble 2anvcK NoAbL3osaTenei

CEMEMWH...
@ JloBaBNEHUE WU YAANEHUE YUETHBIX 3ANMCER
NOAb30BATENER

@ YeTaHoBKa pogUTENLCKOrD KOHTROAR SNH BOEX
NoAL30BATENER

OdopmaeHWe M NepcoHanvMauma
VmereHne Temel

Mzmerenne hosa pabodero crona
Hacrpoiika paspeluenua skpana

Yacol, A3k W pernoH

ChteHa packnagki KNasnarypei nam Apyrix
cnocoboe BBOAA

MamereHne asuika wHTepdeiica

CneuuvansHble BO3MOXHOCTH
Pexkomergyensie Windows napamerpet
OnTuMKzaLua u200pakeHua Ha 3KpaHe

B oTkpbiBLUEMCA OKHE HaxxmuTe «lMoaknoveHue no nokanbHon cetn» (Puc. 5.15).

o Comn i Wsrepeier b Ligwmp ynpanneins ceman m ofiigan gocmynom
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vt emanmrreg)
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DEFEELE NI i
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Vaatwpint
Mogemmuenue ani orenmsEie
Tan gocTyn HnTegnar

Mogpmorseram: i- Mogrnouenpe no

NOEENEAOA [ETH

-s. Hacrprie s Aoecmn Anme oy pme e

Hscrpoine Secnposoanorg, wep OO, MO o, npaporn s YPN-nogcherpems

e KR HICTRORRE MEPRUPYTHISTO S NINH TOHKR GOCTYNE,
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MogknmeHne 1AM MO TCR=E PO MR & Secnp
CETREDWY CCRRy AW RO mie i VAR

Beifing g e rpymms o Napasiepon ouern Sormyne

Con Toreme Aperyn i Gafinas n NEE-TERR, FACIONCARRI I QT CETEBNT DO 0T, i

£ o Wi daRiEHg g NapeETpor ohigErn gocTyna

fpeazunae rpymmna S Yorpanesne SeOnEIES

Cepiicraa ofcpeasrann AlparHnoTIES B HCNEANENVE DETERRX MPOENEM WNN NOAYYENHE CBEAE 06 wonpapne-,

Puc. 5.15

NMPUMEYAHUE!

I'Ipvl HanM4nMM HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl66pMTe TO, K KOTOPOMY nnaHnpyeTcAa NOAKIIOYNUTb

IP-kamepy.
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B oTkpbIBLLIEMCA OKHE HaxxmuTe KHornkKy [CBomncTBa] (Puc. 5.16).

i i " B
| CocroaHue - nDAmG'-IEHNE No ACKaNLHOW CeTv m

_Oﬁu.me

MoaknmoyeHe
IPv4-noaKkmoYeHme: WHTEpHET
IPvE-NoaKmoYeHMe! Bes aocTyna K MHTepHETY

CocToaHWe cpenk!: MoAKnoYeHD

AnuTensHoCTE: 04:47:33
CropocTh! 100.0 MauT fc

CeeaeHma...

AKTUBHOCTE

-
OTnpasneHo —— %E ——  TpuHATO

BaiT: 79188 140 ] 805 509 770

[ [‘E‘C&oﬁcrﬁa ”'@'Dmmouwrb] Iﬂmarhocrma ]

3aKpeiTh

Puc. 5.16
B OTKpbIBLLEMCS OKHE CBOWCTB CETEBOro MOAKMYEHNS HeobXoaMMo BbliOpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

@ MoakntoueHne No NOKAALHOW CETH - CEOWCTEa u

Ceme | Oocmyn

MNoaxniouerne Hepes:

lj‘ Realtek RTL8139/810x Family Fast Ethemet ceTesoit an:

CmMEYEHHEIE KOMNOHEHTE! WCNONB3YOTCA 3TMM NOQKMIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fiter -

Q Mnakposimk nakeTos GoS

QCnyxﬁa AOCTYNE K $ainam v npuHTepam ceTel Micr—,
- [NpoToKon MHTepHeTs Bepci § (TCP /1 PvE)

- B8 MpoTokon MHtepHeTta sepcin 4 (TCP/1Pvd) .

- paiigep /B ToNoNora KEHANEHOrO YPOBHA |

. OTBETUMK 0BHEPYXEHA TONONOMMM KEHENEHOMO YDOE ™

m

] S
)
Onmcanne

MpoTokon TCP/IP - ctanaapTHEIA npoTokon rnofansHes:
CeTel, 0BECnNEYMBaIOWMIA CEASE MEXIY PASNMYHEIMU
E3aMMOASACTEYIOWMMIA CETAMM.

oK ] [ Omvena

Puc. 5.17
B nosiBuBleMCs OKHe HeOBXoAMMO YCTaHOBUTb 3HayeHus IP-agpeca v mackv nopcetu.
Bbibepute nyHkT [Mcnonb3oBaTtb cneaywowmn IP-agpec] n Beeante csobogHbii IP-appec 13
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HeT HeobxoaumocTu (Puc. 5.18).
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Capdcrsa: MpoToans Inb:rr!pezmquu:-ll:TCP.']M:l [

O

Tapere TPt 1P FOCYT FESTMETELR SOTORITMMECGH, ST [ETh
ML SIS FTF I IORHCT. B IO i S nap T
TP risial FEURY=AiThe ¥ CETEESIT A MrewCTDATORA,

Tty Tha, TP A0 IEE B TOMBT A0

& HMonons10ma TS chen pomsi P-aspe;
F-AEpar] 192 168 . 0 1]
Macwa mogre T 258 M8 .45, 0

Dorpete] [EmC

d b ARpeT DFLCEDDEDS BET Ind! H
A TR 0N T L P BAPECE DHS CEOOEE0n
[ T T—— Y YO pp—

AreTeprarTiesri DNS-cepeen!

THL TEEDSITE: NSMEHET icd ML Sole0ge R ITEHD
Omees...|

Puc. 5.18

[nst npuMmeHeHns1 U3MEHEHN HacTpoek HaxkmuTe KHoMKy [OK] Bo Bcex OTKPbITbIX OKHaX.

5.3. NonyyeHue pocrtyna K IP-kamepe ¢ nomowbio 6pay3sepa
[ns goctyna k kKamepe ¢ NOMOLLbI0 Bpay3epa 3anycTuTe ero u B agpecHol CTpoke BBEAUTE
3anpoc: http://[<IP>:<port>/,— roe <IP> — IP-agpec kamepbl, a <port> — 3HauyeHne HTTP-nopTa.

Mocne atoro HaxmuTe [[MepenTun], nn6o [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B2530RZQ-LP no ymonyaHuto nmeet IP-agpec 192.168.0.99, HTTP-nopT 80.

NMPUMEYAHUE!
Ecnn gna HTTP-nopta ucnonb3yetca 3HadeHve 80, Torga ans goctyna K kamepe 4depe3 Gpaysep

[octaTto4yHo BBecTu B agpecHon ctpoke «http://I<IP>/», roe <IP> — IP-agpec kamepsbl.

Heman exaaies

Puc. 5.19

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP




BewAnD Inasa 5. Hacmpouxa npogoonozo coedunenus ons Windows 7

5.4. Nony4yeHue poctyna K Be6-mHTepcency IP-kamepbl

Mocne 3arpyskum cTpaHuubl Beb-MHTepdenca kamepbl npu nomowm Opaysepa Google

Chrome Bebl yBuauTe okHo aBTopu3auun (Puc. 5.20).

NMPUMEYAHMUE!

CyuwiecTBytoT 2 BapuaHTa npucsoeHus IP-agpeca yctpoictBy: 1) aBTomMatnyeckoe npucBoeHve agpeca
(DHCP), npun kotopom apgpec 3agaetca DHCP-cepBepoM B COOTBETCTBMM C KOHwurypaumen Baien
nokanbHom ceTu; 2) ucnonb3oBaHune IP-agpeca, koTopbli Bbl 3aganu camu. Hactpoiika aTux cnocobos

paccmMoTpeHa B NyHKTe 5.2 pgaHHoro PykoBoactea. [lepeg  wmcnonb3oBaHuem  |P-kamepbl

NPOKOHCYNbTUPYATECH C Balimm cuctemMHbIM agMUHUCTPATOPOM.

Beeante ums nonb3oartens v naporsib. Mo YMOJ4aHUKO UCMNOJIb3yeTCA UMMA NOoJib30oBaTeNd

— admin, napons no ymonyaHuto — admin (Puc. 5.20).

BHUMAHMUE!
Bbl MoXeTe W3MeHUTb MMsi Monb3oBaTtenss M napofib B MeHio Hacmpoliku — CucmemHble —
lMonb3oeamesnu. B cnyyae yTepy naponsi UM UMEHW MNosb30BaTensi YCTPOMCTBO MOXHO BEPHYTb K

3aBO/CKVMM YCTAHOBKaM. 3TOro HeoGX0AMMO 3axaTb KHOMKy cGpoca B TedeHnmn 10 cekyH,.

Bxogp

http://192.168.54.126

MogcnroueHKes K I:-E'.Fi""!." HE ZalMILiEHD

MNapons

Puc. 5.20

Mocne ycnelwHon aBTopu3auuy Bel nonyunte goctyn k Be6-uHtepdency IP-kamepsl (Puc. 5.21).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP
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He wmpmiesn
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Puc. 5.21

5.5. UameHeHMe HacTpoek nogkntoveHus IP-kamepbl Yepes3 Be6-mHTEepcenc
Mocne nogknoyeHus K IP-kamepe HEOBXOANMO M3MEHUTbL €e HACTPOWKM Takum obpasom,

4YTOObI OHa HaxoAunach B OAHOM NOACETM C OcTalbHbIM 060pyAOBaHUEM.

BHUMAHUE!

[nsi coBMecTHOM paboTbl HECKOMbKMX YCTPOWCTB B OAHOWN NOACETM HEOOXOAMMO, YTOObI Y HUX COBNaganu
nepBble TpU YacTtu (okTeTa) IP-agpeca, 1 NONHOCTLIO coBNajana Macka nogceTu.

Hanpumep, IP-agpec Bawero lMK: 192.168.1.100. IP-agpec pasgenieH TodykaMy Ha deTbipe okTeTa. B
AaHHoM npumepe: 1 okTeT — 192, 2 okTeT — 168, 3 okTeT — 1, 4 okTeT — 100. Bam Heo6X0OUMO N3MEHUTL
IP-agpec kamepbl Tak, 4Tobbl MX NMepBble TPM OKTeTa coBnaganu, To ecTb IP-agpec kamepbl OOMMKeH
nmeTb Bua: 192.168.1.XX. YeTtBepThin okTeT IP-agpeca Kaxgoro ycTponcTBa 06s13aTenbHO OOMMKEH ObITh

nHaneBuayanbHbIM.

[ns nsmeHeHuns ceteBbIX HaCTpOeEK B Be6-VIHTepCbel7ICG HaXXMuUTe B rMaBHOM MEHIO KaMepbl

kHonky [HacTpownka] n nepengute B meHto Cemb — LAN (Puc. 5.22).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP
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BC\VARD

Bugeo Hactpoiika LAN

CeTk

> OCcHOBHBE Wcnonk3oeats IPV6 [

Mony4uTs BETOMaTHYECKN
WatchDog IP Y

DHCF Release [

PPPOE

IP-agpec | 107

UPnP

Macka nogcetu | 255 . R .0 |

Bonjour
OCHOBHON u.|nm| 192 .55 . 1 |

E-mail
MonyuYuTs BETOMaTHYECKH

MpennoynTaemelil DNS | 192 168 . 5

5.1 ]
AanepHaTnBHblﬁDNS| o. 0. 0.0 |
|

MAC-aapec | 18-68-82-33-84-F3

Mpoeepka ceTh

LUAES MpoeepuTE agpec

Cloud

Yeenqomnexue

3anuce

Tpesora

CHCcTEMHBIE

BGa3a HOMepoB

Puc. 5.22
B nonax [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTBHBLIN DNS] HY)XHO BBECTU Takvne 3HadyeHus, 4ToObl kKamepa nonana B OA4HYy NoAceTb
€ ocTtanbHbIM 06opynoBaHuem (Puc. 5.29). [Ina atoro obpatutech K paHee 3anncaHHbIM, TEKYLLIM
HacTpovikaM NPOBOAHOM foKanbHOM cetu (CM. NyHKTbl 5.1 unu 5.1.1) U, B COOTBETCTBMU C HUMM,

yCTaHOBUTE BbllLEeyKa3aHHbIE NMapaMeTpbl.

NMPUMEYAHMUE!
B cnyyae HeobxoaumocTu, Afsi HAaCTPOMKM CETEBbIX MapaMeTpoB YCTPOMCTB obpaTtutecb Kk Bawemy

CeTeBOMy aMUHUCTPATOPY.

[na npyMMeHeHns U3MeHeHMN CeTeBbIX HACTPOEK Kamepbl HaXMUTe KHoMKy [CoxpaHuTb],
nocne 4ero nNosiBUTCHA yBeIOMfIEHNE O nepesarpyske yCTponcTaa.
Mocne nepesarpysku, IP-kamepa Oyget goctynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HacTpoKKa NPOBOAHOro nNoAkntoveHus IP-kamepbl 3aBepLueHa.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP
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5.6. Bo3sBpat HacTpoek nogknioyeHus MK B nepBoHavanbHbie 3HaYeHUsA

YT06bl BEpHYTb 3HAYEHMS1 NMPOBOAHOIO CETEBOrO MOAKIOYEHNUS K YCTAHOBMEHHbIM paHee

3HaYeHUAM, BbINOMHUTE creayolne 4encTBus.

HaxmuTte lMyck — lNaHenb ynpaeneHus (Puc. 5.23).

e Irtwrnit Explere
B Seype
I_EE bliconsoft Ofice Becel 2007
..;4'1 Bnomsir
B o sener
w BRECantis(lar
Q BEVARD IP Visor
w FEMAED Playes
kG
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k‘ Cmpael nommonesmon

» B Mpidplniidie

3T B

Puc. 5.23

B oTkpbiBEMCA AOManoroBOM OKHe BblbepuTe nyHKT [[IPOCMOTP COCTOAHMA cCeTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.24).

HacTpoiika napaMeTpoB KOMMbIoTepPa

Cwucrema v BesonacHocTs
n POBEQKD COCTOAHWA KOMOBHOTEDD
AFIXHE'.M POB3HNE J3HHBX KOMMNBOTERS
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| IH-EDCMDTp COCTORHWA CETH 1 3a,qa

Brifop napaMeTpos SoMalLHER rpynnsl u obuero
AOCTYNA K A3HHEIM

OBopyAoBaHWE W 3BYK
MNMpocmoTp yoTpoilcTe W NPUHTEROE
' [JoGasnenne ycTpoicTea

Mporpammel

¥aanenne nporpammel

Puc. 5.24

B oTkpbiBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.25).
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OntuMuzaumn usoBpaxeHna Ha IKpaHe
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Puc. 5.25

B oTkpbiBLIEMCH OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc.5.26).

| Ofwme

MNoaknoyeH e

TPV 4-OAKIOYEHME: WHTEpHET
IPvG-noaKmoHeEHne: Bes nocTyna K MHTepHeTY
CocTosHNe cpefbl: MoaknoyeHo
AAMTensHoCTb! 04:47:33
CropocTb: 100.0 MBuTfc

o
OTrpaEneHs —— %‘ ——  TpuHaTo

BaiT: 79 188 140 | 805 509 770

Puc. 5.26
B OTKpbIBLLEMCS OKHE CBOWCTB CETEBOro MOAKMYEHUS HeobxoaMmo BbliGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.37).
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Orucanme

MpoTowkon TCP/IP - cTaHaapTHEIR npoToKon rnofansHem
ceTed, 0BECcneYMBaIILMA CERSE MEXIY PASNM4HEIMA
ESEHMoﬂ.enCTE)'TOUJMMH CETAMM.

Puc. 5.37
OTKpoeTCs MeHI0, B KOTOPOM HEOBXOAMMO YCTaHOBUTb 3HAYEHWS HayarnbHbIX HACTPOEK,
3anuncaHHbIx BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).
Ecnn mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTomMaTuuyecku, Torga Bblbepute
nyHkTel [Monyuntb IP-appec aBtomatuyecku] wu [Monyuntb appec DNS-cepBepa

aBTOMaTM4ecku], nocne yero Haxmute kHorky [OK] ona Bcex oTKkpbIThbIX OKOH (Puc. 5.28).

TaCane T TF r00YT madrlr -0 ThelR S TOMATrE00, S0 L2Ta
NGOACOEHEOET 3T BOSHGENGCTE: [ MO0 THERON CITPE Mo
[P mizwian fisxt ot f CF TRIGF O AGMmECTRa T IR .

E MasnyaTn F-anpec :urwnweﬂ
VAPHLL S5 T 8 i B A

1 B Noovyarms anmes (G -Copmens ST TIREn

WommhnaTs e e agoers D-cromeno:

Puc. 5.28
Ecnn mnsHavanbHo IP-agpec Bawemy MK 6bin 3agaH BpydHyto, Torga Bblbepute MyHKT
[Ucnonb3oBatb cneaylowmn IP-agpec] v 3anonHute Heobxogumble nond (CM. NyHKT 5.1

AaHHoro PykoBoacTtea), nocrne yero HaxmuTe kHorky [OK] ansa Bcex oTKpbIThiX OKOH (Puc. 5.29).
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Puc. 5.29

5.7. MpoBepka npaBUNLHOCTM HaAcTpoeK noaknwyeHus IP-kamepbl K

JNloKanbHOW ceTu
[Ons KOHTpPONsi NpPaBWIbHOCTM CETEBbIX HACTPOEK Kamepbl W KOMMbOTEPA HYXHO
NoaKItuNTBLCA K Kamepe yepes 6paysep Google Chrome.
3anyctute Gpaysep Google Chrome. Ona atoro Haxmute [lyck v Bbibepute CTPOKY
[Google Chromel].
Beegute B agpecHom cTpoke |IP-agpec, nNpUCBOEHHLIN Kamepe (HanpuMmep:
http://192.168.0.99) (Puc. 5.30).

Hesbmi BxAajics

¢ (% m

Puc. 5.30
Mpy npaBunbHbIX HACTPOMKaX OTKPOETCH OKHO aBTopu3auuu. [ns aBTopusauumn BBeguTe

UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.317).
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BHUMAHUE!

Mmsa nonb3oBaTtens no ymonyaHuto: admin. Naponb no ymonyanuio: admin.

Bxoa

httpe/f192.168.54.126

INogrnoyeHHs K 3

Mms nonssosatens | admin I

Mapont

Puc. 5.31

Mpy NpaBMNbHO BLINMOJTHEHHbLIX AENCTBUSAX Bbl cmMoxeTe 3antm B BeG-mHTEpdenc yepes

Gpaysep 1 yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.32).

& He ssmpeieso

DI=pasoe u CHMRA O Tﬂ: PaEEHYTL n COUTHBLR A E ODrdiEan E W tinarmun Vhotparmsn
- = e E ;

o i

Puc. 5.32
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NMPUMEYAHMUE!

B Ccnyvyae HeyaadyHoro coegnHeHuA C Kamepoﬁ, npoBepbTe NPaBUIIbHOCTb MOAKITHOYEHUA K I'IpOBOD,HOI?I

CeTu, BEPHUTECh B HAYaro AaHHOW rnaebl M NOBTOPUTE HACTPOWKY. B cnyyae HeobxoaumocTtu obpaTutech

k Bawemy cucteMHoMy agMUHUCTPaTOpYy.
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MnaBa 6. MNogkntoyeHue IP-kamepbl K ceTn UHTepHeT

6.1. O6wue cBegeHnA o noagknoveHun IP-kamepbl kK cetn UHTepHeT

Mpu yctaHoBke |IP-kamepbl B2530RZQ-LP B kBapTupe, KoTTemxke unu oduce, 0ObIMHO
TpebyeTcs UMeTb K HeN OOCTYN He TOSbKO U3 foKanbHOW CETU TOro UMW MHOro MOMELLEHUS, HO U
n3 cetn NHTepHeT.

B atom cnyyae and ogHoBpeMeHHoW paboTbl KOMMbHOTEPOB, HOYTOYKOB, |P-kamep wu

Apyroro obopyaosaHus B ceTu MIHTepHeT, Yalle Bcero, MCnonb3yeTcs MapLupyTmM3aTop.
MNpn opraumsauum poctyna Kk IP-enpgeokamepam wmn3 cetm WHTEpHeET, Kak npasBusio,
NCNONb3YITCH CreayloLlme Tpy BapmaHTa:

1. VimeeTcsi BblOAENEHHbIN NpoBangepoM BHeWHun ctatudeckun |IP-agpec nnun PPPoE-
coeauHeHune. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ONA NOAKNIOYEHUS TONbKO oAHoW IP-kamepbl 1 HE MOXET ObiTb Ha3HA4YeH eLe Kakomy-
nnbo yCTPONCTBY.

2. VmeeTcs BblOENEHHbIN MpoBanOgepoOM BHELWHWA cTaTtudeckui |IP-agpec, KOTOpPbIN
ucrnonb3yetca Ans NoAaKmnoveHuss K cetm WHTepHeT oducHOM wnu JomallHen
NoKanbHOW CeTu, K KOTOPOMW, B CBOK OYepedb, NMraHupyeTcs MOAKMYMTbL OA4HY Mnu
Heckonbko IP-kamep. lpu TakoM MOOKMOYEHUU MCnonb3yeTcs maplpyTtusatop. MNpu
3TOM 4YUCAO MOAKMYaeMblX KaMep 3aBUCUT, B OCHOBHOM, OT KOnu4yecTBa
nepeHasHa4yaeMblX MapLIPyTM3aTOPOM MOPTOB.

3. lpoeangep He BbloensieT BHeLWHMM cTaTudeckun IP-agpec. IP-agpec HasHavaeTcs
npoBangepom OMHaAMUYECKM, TO €CTb TakK, YTO NPWU KaXXaAOM HOBOM MOOKIOYEHMN ITOT
agpec npvucBamBaeTCsl 3aHOBO M M3MeHsieTca B npouecce paboTbl (Takas cutyaums
ocobeHHO xapakTepHa npu pabote yepes ADSL u GPRS). B atom cnyyae, 4Ttobbl
obecneynTb BO3MOXHOCTb MOAKMHOYEHUS OLHOW WMAW HECKOMbKUX Kamep K CeTu
MHTepHeT, BHe 3aBMCUMOCTM OT TOro, Kakown |P-agpec BblgeneH nposangepom B
AAHHBIN MOMEHT, HeobxoOuMO 3a4enCTBOBaTb MHTEpPHeT-Cnyxbbl, paboTtawowue c
ANHaMUYEeCKUMUN agpecamu.

Hanee, 3T BapmaHTbl opraHusauumn goctyna k |IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.
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6.2. NoakntovyeHune nNpu ctatuyeckom BHewHem IP-agpece/PPPoE-coeauHeHun

6.2.1. Ucnonb3oBaHue ctatu4veckoro IP-agpeca

Ona nopgkniodeHns IP-kamepbl k cetn MHTepHET HeobGXOAMMO M3MEHUTb ee CeTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMU, NOMy4YeHHbIMW OT NpoBargepa. Kak npasuno, npoBangep
npegoctaBnseT cnegyolme ceteBble HacTpouku: IP-agpec (B AaHHOM cnyyae, cTaTU4ecKui),
Macka nogcetun, Ceteson wno3 1 agpec DNS-cepBepa.

Ana nonyyeHns goctyna Kk IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckomy IP-agpecy
Heo6xoanMO BbINONHUTL CReAyoLme Warw:

War 1: nogkniounte IP-kamepy Hanpsimyio k Bawewmy K.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5
AaHHoro PykoBoAacTBa) B COOTBETCTBMM C HACTpOWMKaMu, npefoctaBneHHbiMM Bawum NHTepHeT-
npoBangepom.

War 3: nogkntounte IP-kamepy K BblaeneHHom cetu Ethernet.

Ecnu Bce napameTpbl ykasaHbl BEPHO, KaMepa JoSbkHa ObITb 4OCTYNHA B ceTu VIHTepHeT.

MNpumep gaHHbIX, NpeaocTaBeHHbIX IHTEpHET-NpoBangepOM:

IP-appec: 80.65.23.173

Macka noaceTm: 255.255.255.252

OcHoBHoOW wWnto3: 80.65.23.174

DNS-cepBep 1: 80.65.20.1

DNS-cepBep 2: 80.65.16.1

B obwem cny4vae, anga obpawieHus K IP-kamepe vyepes ceTb VIHTEpHET B agpecHOn CTpoke
Opaysepa BBogutca cnegywowmin 3anpoc: http://[<IP>:<Port>, roe <IP> — IP-agpec kamepbl,
<Port> — 3HaueHne HTTP-nopta. Tak kak B JaHHOM npumepe ucnonb3yetcs 3HadeHne HTTP-
nopta, 3agaHHoe no ymon4yauuio («80»), To, 4TOOLI ObpaTuThCa K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoaumo HabpaTtbk 3anpoc «http://80.65.23.173».

NMPUMEYAHMUE!
Mpu nopknioyeHun Kk kamepe 4Yeped HTTP-nopT, 3agaHHbIi NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke 6paysepa nmeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.
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6.2.2. Ucnonb3oBaHue PPPoE-coeguHeHuns

MHTepHeT-npoBangep He Bcerga MoxeT obecrneuntb NOAKIOYMEHUE No cratndeckomy |IP-
agpecy. Yawe Bcero, npoBangep opraHusyeT pgoctyn Kk cetu WHTepHeT 4yepe3s PPPoE-
coefvHeHue. B aTom cniyyae, oH npegocTtaBnseT aboHEHTY UMSA nNonb3oBaTens 1 Naposnb.

IP-kamepa B2530RZQ-LP noggepxusaetr PPPoE-coegmHeHuve. [na ero ncnonb3oBaHust
Heo6xoaUMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkntounTte IP-kamepy k Bawlei nokansHom cetn unu Hanpsmyto K MK (cm. Masy 5).

War 2: sonaute B MeHio PPPoE-HacTpoek |IP-kamepbl: Hacmpolika — Cemb — PPPoE
(Puc 6.1).

War 3: B TekcToBbIX Nongax [[Monb3oBatens], [[Taponb] BBeanTe 3HaYeHUs, NONyYeHHble

oT MIHTepHeT-npoBanaepa
Be\VARD

Hncipailes FEPOL

Frrmarn
FTS T A— R
g [ ]
P |
Nupars | |

Howsm paands | —I

||

Tjstminia

Gl MO0

Puc. 6.1

War 4: Anga npuHATUS 3MEHEHUI HaXXMUTe KHOMNKY [CoxpaHuTb].

BHUMAHUE!

[lns BCTynneHusi ceTeBbIX NapaMeTpoB B cury TpebyeTcs nepesarpyska ycTpoicTea.

War 5: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

BHUMAHUE!
Mocne noagkntoyeHns IP-kamepsbl k BblaeneHHom cetu Ethernet, oHa 6yaeTt goctynHa B ceTu VIHTepHeT nog

IP-agpecom, npucBoeHHbIM et Balimm npoBanaepom 1 otobpaxkaembimM B none [Agpec] (cm. Puc. 6.1).
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NMPUMEYAHUE!

Onsa ynobeTea, IP-agpec kamepbl, Nofd KOTOpPbIM OHa AOCTyrnHa B ceTu VIHTepHeT, MoXeT ObiTb COOGLLEH

Ha ykasaHHbli Bamun agpec anekTpoHHoW noytbl (PyHKUMA «IP-yBegomnenuey). [ina HacTpoviku gaHHON

onumu, noxanymncra, obpatutecb kK PykoBOACTBY MO 3KCnnyaTaumm.

Ona obpaweHuns k IP-kamepe uyepes ceTb WHTepHET, B agpecHom cTpoke Opaysepa
BBOAUTCA criegytowmn 3anpoc: http://[<IP>:<Port>/,— rge <IP> — IP-agpec kamepbl, Ha3Ha4YeHHbIN
Bawwum nposarigepom npu yctaHosneHun PPPoE-coeanHeHus, <Port> — 3HayeHne HTTP-nopTta

(no ymonuaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpu noaknioyeHun Kk kamepe 4Yeped HTTP-nopT, 3agaHHbIi NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke G6paysepa nmeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

6.3. MNoakntoyeHne 4epe3 cetb WMHTepHeT Kk IP-kamepam, Haxogswumcsa B

JNloKarnbHOW ceTu
Ecnu pgoctyn B ceTb VHTEpPHET ocyLlecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHOW CeTU UCMOoNb3yeTcs MapLUpyTU3aTop.

BHUMAHUE!

Ons vcnonb3oBaHUs OaHHOrO MeToda MOAKIOYEeHWst HeobxoauMmo 3apaHee npuobpecty y Bawero
npoeanaepa MYBNWYHBIA CTATUYECKWUW IP-agpec. MpoBaiaep npedocTaBnsieT, kak NpaBurio,
ONHAMWYECKN BHYTPEHHWW IP-agpec, KOTOpbIi [OOCTYNEH TOMbKO B MOACETM nposanaepa.

[MoaTomy yTouHuTE TUN Ucnonb3dyemoro Bamu IP-agpeca 3apaHee.

[nsa Toro, 4tobbl noakntounTbes K IP-kamepe M3 cetn VHTepHeT, Hago obpatutbcsa no IP-
agpecy, BblgaHHOMY npoBangepom («BHeLWHUny IP-agpec mapLupytmnsatopa), 1 K onpegeneHHomy
HTTP-nopTy.

BHUMAHUE!
Mpn obpaweHun n3 cetn VHTEpHeET Ans BCeX Kamep, HaxodsdlWwMxcs B OAHOW NoOKanbHOW CeTw,
cyLlecTByeT ToNbKo oauH IP-agpec (BbligaHHbIM npoBangepom). MoatoMy ans goctyna K 3TMM kamepam

HeobX0AMMO KaXkAoW Ha3Ha4YMTb CBOW rpynnbl MOPTOB.

[nsa atoro TpebyeTcsa BbINONHUTL Cneayowmne encTBus:
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o VameHuUTb ceTeBble NapamMeTpbl |IP-kamep B COOTBETCTBMM C HACTPOMKaMK, NPUHATLIMU

B Bawewn nokanbHom cetn (cM. nyHKT 5.5 Ana NpoBOAHOrO MOAKMIOYEHMS Kamep K
FIOKanbHOW ceTn).

e Hactpoutb yHKUMIO nepeHanpasneHna noptoB. [aHHas dyHKUMA no3BonseT
nepeHanpaenaTb obpaweHns u3 cetn VIHTepHeT K KakoMy-nnbo YCTpOWCTBY,
NOOKIMOYEHHOMY K nokanbHom ceTu, ¢ BHewHero WAN-nHTepderica maplipytmusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTUYECKM JoObIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn aTtom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTudauum (nepeHanpaBneHus

nopToB):

e ncnosb3oBaHue TexHonorun UPNP B kamepe u mapLipytusaTtope;

e pyyHas YyCTaHOBKa MapamMeTpoB MepeHanpaBfieHnss MNopToB B Kamepe U

mMapLupyTum3aTope.

6.3.1. Ucnonb3oBaHne TexHonorum UPnP

MycTb TpebyeTcsa obecneunTb AOCTYN U3 cetu MHTepHeT K ogHon IP-kamepe. Cuntaem, 4To
NnoakioyYeHne mMapupytusaTopa K JokanbHOM ceTm un cetn WHTEepHeT yXe yYCTaHOBIIEHO.
MapuwpyTtusaTop MMeeT criegyromn nybnmyHbIi ctatudecknin IP-agpec, BoldaHHbIA NpoBangepom
Ona nogknoyeHnsa k cetn MutepHeT: 173.194.122.201.

[ns opraHnsaumm goctyna K IP-kamepe n3 cetn IHTEpHET ocTaeTcs caenaTb criegyoLlee:

e PaspelwwnTtb ncnonb3oBaHne U HacTpouTb oyHKkumio UPNP Bawero mapwpyTtuaaTtopa.

NMPUMEYAHUE!

Hactpovika cdyHkumm UPNP mapLipyTtusatopa AomkHa ObiTb onvcaHa B NpunaraemMom K Hemy MHCTPYKLNN.

BHUMAHUE!
He Bce mogenn maplupyTtusatopoB nogaepxmsatot dyHkumo UPnP ana nepeagpecauum noptos LAN- 1
WAN-unHTepgencos. Ecnn Baw mapwpyTusatop He nogaepxumBaeT OaHHY (YHKUMIO, TO OH TpebyeT

OOMONHUTENbHON HACTPONKM (CM. MYHKT 6.3.2).

o PaspelumTb ncnonb3oBaHne U HacTpouTb hyHkuno UPNP IP-kamepbl.

BHUMAHUE!
Mpn umcnonb3oBaHun UPNP ypaneHHbIi MPOCMOTP BMAEOMNOTOKa C ABYyX WM 6Bornee kamep MOXeT He
pabotatb, nnbo paboTtaTb HekoppekTHo! Ecnmn y Bac BO3HWMKNM npobniembl, HacTponTe napamMeTpbl

nepeHanpaBfeHnsi MOPTOB BPYYHYHO (CM. MyHKT 6.3.2).

Ytobbl HacTpontb oyHKLMIO UPNP IP-kamepbl BbINONHUTE crieaylowme ENCTBUS:
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War 1: skntounte onuunto [UPnP] B HacTporikax IP-kamepbl. [Ana aTOro npongute B MEHIO

Hacmpoiika — Cemb — UPnP v nocTtaBbTe «ranoudky» psgom ¢ [Bknwouutb] (Puc. 6.2).

Hecposee UFR

L Bpm— e

gy PITAINEG|® 0 IF Coveten - JEmazz s inn

| e _| “u g —

Puc. 6.2

War 2: Bbibepute [Pexnm] nepeagpecauumn noptoB. [1pu BbiGOpe pexnma «BpyudHyro»
Has3HayeHve BGyaeT BbIMOMHEHO TOMBKO ANSA 3a4aHHOro MopTa; ecnu NopT 3aHAT, Nnepeagpecaums
BbINOMHATLCS He OyaeT. [Npu Bbibope pexnma «ABTO» Ha3Ha4vyeHne NopToB OyaeT Nponcxoantb B
nopsigke npuoputeTa; ecrnv MnopT 3aHAaT, TO MNOMblTKa HasHayeHuss OyaeT aBTOMaTMYeCKM
NMOBTOPATLCA 40 YCMNELHOro 3aBepLUeHns onepauun.

War 3: seeaute B none [UPnP-cepBep] «BHYTpeHHUN» IP-agpec mapwpyTtmnsatopa (IP-
agpec LAN-nHTepderica mapLipyTtmsaTtopa).

War 4: seegute B none [HTTP-nopt] 3HayeHne nopta HTTP gna gaHHon kamepbl npu
Joctyne K Hel u3 cetn MiHTepHeT. Hanpumep, nycTb B kadectBe HTTP-nopTta ana gocrtyna us cetu
NHTepHeT ncnonbayetcsa nopt 81. To ecTb, UTOObI 06paTUTLCA K IP-kamepe B nokanbHOM ceTu, no-
npexxHemy wucnonbdyetca nopt 80, a npu 3anpoce notoka w3 cetn WHTepHeT 6yaet
ncnons3oBatbcsa nopt 81 (Puc. 6.3).

LWar 5: BBegute B none [[MopT AaHHbIX] 3Ha4YeHWe NopTa JaHHbIX ANA AaHHOW Kamepbl Npu
aoctyne K Hen u3 cetn MHTepHeT. PekomeHayemble 3HadeHns: 1124-7999.

LWar 6: Ansa npumMeHeHnss HacTpoek HaXxxmuTe KHonky [CoxpaHuTb].

BHUMAHUE!

[na npyMmeHeHus ceTeBbIX NapamMeTpoB TpebyeTcs nepesarpyska yCTponcTBa.

BHUMAHUE!
3HayeHUss npuv nepeHanpaBfeHnn COOTBETCTBYHOLUMX MOPTOB Ha |P-kamepe M Ha MaplipyTusaTope
OOMKHbI ObITb OAMHaKoBbIMU. Kpome TOro, HacTpOMKM CeTeBOro MoakmntodeHus |P-kamepbl JOMKHbI GbiTb

KOPPEKTHBIMM.
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Tenepb, 4TObBLI MNONYYNTL JOCTYN K Kamepe U3 ceTn VIHTepHeT, Hago obpaTuTbCs K HEW NO
IP-agpecy, BblgaHHOMY npoBangepom («BHewWwHUy» IP-agpec maplipytmusartopa), n Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapwpyTtusatopa — 173.194.122.201. HTTP-noprT,
Ha3Ha4eHHbI Kamepe ans nepeagpecaunn,— «81». 3HaunT, Ond obpaleHns K Kamepe ns cetm
NHTepHeT Heobxoaumo B agpecHom CTpoOKe Opaysepa HabpaTb 3anpoc:
http://173.194.122.201:81/.

Takum >xe 06pa3om MOXeT ObITb HACTPOEHO HECKOSIbKO Kamep, Hago NuLlb ANs KaX40W U3

HUX 3adaTb CBOWU, YHUKallbHble 3Ha4YEeHNA NOPTOB.

6.3.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Ecnn Baw mapwpyTtusatop He noggepxuBaet TexHonormio UPnP, nubo gaHHasa onums
paboTaeT HEKOPPEKTHO, HEOBXOAUMO HacTPOUTL NepeagpecaLnio NOPTOB BPYUHYIHO.

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHeT C€ noOMoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpowka 60nblUMHCTBA OYHKLUMIA MapLlpyTU3aTopoB
pasfiMyHbIX MOAENEN BbIMOSHAETCH CXOXNM 06pa3om).

CuuTaem, 4YTO MOAKMKOYEHME MapLUpyTU3aTopa K NoKanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MapupyTmsaTop MMeEET crnegyowmi nyonmyHbin ctatudecknn |IP-agpec, BbloaHHbIN
NHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupyTtusatopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B agnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYyTpeHHU» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelica
mMapwpyTtmsaTopa), «192.168.1.199» — |P-agpec «kamepbl. [Ona HacCTpoOWkM UCMNOMNb3yeM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ana nogknioveHus [P-kamepbl Kk cetn WHTepHeT TpebyeTca HasHauuMTb NOpThl, Yepe3
KoTopble ByaeT oCcyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPOMKaM 1 K BUAEONOTOKY C kamepsbl. B
noKarnbHOW CceTu 3TU NOPThbl MO YMOMYaHUIo UMerT cnegyrowme 3HadeHusa: HTTP-nopt — «80»,
MopT AaHHbIX — «5000», RTSP-nopT — «554».

BHUMAHUE!
Mpn obpaweHun u3 cetn VIHTEpHET Ans BCeX Kamep, HaxodsalWMxXcs B OAHOW NoKanbHOW CeTw,
CyLlecTBYyeT ToSibko oauH IP-agpec (BblgaHHbIA npoBargepom). NoaTomy anst 4octyna K aTMMm Kamepam

Heo6X0aMMO KaXXOoW Ha3Ha4YUTb CBOW rpynnbl MOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE crneytouime AenCcTBUS:
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BHUMAHUE!

I'lopT OaHHbIX 065a3aTeNbHO JOIMKEH TpaHCNpPOBATbLCA «MNOPT B NMOPT». CoOTBETCTBEHHO, A1 BCEX Kamep

Heob6xoagumo 3agaTb pas3nnyHble 3Ha4YeHnda nopTta AaHHbIX.

War 1: B BeG-uHTepdenice kamepbl OTKponTe pasgen mMeHiwo Hacmpoika — Cemb —

OcHosHble (Puc. 6.3).

Be\WARD

Puc. 6.3

War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYEeHWE, OTMIMYHOE OT 3HAYEHMS NO
ymMon4yaHuto. Hanpumep, NycTb B KAYECTBE NopTa AaHHbIX ncnonb3yeTcs nopt «5001».

War 3: ana npumeHeHns HacTpoek HaXXmMuTe KHOMKy [CoxpaHuTb).

Takum obpasom, NopTbl Ans AOCTyna K AaHHOW Kamepe BHYTpW fOKanbHOM ceTu byayT:
HTTP-nopT — «80», MNopT gaHHbIX — «5001», RTSP-nopT — «554».

[na BTOpOM Kamepbl MOXHO BblOpaTb cneaywowme noptbl: HTTP-nopt — «80», lNopt
AaHHbIX — «5002», RTSP-nopt — «554» n 1.4.

Kamepa HacTpoeHa. OcTtanocb NpaBuibHO HACTPOUTL MapLLpPYTU3ATOP.

[Ona HacTponKu mMapLupyTusaTopa BbINONHUTE cneaytowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec maplipytusaTopa (B Haliem
npumepe — «192.168.1.1»). B nosiBuBLLIEMCA OKHE aBTOpU3aALUUK BBEOMTE NOTMH 1 naponb. Nocne

yOa4yHOW aBTOpM3aLmmM OTKPOETCS OCHOBHAsi CTpaHuLa HacTpoek mappyTtusaTopa (Puc. 6.4).

TP-LINK AL Waresen s M CRgate Router

e . T WHIREE

Toremure Yo 11137 Basi 134207 Wini 11088n
e e e WIS T & N0

WKL ddrewn
W hadrewn
Fubau baws

Wirgless
Thewm v Rado C=aire
e (11 = A
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War 2: Bbibepute nyHKT mMeHio Forwarding — Virtual Servers. B nosBuBIEMCA MEHIO

HaxxmuTe kHonky [Add New] (Puc.6.5).

i . 450M Wirel H Gigabit Routb
T p LlNK & “:u.-mnf if.l -'.'m‘:-:l.l;rl

i fwrvice Porl inisrnal Pari P Addrans Protocol Siniun Madity
| Ada hew,
Puc. 6.5

War 3: go6aBbTe npaBuna nepeHanpaBneHnsa noptos ansg IP-kamepsl (Puc. 6.7). 3apante
cneayolme napameTpbl:
[Service Port]: ykaxute nopT, kOTOpbIA ByAeT Ucnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHUE!
Bo wusbexaHne KOHMMMKTOB He WCMOMb3yWTe Ansi NepeHanpaBneHusl MOpPTOB 3aperucTpupoBaHHbIE
3Ha4yeHus. PekomeHayeTca MCnonb3oBaHMe MopToB AuanasoHa 1124-7999. (3HayeHusa noptoB ot 0 oo

1123 ochuumarnbHO 3aperMcTpupoBaHbl Noj pasfyHble NPOTOKObI, CIYKObI, MPUIOXKEHUS.)

[Internal Port]: ykaxuTte nopt, Ucnonb3yemblin B JaHHbI MOMEHT Ans A0CTyna K Kamepe 13
nokansHowu ceTu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, Ana KOTOPOW HacTpanBaeTCs nepeHanpasneHme.

OcTanbHble NyHKTbI HEe TPEOYIOT HAaCTPOWKM.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.6).

EEUUR P LT E R T T Rt T
et e, T, A

Tl o
. = AL D 5 R S P W e § R
L o 1] LA RN
Frma ] -

Qe Eragsd

© mrm— N n Pl b 1§ brm

T Tarw

Puc. 6.6
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War 4: HaxmuTe kHonky [Save], yTobbl coxpaHuTe npaBuno. Npasuno gobasneHo (Puc.

6.7).
RS0 Wirelesy N r.‘.nng H.?u‘.lll.l
Skl harrw | Bt &4 it &8 Lhrtete 20
Puc. 6.7
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.8).
AS0W Wirelesy N r.:'-curhﬂ Fl.qu.hl-
oM LT ::: ::::: L Erapmn Ml Dien
. | el o artir Al Ui Al bt A
Puc. 6.8
LWar 6: n ewe ogHo npasuno ang NopTta aaHHbIX (Puc. 6.9).
BHUMAHMUE!

HTTP-noptel 1 RTSP-nopTbl kKamep MOXHO nepeHanpasnsiTb C MOMOLLbI BUPTyanbHOro cepBepa, O4HaKo

NopT AaHHbIX KaMep OO0JIKeH ObITb Pa3HbIM 1 TPAHCITMPOBATbLCA «MNOPT B I'IOpT))!
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AS0M Wiralsia N Gagabit Routei
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Puc. 6.9

War 7: ecnu Bl ncnonb3yeTte HECKOJIbKO KaMep, TO Bam HGO6XOLI,I/IMO NOBTOPUTHL WWarun 2-6

Ansa octanbHbIX Kamep (Puc.6.10).
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Puc.6.10

HacTponka mapLupyTmsaTopa 3aBepLueHa.

£ & & & B E &€ &

Tenepb, YTOObI nonyynTb OOCTYyN K KamMepe 13 cetn MHTepHeT, Haao O6paTI/ITbC$I K Hen no

IP-agpecy, BblgaHHOMY npoBangepom («BHewWwHUny» IP-agpec maplupytmnsartopa), n HasHa4eHHOMY

en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,

Ha3HayYeHHbIN kKamepe Ans nepeagpecaunn,— «81». 3HauuT, ons obpalweHnsa K Kamepe u3 cetu

WHTepHeT

HeobxoaMmo

http://173.194.122.201:81/.

B

agpecHom

CTpokKe

Gpay3sepa

HabpaTb

3anpoc:
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BE\VARD

Ilpunosxcenus

MpunoxeHus

MpunoxeHue A. 3aBoAcKue yCTaHOBKMU

Hwxe npuBegeHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKMX YCTAaHOBOK

HaunmeHoBaHue 3HauyeHue
IP-agpec 192.168.0.99
Macka nogcetu 255.255.255.0
LWnio3 192.168.0.1
Nms nonb3osaTens (agMuHUcTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
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MpunoxeHune B. MNapaHTUNHbIE 06A3aTenbCTBA

B1. O6wue cBepgeHud

a) lMepepn nogkntoyeHnem obopyaoBaHMs HEOBXOOANMMO O3HAKOMUTBLCHA ¢ PykoBOACTBOM MO
aKcnnyaTaumm.

6) YcnoBusa akcnnyataumm Bcero obopynoBaHust AormkHbl cootBetctBoBate TOCT 15150-
69, FOCT B20.39.304-76 (B 32aBMCUMOCTU OT UCMOSTHEHUS YCTPONCTBA).

B) [lNs NoBbIWEHNST HAAEXHOCTM paboTbl 060pyaAoBaHUS, 3aLmTbl OT BPOCKOB B NUTAIOLLEN
ceTn n obecneveHna GecnepebOMHOrO NMUTaHWs cnegyeT WUCNoNb3oBaTb CeTeBble UMNbTPbI U

ycTpovncTBa 6ecnepebonHOro nuTaHus.

B2. dnekTrpomarHMTHass COBMeCTUMOCTb

3710 06opygoOBaHME COOTBETCTBYET TPpeOOBaHMAM SMEKTPOMArHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsikeHue paguornomex, co3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[lomKkHO cOOTBETCTBOBATL NapameTpaMm, yka3aHHbIM B PykoBOACTBE MO JKCniyatauun ang
KOHKpeTHoro yctponcrtea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTaHMA — 3TO
nepemeHHoe Hanpshkenve 220 B +10%, uyactoton 50 Iy +3%. [Ona ycTpoOWCTB C BHELIHUM
CTabunM3npoBaHHbIM adanTepoM MUTaHUA — MUCTOYHUK nutaHus 5 B 5% wnm 12 B £10%

(HanpspkeHne nynbcauun — He bonee 0.1 B).

B4. 3azemneHue

Bce ycTpoiicTBa, nmetowme BCTPOEHHbIN BNOK NUTaHWS, OOMKHbI ObITb 3a3eMreHbl NyTeMm
NOAKMIYEHNss K crneunanbHbiM PO3eTKam 3NEKTPOnNUTaHus C  3a3eMSIeHMEM WNn  NyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1 Kopriyca, €CnM Ha HeM npeaycMOTpeHbl chneuuvanbHble
KpenexHble anemMeHTbl. 3a3eMneHne 3neKTPOonpoOBOAKN 30aHUS OOMKHO ObiTb BbLINOMIHEHO B
cooTBeTCcTBMM ¢ TpeboBaHuamu MY3I (Mpasuna YcTponctea OnekTpoyctaHoBok). ObopyaosaHue
C BbIHOCHbIMW Oriokamu nUTaHWst U aganTepamu Takke LOIMKHO ObiTb 3a3eMneHo, ecnu 3To
NpeayCMOTPEHO KOHCTPYKLUMEN Kopryca WAW BUIKWM Ha LWHype nuTaHus. MoOHTax BO3AYLUIHbIX
NWHWIA anekTporepeaadn M JIMHUIA, NPOKNaAblBaeMbIX MO HAPYXXHbIM CTEHaM 34aHuA W Ha
yepAakax, OOImKeH ObiTb BbIMNOSTHEH 3KPaHMPOBaHHbIM kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpuvyem, ecnu oamH KOHEeL, aKpaHa nogkntoyaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuio yepes

paspsiaHuIK.
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B5. MonHuesawumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKuMa NO YCTPOWCTBY
MOSHMe3aWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, NOCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NUHWUIA, UOYLUMX MO HApPY>XHOW CTEHEe
30aHUA 1 NO YepaayvHbiM MOMELLEHMSAM, Ha Bxodax 0060pyaoBaHWS AOMKHbI ObiTb YCTAHOBMEHbI

yCTpOIZCTBa MOJMTHMe3aLnThbl.

B6. TemnepaTypa u BnaxHocTb

MakcumanbHble 1 MUHUManbHbIE 3HAYeHWs TemrnepaTypbl 3KCNyaTauum n XpaHeHus, a
TaKke BnaxHoctM, Bbl MoxeTe mnocmMoTpeTb B  TEXHUYECKOM OMUCaHWU  KOHKPETHOrO
obopynoBaHus. MakcumanbHas pabovas Temnepartypa — 9TO TemnepaTtypa, Bbllle KOTOPOW He

OOJDKEeH HarpeBaTbCA Kopnyc yCTpOIZCTBa B npouecce ONNTEnNbHON paGOTbI.

B7. PasmelueHue

Ana BeHTMNSAUMM YCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cMm cBOGOAHOrO
npoctpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpownctBa. [lpu ycrtaHoBke B
TENEeKOMMYHUKAUMOHHBLIN  WwKad wunmM CTOWKy JdommkHa ObiTb  obecnedyeHa Heobxogumas
BeHTUNAuuA. [nsa 3TOoro pekoMeHAyeTCs YyCTaHaBnmMBaTb B WKady chneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpyXaloLlero Bo3gyxa W BEHTUNAUMS LOMKHbl obecneymBaTtb
HeobxoOuMbIN  TemnepaTypHbii  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKUMU
XapakTepuCcTUKaMm KOHKPETHOrO 060pya0OBaHUS).

MecTo anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Creayowmm TpeboBaHNAM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBUME B BO3AYyXE NapoB BNaru, arpeccuBHbIX cpes.

B) B nomeweHun, roe ycrtaHaBnuBaeTcd obopyaoBaHue, He OOMMKHO ObiTb ObITOBbIX
HaCeKOMbIX.

r) 3anpelaetca pasmellartb Ha obopyaoBaHMM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNALUNOHHbLIE OTBEPCTUA.

B8. O6cnyxnBaHue
O6opynoBaHne Heobxoanmo obcnyxmMBaTb C NEPUOAMYHOCTBIO HE MEHee OAHOro pasa B
rog C Uenbi yganeHus ud Hero nbinu. AT0 no3sonut obopynoBaHuto paboTtatb 6e3 cboerB B

Te4yeHune npoaosmknTernibHOro BpemMeHun.

B9. NoakntoyeHne nHtepcencon
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O60py,£l,OBaHVIe AOJDKHO noAkKnw4aTtbCA B CTPOroM CcOOoTBETCTBUM C HA3HA4YeHnemM 1 TUNnom

YyCTaHOBMNEHHbIX UHTEPGENCOB.

B10. MapaHTuitHbIe 06sA3aTenbCTBA

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTOo obopyaoBaHme GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnunyHbiX KOHUrypaumsx n obrnactax NpUMMEHEeHUs, U He AaeT HUKaKOW rapaHTum,
yTo obopynoBaHme obs3aTenbHO OyoeT paboTaTb B COOTBETCTBUM C OXUOAHMSAMWU KIMEHTa npwu
€ro NpMMeHeHUN B crneunguyecknx Lensx.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0b6si3aTeNnbCTBaM Npu
NOBPEXOEHUN BHELIHUX WHTepdencoB obopyaoBaHusA (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.N.) 1 camoro obopyaoBaHWSA, BO3HMKLLEM B pe3ynbTaTe:

a) HecobntogeHWst NpaBuI TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaOpHbIX OBCTOATENBLCTB (TAKMX Kak NoXap, HABOAHEHWE, 3eMEeTPACEHME U AP.);

B) HApPYLLUEHNS TEXHUYECKNX TpeboBaHM MO pa3MELLEHMIO, NOAKMYEHNIO U SKCMyaTaumm;

) HENpPaBUITbHbIX ENCTBUI NPU NEPENPOLLNBKE;

[) NCNonb30BaHNS He NO Ha3HaAYEHWIo;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKMX W WHbIX BUAOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumndmKaumen Ha gaHHoe 0bopyaoBaHue;

X) BO3OEWNCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4ecTBO WU

T.M.).
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MpunoxeHune C. lNpaBa n nogaepxka

C1. ToproBas mapka

Copyright © BEWARD 2025.

HekoTopble NyHKTbl HacTosiwero PyKoBOACTBaA, a Takke pasgenbl MEeHH YynpaBreHus
obopyaoBaHna MoryT 6biTb n3MeHeHbl 6e3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gasnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

C2. OrpaHn4eHne OTBETCTBEHHOCTU

OO0 «HIMM «beapgo» He rapaHTMpyeT, YTO annapaTtHble cpeacTBa byayTt paboTatb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTun U NpeacTaBreHUn,
noapasymeBaeMbIX WU BbIPAXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTocnocobHOCTM MNpu Mcnonb3oBaHuu B creundmyecknx uensax. OO0 «HIMIM «beeapo»
NPUNoXnno Bce ycunusg, 4tobbl caenatb 310 PykoBOACTBO MO aKkcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTWU 3a NHOOLIE onevaTkn unm
NpOonycKu, KOTopble, BO3MOXHO, MPOM30LLN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactu PykoBogcTBa no aKkcniyataumm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIMN «beBapa» 6e3 npegpaputenbHoro yeegomnenuns. OO0 «HIMIM «besapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a Nobble NOrpeLlHOCTH, KOTOPble MOTYT COAepXaTbCA B 9TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyaTauumn, M OCTaBnsieT 3a CobOM MpaBO BHOCUTb M3MEHEHMS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B ntoboe Bpemsi 6e3 npeaBapuTenibHOro
yBegomMmnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBE MHGOPMaUMiO, KOTopasa siBNSeTcs
HeNpaBWUNbHOM WU  HEMNOSIHOW, WM BBOAUT B 3abnyxaeHwe, Mbl Oygem Bam kpaiiHe

Nnpun3HaTeribHbl 3a Bawmu KOMMEHTapun n npearnoxXeHunA.

C3. MpenynpexaeHna FCC

310 06opynoBaHne BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOLWNM TpeboBaHNAM
NONOXEHUS O LNUMPOBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
depepansHon komuccun no ceasm (FCC). Otn orpaHmyeHus Obinv paspaboTaHbl B Lensx
obecneyeHns 3aWwmTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSb30BaHUN
obopyaoBaHNa B KOMMeEpPYECKUX Lenax. OTo obopygoBaHMe MOXeT u3ny4vaTb, FreHepupoBaTb U
NCNonb3oBaTb JHEPruto B paguovacToTHOM AuanasoHe. Ecnvm gaHHoe obopypoBaHue 6yger
yCTaHOBIEHO W/unn BygeT ncnonb3oBaTbCA C OTKNOHEHMAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCcTBO pagunoceaA3n, a npu yctaHoOBKE B KUMon
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30He, BO3MOXHO, — Ha 340poBbe ntoaen. B atom crnyyae Bnageney 6ynet o6si3aH ucnpaensTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOW CYET.

C4. NpepnynpexaeHne CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXN BO BHELLHEM OKpyXeHun. B aTom cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLWNE MEPDI.

C5. NMoppepxka
Ona wnHpopmaumm OTHOCUTENBbHO CepBUCa W MOAAEPXKKW, MOXanymncta, CBSXKUTECh C
cepBucHbiM LeHTpom OO0 «HIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HanTh Ha canTe

http://www.beward.ru/.

Mepen obpaiieHnem B cnyxby TexHUYecKoW nNOoAAEPXKKW, MNoXanywucta, NOAroToBbTe
cnegyoLyo MHopMaLumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B crnyyae npuobpeTeHus
IP-o6opyaoBaHus), AaTa NOKYMKu.

o Coo0OLieHuns 06 owmbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

e Bepcua npowuBkM WM 4epe3 kakoe obopyaoBaHue paboTano yCTPOWCTBO, Korga
BO3HMKMNa npobnema.

e [lponsBegeHHble Bamn gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLleHus npobnemei.

e CKPVHLLOTBI HACTPOEK 1 NapaMeTpbl NOAKHOYEHNS.

Yem nonHee GypeT npeactaeneHHas Bamu uHdopmaums, Tem GbicTpee crneumanucTbl

CEPBUCHOIO LUeHTpa CMOryT NnoMo4b Bam pewnTb npo6neMy.
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Mpunoxenune D. Mnoccapun

3GP - mynbTUMeaunnHbI KOHTENHep, onpeaensdembln NapTHEpckMM [poekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeannHbix ciyx6 3G UMTS.
MHorvne coBpemMeHHble MOOGWNbHblE TenedgoHbl MMET (PYHKUMM 3anucu 1M NPocMoTpa ayaumo u

Bugeo B opmate 3GP.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHaa uudpoBas
aboHeHTCKasAs NWHUA) — MOAEMHas TEXHONOorus, npeBpaljarollasl aHanoroBble CUrHanbl,
nepefaBaemMble MOCPEACTBOM CTaH4APTHOM TeNnedOHHON NUHUK, B LUAPOBbIE CUrHanbl (nakeTbl

D,aHHbIX), Nno3BOJIAA BO BpeMA pa6OTbI coBepLlaTb 3BOHKWN.

Angle / Yron o630opa — 3T0 yros, KOTOpbIi 06pasytoT fy4n, COeaUHSOLNE 3a4HI0K TOYKY
00beKkTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE pacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OOblMHO yron 3peHust U3MepseTcss Ha nuH3e, (OKyC KOTOpou
yCTaHOBIeH B GeCKOHEeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHusi, o6bekTuBbl AENSAT Ha TpU Tuna:
LUMPOKOYrofbHble, HOpMaribHble Y ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale BCero Mcnonb3ylTcsa A4S naHOpaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n Gonblie. HopmanbHble OOBLEKTUBBI MMEKT yron 3peHus oT 45 go 65 rpagycoB. Yron 3peHus

ANTMHHOgOKYyCHOro oobekTuea coctaensieT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegeneHna appeca) -
NCMOnb3YLWNACA B KOMMBIOTEPHbBIX CETAX MPOTOKOST HU3KOTO YPOBHS, MpefHas3HauYeHHbI Onis
onpeaenenns agpeca kaHanbHOro YPOBHS MO M3BECTHOMY afpecy CETEBOro ypoBHs. Hanbonbliee
pacnpocTpaHeHne 3TOT NPOTOKON nony4mn Grarogapsa noBceMecTHOCTU ceTen IP, noCTpoeHHbIX
nosepx Ethernet. 3TtoT npoTtokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTponcTea. 1o nokanbHOM ceTu TpaHcnupyeTcs 3anpoc gns novcka yana ¢ MAC-agpecowm,

cooTBeTcTBYOWMM IP-agpecy.

Aspect ratio / ®Popmar 3KkpaHa — 370 (hopMaTHOE OTHOLUEHME LUMPUHLI K BbICOTE KadpoB.
Obwun copmaT kagpa, MWCMNOnb3yembln AN TENEeBU3UOHHBIX SKPAHOB W KOMMbIOTEPHbIX
MOHUTOPOB, cocTaBnsaeT 4:3. TenesngeHne Bbicokon YyeTkocTn (HDTV) ucnonssyet doopmaT kagpa
16:9.

Authentication / AyteHTudmkauma — npoBepka NpUHALNEXHOCTU CyObEKTY AocTyna
npegbsaBeHHOro UM uaeHTudukaTopa; noaTeepxaeHne nognuHHocTn. OguH M3 cnocobos
ayTeHTUMMKaLMM B KOMMbIOTEPHOM CUCTEME COCTOUT BO BBOAE Ballero norib3oBaTenbCKoro
noeHTudukaTopa, B MNpoOCTOpeYnn HasbiBaemoro «JormHom» (login — pernctpaumoHHoe ums
nonb3oBaTtensl) M Napons — HEKOW KOoHmaeHumManbHOW WH(OpMaumMm, 3HaHMe KOTOpPOW

obecneynBaeT BnageHue onpeneneHHbIM pecypcom. |_|OJ'Iy'~lI/IB BBEAEHHbI Nonb30oBaTeneM foruH
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M naposnb, KOMMbIOTEP CPaBHMBAET MX CO 3HAYEHMEM, KOTOPOE XPaHWUTCS B crneumnanbHoi 6ase

OaHHbIX, U, B Clly4ae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBToMaTU4ECKOE perynnpoBaHme
BENMWYUHbI guadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monajatwolwero Ha marpuuy.
CywectByeT OBa BapuwaHTa aBTomaTudeckown perynuposku aumadparmbl: Direct Drive n Video

Drive.

Biterate / ButpenTt (CkopocTb nepeaaymn AaHHbIX) — OyKBanbHO, CKOPOCTb NPOXOXAEHWS
6uToB MHOPMauuN. BUTpenTt NpMHATO Mcnonb3oBaTb MpU M3MepeHUn 3APdOEKTUBHON CKOPOCTU
nepegayn mvHoOpmMauun Mo KaHany, TO eCTb CKOPOCTW rnepefadn «rnones3Horm WHgopmaumm»

(noMMMO TaKkoBOMW, MO KaHany MOXeT nepeaaBaTbCsi CrykebHasi MHdopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢doHOBOM 3acBeTKU, KOMMEeHcauus
3agHero cBeTa). TUNWYHbLIN NpUMEpP HEOOXOAMMOCTU MUCMOSb30BaHMA: YenoBek Ha hOHEe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 00LLy0 OCBELLEHHOCTb CLEHbI,
«BMAMMOM» Kamepoun Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKoW" BCen KapTUHKW. BkritoveHue pyHkuumn «BLC»

MOXeT B Nogo6HbIX Cryyasx ucnpaBuTb paboTy aBTOMaTMKM KaMepbl.

Bonjour — npoTokon aBToMatnyeckoro obHapy»xeHust cepBucoB (Crnyx0), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcumn 10.2. Cnyxba Bonjour npegHasHadaeTtcs
ANS MCMONb30BaHNS B JIOKAmNbHbIX CETSAX W UCMONb3YeT CBeAEHUS (3anucu) B crnyxbe 4OMEHHbIX
nMéH (DNS) ons obHapyXeHust Opyrnx KOMMbIOTEPOB, PABHO KakK M WHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NpMHTEPOB) B GrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, no3BonsawLwmn rmbéko ynpaensaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BONdeT 3KOHOMHO
ncnonb3oBaTb OrpaHUYeHHbIN pecypc IP-agpecoB, NOCKObKY BO3MOXHO MPUMEHEHNE pasnnyHbIX

MacoK NnoaceTen K Pa3nn4HbIM NOACETAM.

CCD / N3C-maTpuua — 370 CBETOYYBCTBUTESbHBIA 3NEMEHT, UCNOMNb3YHOLWNNCSA BO MHOIMX
UMpPOBLIX Kamepax M NpeacTaBnsoWUn cCoOBoON KPYNHYK WHTErparibHyl0 CXeMmy, COCTOSLLY U3
COTEH ThbICAY 3apsiaoB (NUKCenewn), koTopble npeobpasytoT CBETOBYI 3HEPTUI0 B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctasnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EavHbin wnio30BbIM  UHTepdenc) — crneumdukaums, onpegenswoLlas
B3ammogencTteue web-cepsepa ¢ agpyrumn CGl-nporpammamn. Hanpumep, HTML-cTpanuua,

cogepxaliasa oopmy, MOXeT mcnosnb3osaTe CGl-nporpammy ana o6paboTkv AaHHbLIX POPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN

MeTanfooKCUAHbIA NOMYNPOBOAHUK) — 3TO LUMPOKO WCMOMb3yeEMbIA TWM MNOMYNpPOBOAHMKA,

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP



BEUJARD Ilpunosxcenus

KOTOpbIA UCMONb3yeT Kak oOTpuUaTenbHyl, Tak W MNOMOXUTENbHYIO 3MEeKTPUYECKY0 Lenb.

[MockonbKy TONbKO Of4Ha M3 3TUX TUMOB Lienen MoXeT OblTb BKOYeHa B noboe AaHHOe BpeMs, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIeKTPO3IHEPTMK, YeM MUKPOCXEMBbI, UCMONb3yoLme
TOMbKO OOMH TUM TpaHaucTopa. Takke gatunkm nsobpaxkeHus KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTKM, OAHAKO 3TO NPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

AaTt4ynkamun, KoOTopble ABNAKTCA TakkKe bonee AopormMn B Npon3BoacCTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa nns
Ha3Ha4YeHWs1 NOCTOSIHHOIO AOMEHHOIo UMEHU YCTPOMUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENMIO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6biThb IP-agpec, nonyyerHbin no DHCP vnn no IPCP B
PPP-coeauHeHuax (Hanpumep, npu ydanéHHoMm [ocTyne udepe3 mogem). [pyrue MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coequHeHne C 3TOM MaLUMHOM NO OOMEHHOMY UMEHWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcUrypaumm ysmna) — 3T0 CeTeBOW NPOTOKOM, NO3BONSIOWINN KOMMbOTEPaAM aBTOMaTUYECKU
nony4yatb IP-agpec v gpyrve napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nsi aBTOMATMYECKOW KOHMUrypaumm
KOMMbIOTEP-KITMEHT HA 3Tane KoHUrypaumm CeTeBOro YCTpoMcTBa obpawaeTrcs K Tak

Ha3biBaemomy cepeepy DHCP v nony4aeTt oT Hero Hy>kHble napameTpbl.

DHCP-cepBep — 3TO nporpamma, KoTopasi Ha3HadaeT knueHtam IP-agpeca BHyTpu
3a[aHHOro AmvanasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo yHKUU0 NoadepXuBatoT

NpakTU4Yeckn BCce COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LinucdhpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaappOBaHWs MOMYyYEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hudero He
yBENMUMBaET, a TOMbKO Bblpe3aeT HYXHYH 4YacTb Wu300paxeHuMss u pacTarmBaeTr ee Ao

nepBoOHaYanbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKe AOMEHbI MOTYT BbITb UCMOMb30BaHbI
opraHuMsaumsiMi, KoTopble XOTAT LEHTpanu3oBaHHO YNpaBnsTb CBOMMM KOMMbkOTEpamu (Ha
KOTOpbIX YyCTaHOBMeHbl onepaunoHHble cuctembl Windows). Kaxabli nonb3oBaTenb B pamMkax
OOMeHa nonyvaeT Y4YeTHY 3anucb, KOTopasi OObIYHO paspellaeT 3aperucTpupoBaTbCa U
nucnonb3oBaTb NO6OMN KOMMbIOTEP B OOMEHE, XOTS OOHOBPEMEHHO Ha KOMMbHTEP MOryT ObiTb
HanoxeHbl orpaHnyeHnsi. CepBepoM [OOMEHHbIX WMEH 4BMSEeTCA  CcepBep, KOTOopbin

ayTeHTudmuMpyeT Nnonb3oBaTenen B CETH.

Ethernet — nakeTHas TexHomnorMa nepefayn AaHHbIX NPEUMYLLECTBEHHO B NOKanbHbIX
KomnbtoTepHbix ceTax. CrtaHgapTtel Ethernet onpegenaiT npoBoaHble  COEAMHEHUA U
anekTpuyeckne curHanbl Ha U3n4eckom ypoBHe, dopMaT KaapoB M NPOTOKONbI ynpaBneHus

AOCTYNOM K cpefe — Ha KaHanbHoM ypoBHe moaenu OSI.
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Factory default settings / 3aBoackne yctaHOBKM MO YMOSYaHUIO — 3TO YCTAHOBKW,

KOTOpble U3Ha4YanbHO UCMONb30BaHbl AN YCTPONCTBA, Korga OHO OTrpy»KaeTcs ¢ 3aBoAa B NepBbii
pa3. Ecnv Bo3HUKHET HEOBXOAMMOCTL NepeyCcTaHOBUTL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno yMONYaHuio, TO 3Ta PYHKUMUS NpUMeHuMa Ansi 6onbLUMHCTBA YCTPOWCTB, M OHa MOSTHOCTbIO

nepeycraHasnineaeT nobble YCTaHOBKW, KOTOpPbIE ObIn N3MEHEHbBI MOSb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBon dkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMM, Hanpumep, Mexay rfokanbHou ceTblo U NHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmpoBaHHbLIM NoNnb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTu B APYryto
ceTb. bpaHamayapom MoxeT 6bITb nporpamMMHoe obecneveHve, paboTatoliee Ha KOMMbOTEpPE,

nnn 6paH/:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOVICTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMETpax ¢OKyCHoe
paccTosiHne 06beKTMBa Kamepbl, onpeaensioLlee WMPUHY ropu3oHTanbHOM 30HblI 0630pa, KoTopoe
B CBOI ovepedb uamepsdeTcsa B rpagycax. Onpenenserca Kak pacCtodgHue OT nepeaHen rnaBHom
TOYKM OO0 nepegHero dokyca (ana nepegHero OKYCHOro pPacCTOSIHUA) U Kak pacCTosHWe oT
3afHen rmaBHON TOYKM 00 3adHero dhokyca (aAnga 3agHero ooKyCcHoro pacctoanus). MNpu atom, nog
rMaBHbIMM TOYKaMW NOAPaA3yMEBAKTCA TOYKM MepecedeHus nepeHen (3agHen) rrnaBHOM

MTOCKOCTU C ONTUYECKON OCbIO.

Fps / KagppoBas 4acToTa — KONM4YeCcTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMblOTepHast

urpa, Teneeusop, DVD-nneep, Buaeodann) BbIAET B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs nonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHon passBépTkm uHTepdperca RS-170 wn B cdopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTcs u3 AByxX oTAeNbHbIX obnacren
TNIMHUIN YepeccTpodHOn pa3BepTkn 262.5 nnn 312.5 Ha vactote 60 mnm 50 'y gns Toro, 4ToOkLI
cchopmmupoBaTtb MOMHbLIA Kagp, KOTOpbIi 0Tobpasntcs Ha akpaHe Ha yactote 30 wnm 25 Iy, B
BMgeokamepax C MNPOrpecCMBHOM pPa3BEPTKON Kaxabl Kagp CKaHMPYeTCA MOCTPOYHO U He

ABNAETCA YePeCcCTPOUHbIM; GONBLLUMHCTBO U3 HUX OTODpaxaeTca Ha YacToTe 30 1 25 'y,

FTP (File Transfer Protocol / lNpotokon nepepayn cannoB) — I3TO NPOTOKON
NPUIIOXEHUS, KOTOpbIN ucnonb3yeT Habop npotokonos TCP / IP. OH ucnonbayetcsa, 4ToObI
obmeHuBaeTca darnammu  Mexay KomnbtoTepamu/yctponcteamm B cetu. FTP  nossonser
noaknoyaTecs K cepeepam FTP, npocmatpuBatbh CoOAepXXMMOe KaTaroros M 3arpyxatb annbl ¢
cepBepa unu Ha cepep. poTokon FTP oTHocuTcs Kk NpoTokonam MpuKNagHOro ypoBHA M AN
nepeaayn AaHHbIX UCMOoNb3yeT TpaHCNopTHLIN npoTtokon TCP. KomaHabl 1 gaHHble, B OTNnyYne ot
OonbLUIMHCTBA APYrMX NPOTOKOMOB nepeaarTcs no pasHbiM noptam. [opt 20, oTKpblBaeMbl Ha
CTOpPOHE cepBepa, UCnonb3yeTca Ana nepefadn gadHblx, nopTt 21 - Ang nepegaym komang. MNopt

ana npuemMa gaHHbIX KIMMeHTOM onpenendeTcd B Ananore corriacoBaHu4.
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Full-duplex / MNMonHbIM Aynnekc — NOMHbLIN Aynnekc npencraBndeT cobown nepegpady

[AaHHbIX OJHOBPEMEHHO B ABYX HamnpaeneHusx. B cucteme 3BykoBOCMpou3BeOeHMSI 3TO MOXHO
onucaTb, Hanpumep, TenedoHHbIMKM cucTemMamun. Takke nonyaynnekcHas cBsisb obecrnedvBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHX 3a OOWH pas.

G.711 — crangapT gns npeacraeneHnsa 8-6mutHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHaoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co3aaéT noTok 64 Kout/c.

Gain / KoadhcduumeHT ycuneHmsa — Koap@UUNEHTOM YyCUNEHUS SBMSETCHA KO3 PULNEHT
YCUNEHN W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTENb YCUNUBAeT Ccuny curHana.
KoadhpmumeHTbl yemunenunsa obbl4HO BbipaXatoTcsa B eanHuuax mowHoctu. Jeumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHnd ycuneHuma ycunmtens.

Gateway / MexceTeBOW LWISKO3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KOpnopaTMBHOW CETU, CepBep
KOMNbloTEpa, AEVCTBYIOLUNA B KA4eCTBE MEXCETEBOro LUM03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOM 3aluTbl. MexceTeBoM LMN03 YacTo CBA3aH Kak C
MapLUPyTU3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaensATb NaKeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN NPeaoCTaBnseT UCTUHHBLIN MapLupyT B U U3

MeXCeTeBOoro wn3a gnd gaHHoro nakeTra.

H.264 — 570 mMexayHapoOHbIM CTaHAApT KOAMPOBaHMS ayguo 1M BUMAEO, (Opyroe HasBaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbIA cTaHOapT COAEPXUT psid HOBbIX
BO3MOXHOCTEN, MNO3BOSMSAKLINX 3HAYUTENBHO MOBLICUTL 3MPEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLyto rMOKOCTb MPUMEHEHUS B pa3HOObpa3Hbix ceTeBbIX cpeadax. Vicnonb3yeTtcs B LMdpPOBOM

TenesnaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmx obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepepayn runeprekcra) — 310 Habop
npasun no obmeHy pavnamm (TEKCTOBbIMK, rpaduyeckMmu, 3BYKOBbIMW, BUAEO- U APYrMMu
MynbTumeama dannammn) B cetu. poTtokon HTTP gaBngeTca NpOTOKONOM BbICLLENO YPOBHSA B
cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepefaetcd OO NOMNyyYeHus

noaTBepXxgeHma o ero npaBuiibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3aWuwéHHbIA NPOTOKON nepepayu
rmneprekcTa) — pacwupeHne npotokona HTTP, nogaoepxmBatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbiBaloTCs» B Kpuntorpaduyeckuin npotokon SSL
mnn TLS, Tem cambiM obecnevnBaeTcs 3aluTa aTux gaHHbix. B otnndmne ot HTTP, gna HTTPS no

ymonyanuto ucnonbdyetcs TCP-nopt 443.
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Hub / CeTeBOI KOHLEHTPATOP - CETEBON KOHLEHTPATOP MCMNOMNb3yeTcs AN NoAKNHYEHNS

MHOTOYUCIIEHHBIX YCTPONCTB K ceTn. CeTeBOW KOHLEHTpaTop nepefaeT Bce AaHHbIE B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOrAa Kak KOMMyTaTop TOMbKO NnepeAaeT AaHHble B YCTPOWCTBO, KOTOpoe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBrsitOLWMX
coobuweHun) — ceTeBon NpOTOKON, BXxogswmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yetcs Ana nepegaydn coobuieHnin o6 owmbkax u APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUKLLMX MpU Nepegaye AaHHbIX, Hanpumep, 3anpalmnBaemMas ycnyra HegocTynHa unmn XocT unu

MapLpyTn3aTop He OTBEe4YaloT.

IEEE 802.11 / Ctranpapt IEEE 802.11 — 3T0 ceMencTBO cTaHAApTOB ANt 6eCcnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unm 2
M6wuT/cek Ha nonoce 2.4 [Tu. CraHgapT xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6uT/cek Ha nonoce 2.4 ['Tu, B To BpeMsa kak ctaHaapTt 802.11a no3BonseT 3aaaTb CKOPOCTb A0

54 M6wuTt/cek. Ha nonoce 5 Tu.

Interlaced video / YepeccTpoyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n3obpaxeHuin (Ha3biBaeMbIX NONSAMU) B CEKyHAOY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTenbHbIX Nons
(monykagpa) 3atem obbeauHsiloTca B 1 kagp. YepeccTpouHas passepTka Obiia paspaboTtaHa
MHOrO NeT Ha3aj Ans aHanoroBoro TeneBnaeHust U 40 CUX Mop WMPOKO npumeHsieTcs. OHa gaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWsI B CTaHOAPTHOM M300paXkeHun, XoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXEHNE N30BpaKeHUs.

IP 66 (Ingress Protection) — 310 cTtaHgapT 3awmTbl 060pya0BaHUSA, KOTOPbIA ONUCLIBaET
nblfie- M Bnaro- 3awuty Kamepbl BuaeoHabnogeHus. lNepas umdpa obO03Ha4YaeT ypOBEHb
3alMTbl OT NonagaHus TBEPAbIX YacTuy (Hanpumep, uidpa 6 0603Ha4YaeT NOSHOE UCKIYEHME
nonagaHus nbinu). Btopas umdpa o6o03Ha4aeT ypoBeHb 3aliMTbl OT MNOMAfAHWUS XWOKOCTEW
(Hanpumep, umdpa 6 obo3HavyaeT GesynpeyHyo paboTy Kamepbl NpU BO3OENCTBMM MACCUBHbIX

BOOAHBLIX MOTOKOB BOAbI Ui BpEMEHHOM 061'II/IBaHI/IVI.)

IP-kamepa — uucpoBas Buaeokamepa, OCOOEHHOCTbIO KOTOPOW HABMNSAETCA nepegada

BMgeonoToka B umncpposom opmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beaMHeHHOM Trpynnbl
akcneptoB B obnactu coTtorpachmm) — oauH M3 NONynspHbIX rpadudecknx Gopmartos,
NPUMeEHSeMbIN ANs XpaHeHUs1 oTon3obpakeHnn n NogobHbIX UM n3obpaxeHui. MNMpu cosgaHum
n3obpaxerHna JPEG nmeeTcss BO3MOXXHOCTb HACTPOWMKM UCMONb3YyeEMOro KoadduumeHTa cxaTus.
Tak kak npu OGonee HU3KOM KoadpPUUMEHTEe cCxaTus (T.e. CaMOM BbICOKOM KayecTBe)
yBenuunBaeTca obbem banna, cyuwlecTByeT BblIOOp Mexay KayecTBOM n3obpaxeHusa n o6bemom

danna.
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Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa namepeHuns CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa BblYMCNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbiBatoLasi 06bI4MHO OTHOCUTENBHO HEDONMbLUYD TEPPUTOPUIO NN HEGONbLUYIO TPYyNNy 34aHWUA

(aom, oduc, bmpmy, MHCTUTYT), TO €CTb ONPeaENEeHHYI0 reorpaduieckyto 30Hy.

Lux / Jllokc — eguHuua namepeHus oceellleHHocTU. OnpeaensieTcss Kak OCBELLEHHOCTb
NOBEPXHOCTU Mrowasbio 1 KB.M. CBETOBbIM MOTOKOM 1 nioMeH. MicnonbayeTtca anst 0603HayYeHns

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTtHbi agpec ycTpoMcTBa) — 3TO
YHUKanNbHbIN NOEHTUUKATOP NPUCOEAMHEHHOIO K CETU YCTPOMUCTBA UMK, TOYHEE, ero nHTepdenc

OnA NOAKMKYEeHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MEPEHUST CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3afaHHYH0 TOYKY. QTOT napameTp 06bI4HO
ncnonb3yeTtcsi, 4ToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AoMmkHa paboTtaTb Ha

ckopoctn 10 unu 100 MouT/cek.

MJPEG (Motion JPEG) — nokagpoBbli METO4 BUOAEOCKATUS,, OCHOBHOW OCOOEHHOCTbBIO
KOTOpPOro SIBMSIETCA CXaTWe KaKOoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbH anroputma
ckatna wusobpaxenHun JPEG. lMpu coxatum metogom MJIPEG wMexkagpoBasi pasHuua He

yunTbiBaeTCA.

MPEG-4 — 370 MexayHapoaHbIv CTaHAapT, UCNONb3yeMbli NPEUMYLLECTBEHHO NS CKaTus
umdgposoro ayano u eBugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMONb3yeTcs AN BellaHus
(noTokoBOE BMAEO), 3anUCKM PUNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLUMPOKOBELLaHNA, B KOTOPbIX akKTUBHO UCMOJb3yeTCA CXKaTune Ll,I/ICprBbIX BMOeo N 3BYyKa.

Multicast / FpynnoBasa nepegaya — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOM
KOMMM MakeToB HanpaenslTCca onpedenéHHoMmy MOAMHOXEeCTBY agpecatoB. Hapsagy c
NPUIOXKEHNAMW, YCTaHaBMMBAKOLWUMKM CBA3b MeXOy WCTOYHMKOM W OOHUM nonyvaTtenem,
CYLLECTBYIOT Takue NnpunoxeHud, rae tpedyertcs, YTobbl MCTOUHMK NOcbkinan nHdopmMaumio cpasy
rpynne nonyyatenen. [pu TpaguvumoHHOW TexHonorun IP-agpecauun TpebyeTcs Kaxaomy
nony4yaTtento UHgopmaLmM nocrnatb CBOM MaKeT AaHHbIX, TO €CTb O4Ha U Ta Xe WHdopmaums
nepegaeTcst MHOro pas. TexHonornsa rpynnoBor agpecaumm npeactaenset cobon pacumpenme |IP-
agpecauumu, No3BoNSloLLEe HanpaBuUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensaMm. MHoxecTBo
nony4yartenen onpegenseTcs NPUHaSNEXHOCTbIO KaXK40Oro U3 HUX K KOHKPEeTHON rpynne. Paccbinky
OIS KOHKPETHOW rpynnbl NOMy4YatoT TOMbKO YfieHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaBnseT psa CyLweCTBEHHbIX MPEenMyLLECTB MO CPaBHEHUIO

C TPaAUUMOHHBIM NnoaxoaoM. Hanpumep, nob6aBneHne HOBbIX NONb3oBaTeneln He BreYeT 3a coboi
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HeobxoaMmMoe yBenuyeHe NpPonyckHOM CNnoCOBHOCTU ceTu. 3HauMTenNbHO COKpaLLaeTcs Harpyska

Ha nocbinawwWnii  cepBep, KOTOpbIM Oomnblue He [AOMKeH noadepXuBaTb MHOXECTBO

ABYXCTOPOHHMX COEQUHEHUA.

[na peanusauun rpynnoBov agpecauun B IOKanbHOW CeTn HeobXoOuMbl: MOoALEpPXKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
ANA OTNpaBKK 3anpoca O NPUCoegUHEHUN K rpynne U NonyyYyeHun rpynnoBoro Tpaduvka, Noaaepxka
rpynnoBon agpecaumu CETEBOM KapToW, MPUNOXeHue, Ucnonbaylolee rpynnoBylo agpecauuio,
Hanpumep, BMAeOKOHepeHunsa. TexHonorma «MynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratumdeckas M guHamumyeckas agpecauums. [pumepom
cTatnyeckmx agpecoB sasnsioTcs 224.0.0.1 — agpec rpynnbl, BKrovawLwen B cebsa Bce yanbl
nokansHom cetn, 224.0.0.2 — Bce MapLlpyTuU3aTopbl foKanbHOW ceTu. [uanas3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLipyTU3auum u gpyrux
HWU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKW rpynnoBon agpecauun. OcTanbHble agpeca
ONHAMWYECKN  MCMOMb3yKTCA  NPUNoOXeHusiMu. Ha  cerogHAWHWn  AeHb  BOnbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKMBAIOT 3Ty ONUMIO (B MEHIO 0ObIYHO €CTb onuums, paspeluatoLas IGMP

NPOTOKOM UK MymnbTUKAcCT).

NTP (Network Time Protocol / lNpoTokon CUHXPOHM3aLUMN BpPEMEHU) — CEeTeBOW
NPOTOKOM ANS CUHXPOHU3aLMN BpeEMEHU C ncnomnb3oBaHnem ceten. NTP ncnonbsyet ona cBoemn

pab6oTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SIBMISIETCSA TENeBM3MOHHbLIM 1 BuaeocTaHgapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneson ctangapT, onpegensioLwmni
NPOTOKOMbI B3aMMOAENCTBUA TakuUX YCTPOMUCTB, Kak IP-kamepbl, Bugeopernctpatopbl U CUCTEMBI
ynpaeneHna Buaeo. MexayHapodHbli ¢OpyMm, CO34aBLUMKA  AaHHbIA - CTaHdapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTKn 1 pacnpoCTpPaHeHNs OTKPLITOrO cTaHAapTa AN CUCTEM CeTEBOro BUAEOHabNoaeHs.

PAL (Phase Alternating Line / TeneBu3anoHHbin ctaHpapt PAL) — TeneBu3NOHHbIN
ctaHgapt PAL gaBndetca npeobrnagalolimMm TeneBM3MOHHbIM CTaHOapTOM B cTpaHax EBponsbl.

TeneBunanoHHbIn ctaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHune 4yepe3 Ethernet) — TexHonornsa, nossonstoLlas
nepefaBaTb YyOanéHHOMY YCTPOWCTBY BMeCTe C AaHHbIMU 3fEKTPUYECKYID 3JHEPruio 4depes

cTaHdapTHyH BUTYLO napy B cetn Ethernet.

Port / Mopt — wuaeHTMUUUPYEMBIN HOMEPOM CUCTEMHbIA pPecypc, BblAensieMbIn

NPpUNoXeHwuto, BbINONMTHAEMOMY Ha HEKOTOPOM CeTeBOM XOCTe, ANnd CBA3N C NPUINOXEeHUAMH,
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BbIMOJTHAEMbIMU Ha OPYIrnNX CeTeBbIX XOCTax (B TOM 4Hucne Cc gpyrmMmmn npunoXxXeHnAmMm Ha 3ToM xe

xocTe). B 0Bbl4HOW KNMEHT-CepBEPHOM MOAENN NMPUIIOXKEHNE NUOO0 OXMOAET BXOASALLUMX OaHHbLIX
WNM 3anpoca Ha CcoeduHeHue («crylaeT nopT»), NMOO MnocbinaeT AaHHble UMM 3anpoc Ha

COEeAMHEHNE Ha U3BECTHbIV NOPT, OTKPbLITLIN NPUNOXEHNEM-CEPBEPOM.

PPP ([MpoTtokon ABYXTOYEYHOro COeAWHEHUA) — TMpPOTOKOS,  MO3BONSAIOLLNIA
ncnonb3oBaTb UHTEpdEnc nocnegoBaTenbHOW nepefadv Ans CBA3W Mexay ABYMs ceTeBbiMU

ycTpourcTBamn. Hanpumep, nogkntodeHue MK k cepsepy nocpenctBOM TeNeOHHON NIUHUN.

PPPoE (Point-to-Point Protocol / [poTokon coeguHEHUA «To4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHwa  nonb3oBaTenen cetn  crtaHgapta Ethernet k  UHTepHeTy  uepes
LLUMPOKOMONOCHOE CoeaAMHEeHNe, Takoe Kak NuHua DSL, 6ecnpoBogHOE YCTPOMUCTBO UK KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOMO Modema nosib3oBaTteny nokanbHoOW ceTn MoryT
nonyyatb OOCTyn C WMHAMBMAYaNbHOW MNPOBEPKOM MOASIMHHOCTUM K BbICOKOCKOPOCTHLIM CEeTSM
AaHHbIX. O6beanHasa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneynBaeT aPEKTUBHLIN CNOCO6 Co3aaHMsA OTAENbHbIX COEANHEHWI C yaaneHHbIM CepBEPOM

ONA KaXXO0ro nonb3oBaTternd.

Progressive scan / [porpeccnBHOe CKaHMpPOBaHME — 3TO TEXHOJNOMNSA npeacTraBreHns
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OOHOW fMHMK B
nopsigke WX pasMeleHns Kaxayl LWecTHaguaTylo oMo cekyHabl. To ecTb CcHadana
nokasbiBaeTcsi NMMHKUA 1, 3aTeM 2, 3ateM 3 1 Tak ganee. Takum obpasom, n3obpaxeHne He ObeTcs
Ha oTAenbHble nonykagpbl. B 3ToOM cnyvae NONHOCTbIO Mcye3aeT 3pdeKkT MepuaHus, No3aToMy

Ka4yeCTBO OTCHATOro BUAeo nony4yaeTca ©oree BLICOKMM.

RJ45 — yHUMUMpOBaHHLIN pasbEéM, UCMNONb3yeMbld B TENeKOMMYHUKauusx, nveer 8

KoHTakTOB. McnonbayeTca ansa co3ganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.

Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TOYKy OGnvkanwen
CeTn, B KOTOPYK NakeT AaHHbIX OOMKeH ObiTb HanpaBfeH Kak B CBOW OKOHYaTESbHbIA MYHKT
HasHayeHns. MapwpyTtmusatop cosgaeT wwunu  nogaepXkuBaeT  cneuunanbHyto  Tabnuuy
MapLupyTM3aumn, KOTopasi COXpaHsaeT MHAOPMaLUMo, Kak TONbKO OHa AOCTUraeT onpenernieHHbIX
NMYHKTOB HasHayeHud. WHorga MaplipytmMsatop BKMKOYEH B KayecTBe 4acTu CeTeBOro

KOMMYyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN MPOTOKON B peXUMe peanibHOro
BpeMeHMu) — 310 npotokon IP ana nepefayv gaHHbIX (Hanpymep, ayavo vnv BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke gaHHble, HeobXxoanmble Ons
BOCCTAHOBIIEHUSA rofloca unu Buaeons3obpaxeHus B NPUEMHOM y3rie, a Takke [aHHble O Tune
koampoBaHust nHpopmaumm (JPEG, MPEG m T. n.). B 3aronoBke faHHOro npoTokona, B YaCTHOCTH,

nepeaarTcs BpeMeHHasi MeTka U HoMep naketa. 3TV napaMeTpbl NO3BONST NPY MUHUMATbHBIX
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3agepKkax onpedenuTb MOPSAOK WM MOMEHT [OeKOAMPOBaHWUS Kakdoro MnakeTa, a Takke

MHTEpNonMpoBaThb MOTEPsiHHbIE MakeTbl. B kayecTBe HuKenexallero npoTokona TPaHCMOPTHOro

YPOBHS, Kak NnpaBuno, ucrnosnbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B pexume
peanbHOro BpEMeHU) — 3TO NPOTOKON YNpPaBieHWs!, KOTOPbIN CAY>KUT OCHOBOW ANS COornacoBaHust
TPaHCMOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHon nnn ogHoagpecHon nepegayv u ans
cornacoBaHus ucnonb3yembix kogekoB. RTSP MOXHO paccMmatpmBaTh Kak MynbT AUCTAHLMOHHOMO
ynpaBneHnss NOTokaMu OaHHbIX, NpeocTaBnseMbiMyM cepBepoMm mynbtumeana. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayectBe CTaHOaApTHOrO nNpoToKoNa ANns nepefadv ayamo- U

BUAOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmaTt kapTbl ¢naLl-
namatv, paspaboTaHHbIN AN UCMONb30BaHMA B OCHOBHOM B MOPTATMBHbLIX YCTpoucTBax. Ha
CErodHAWHMA OeHb LUMPOKO MCMOMb3yeTcss B UMAPOBLIX YCTPOUCTBAX, Hanpumep: B
doToannapartax, MobunbHbix TenedgoHax, KIK, kommyHukaTopax u cmaptdoHax, GPS-

HaBuUratTopax, Bnaeokamepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BOMSET
perynupoBaTb BpPEMSI HaKOMIMEHWUsI JMEeKTPUYecKoro 3apsiga. OTa [getanb OTBevyaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMYECTBO CBETA, MONABLUEro Ha Matpuuy nepesn hopM1MpoBaHMEM

n3obpaxkeHus.

SMTP (Simple Mail Transfer Protocol / lNpocTton npoTtokon nepegayun NouTbl) —
npotokon SMTP wucnonb3yetcs ANns OTCbUIKA WU MNOMAyYeHUs SNEKTPOHHOW nouyTbl. OgHako
MOCKOMbKY OH SIBNSETCHA «NPOCTbIM» MO CBOEW CTPYKTYpe, TO OH OrpaHUyeH B CBOEW BO3MOXHOCTMU
No BMECTMMOCTM COOOLUEHWA Ha MOMy4aloWem KOHLUEe, U OH 0BbIYHO MCMONb3yeTcs C OAHUM U3
ABYX Opyrnx npotokonioB, POP3 unm npoToOKONOM MHTEPAKTUBHOIO AOCTYMNa K 3M1EKTPOHHOM NoYTe
(npotokon IMAP). 3TK NpOTOKOMbI MO3BOMSAOT NONb30BATEN COXPaHATH COOOLLEHMS B NOYTOBOM

ALMKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuweHHbIX
cokeToB / MpoTokon TPaHCMOPTHOrO YPOBHA) — 3TN ABa NpoTokona (npotokon SSL asndeTtca
npMeMHMKOM npoTokona TSL) aBnswTcA  Kpuntorpamyeckumm npoTOKONamu, KOTopble
obecneynBaloT 6Ge3onacHyo cBA3b B ceTu. B BonblunMHCTBE criyyaeB npoTokon SSL ucnonb3yeTtcs
yepes npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3alMLLEHHON Nepedayvn runeprekcTa
(mnpotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe NS OCYLLECTBAEHUS
PUHAHCOBLIX TpaH3aKkuui B 3rekTpoHHoOM Buae. [lpoTokon SSL wucnonb3yet cepTudukaThbl

OTKPbLITOro KpUNTOrpadOnYECKoro Krto4a, YTobbl NOATBEPXKAaTb MOEHTUYHOCTL CEpPBEpA.
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Subnet mask / Macka noacetn — GuTOBasd Macka, onpegenswowiasi, kakad 4dactb IP-

agpeca ysna ceTu OTHOCUTCS K agpecy CeTW, a Kakas — K agpecy camMoro ysna B 3TOW CeTw.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetun 255.255.255.0 Haxogntcs B cetu
192.168.0.0.

Switch / KommyTtatop — KOMMyTaTopoM SIBMSIETCSI CETEBOE YCTPOMCTBO, KOTOpPOE
COeaUNHSIET CErMeHTbl CeTU BMECTE M KOTOPOE BblOMpaeT mMapLlipyT ANs NEPECHISIKN YCTPOWCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaToOp siBNsieTca 6onee npocTbiM t
Gonee ObICTPbIM MEXaAHU3MOM, YEM CETEBOW MapLupyTu3aTop. HekoTopble KOMMyTaTopbl MMET

yHKUMIO MapLLpyTM3aTopa.

TCP (Transmission Control Protocol / lpoTtokon ynpaBneHua nepegayen) — oavH u3
OCHOBHbIX CeTeBbIX MPOTOKONoOB WMHTepHeTa, npegHasHadeHHbld NS ynpaBneHus nepepaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCNOPTHLIN MexaHu3M, NpeaocTaBsoLwmnm
NOTOK AaHHbIX C NpeABapuUTenbHOM YCTAaHOBKOW COeAMHEHWS, 3a CHET 3TOro JaloLmi YBEPEHHOCTb
B AOCTOBEPHOCTM NONyvyaeMblX OaHHbIX, OCYLLECTBMSIET MOBTOPHLIM 3anpoc [aHHbIX B cryvae
noTepu AaHHbIX U yCcTpaHseT AybnupoBaHue npu nonyYyeHun OBYX KOMMKM OAHOro naketa (CMm.
Tarke T/TCP).

TTL (Time to live) — npegenbHbI Nepnog BpEMEHU UMM YMUCNO UTEpPALMIA UM NEPEXOO0B,
3a KOTOPbIN HAbOpP AaHHbIX (NAKeT) MOXET CyLeCTBOBaTb A0 CBOEro MCYE3HOBEHUS. 3HadeHue
TTL mMoOXeT paccmaTpmBaTbCH Kak BEPXHAS rpaHULa BPEMEHU cyllecTBoBaHUsA IP-gentarpammel B
ceTu. lNMone TTL ycTaHaBnMBaeTcsa OTNpaBUTENEM genTarpaMMbl U YMEHbLUIAETCH KaXKablM  Y310M
(Hanpumep, MapwpyTU3aTopoM) Ha MNyTU €ro CregoBaHWsi, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE WNM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS paBHbIM HYmO A0 TOro, Kak gevMTtarpamma npubyaeTt B MyHKT HasHaveHus, TO Takas
agentarpamma oTtbpacbiBaetca M oTnpaButento otceiaetca ICMP-naket ¢ kogom 11 —

«npeBbILIJeHI/Ie BPEMEHHOIO NHTEpPBAana».

UDP (User Datagram Protocol / lpotokon pgenTtarpamm nonb3oBatens) — 370
npoTokon obmeHa faHHbIMA C  OrpaHMYeHusIMM  Ha nepechbiiaeMble  AaHHble Mo  CeTw,
ucnoneaytowien npotokon |IP. TlNpoTtokon UDP saensetca anbTepHaTuBom npoTtokony TCP.
Mpenmywecteo npotokona UDP coctouT B TOM, 4TO NS Hero HeobsAsaTenbHa AOCTaBka BCeX
OaHHbIX N HEKOTOpble NakeTbl MOryT ObiTb NPONYyLLEHbI, €CNN CeTb NeperpyxeHa. 3To 0COBEHHO
yOooOHO npu nepegaye BMAeOMAaTEPUAroB B PEXMME pearnibHOro BPEMEHMW, MOCKOMbKY HE nmeeT
CMbICrlia MOBTOPHO MepedaBaTbh YCTapeBLUy MHGOPMaUUIO, KOTopas BCE paBHO He Oyaer

oTobpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nossonsiowas nepcoHarnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbIM CUCTEMaM (Hanpumep, OXpaHHOMY 060pyA0BaHuIo,

pasBriekaTenbHbIM  YCTPOMUCTBAM  WMM  WMHTEPHET-LUM3aM)  COeAMHSATbCA  Mexay  coGol
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aBTOMaTMyeckn u pabotatb COBMECTHO udepe3 efuHyto ceTb. [Mnatdopma UPnP cTtpoutca Ha

OCHOBE TaKMx WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
nogaepXmnBaeT ceTeBble MHMPACTPYKTYPbl NPaKTUYeckn Noboro Tuna - kak NpoBOAHble, TaK U
b©ecnpoBoaHble. B 1x yncno, B yacTHOCTH, BXOasT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTu Ha ocHOBe TeneMOHHbLIX NMHUWA, NUHUIA anekTponuTaHua u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EauHbii yka3aTenb pecypcoB) — 93TO

cTaHOapTU3NPOBaHHbIN cnocob 3anucu aapeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHo NpoToOKoN nepegayv AaHHbIX) —
NPOTOKOM, CO3daHHbI creumansHo Ansa GSM-ceTell, roe HYXHO YyCTaHaBnvBaTb CBS3b
NopTaTUBHbLIX YCTPOWUCTB C ceTbto MHTepHeT. C nomowpbto WAP nonb3oBatens MoOOGUIbHOMoO

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu VIHTepHeT ntobble UMdpPOoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpocbkl OT KMUEHTOB,
00blYHO Be6-Opaysepos, u Bbigawowmi um HTTP-otBeThl, 06bl4HO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxkeHnem, pannom, Meamna-noToKoM U ApYruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, njocnoBHO — «b6ecnpoBogHasi TOYHOCTb») — TOpProBasd Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana ©ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooTBeTcTBylowee craHgapty IEEE 802.11, moxeT ObiTb
npotectuposaHo B Wi-Fi Alliance ans nonydeHus COOTBETCTBYHOLLEro cepTtudmkata U npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 3710 6ecnpoBogHas nokanbHas ceTb, UCMOMb3yowas B
Ka4yeCcTBe HOCUTENS paguoBOIHbI: 6eCcnpoBOAHOE MOAKMIIOYEHMNE K CETU KOHEYHOIO NONb30BaTENS.

[na OCHOBHOW CeTEBOW CTPYKTYPbl OOLIYHO MCMONb3yeTcsa kKabenbHOe CoeAnHEHNE.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans noryaBToMaTU4eCcKoro

co3gaHna 6ecnpoBOHON AOMALLHEN CETWU. npOTOKOJ'I npn3BaH OKa3aTb NMOMOLLb MNOJ1Ib30BATENAM,

KOTOpble He obnapatoT LUIMPOKAMMN 3HaAHNAMU O ©e3onacHocTn B 6eCI'IDOBOD,HbIX ceTdax, N Kak
cnencrteme, UMerT CIOXHOCTU Npu OCyleCcTBNeHUN HaCTpoOeK. WPS aBTOMaTuyeckn ob6o3HavaeT
nMAa cetn n 3agaet IJJI/ICprBaHI/Ie, ana 3awnTtbl OT HECAHKUMOHMPOBAHHOIO AOCTyna B CeTb, Npu

3TOM HeT HeobxoanuMocCTun BPY4HYIO 3a4aBaTb BCE NapamMeTpbl.

Anroputm cxaTus Buaeo — 3TO MeTOAMKa YMeHblueHus pasmepa danna undgposon
BMAEO3anucu MnocpeacTBOM  yaaneHus rpaduyeckux 3NeMeHTOB, He  BOCNPUHMMAaEMbIX

4yerioBe4eCkmnM rmnas3om.

BapudokanbHbin 06bLEKTUB — OObEKTMB, MO3BOMSAOLWMIA MCMNONb30BaTb PasfiMyHble
POKYCHblEe pacCTOAHWS B MNPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PUKCMPOBAHHLIM  (POKYCHbIM

pacCTOSIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsiHME.
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Butas napa — Bua kabens cBs3M, npeactaBnsieT cobol oOoHYy WNM HEeCKONbKo nap

N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbLIThIX MIACTUKOBOW OGOMOYKON.
CBvBaHME NPOBOAHUKOB MPOWM3BOAUTCS C LIEMbl MOBBILEHMS CTEMeHUM CBA3M Mexay coboi
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHuTHasi noMexa OfAMHAKoBO BNusieT Ha oba npoBoaa napbl)
M NOCNEeayLWero yMeHbLUEHNUS1 3NEKTPOMAarHUTHbIX MOMEX OT BHELUHUMX WCTOYHWKOB, a Takke

B3aVMHbIX HABOAOK Npu nepegade audgepeHumnanbHbIX CUrHamnoB.

Bbl,qep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBEeT BO3,EI,e|7ICTByeT Ha Y4acCTOK
CBETOYYBCTBUTEIIbHOIO MaTtepuana unmu CBeTO‘-IyBCTBVITeJ'IbHOVI mMaTpuubl Ansd COOGLU,eHI/IFl emMy

onpenenéHHon aKcnosmunn.

[eTeKkTop ABMXKXEHUA — 3TO annapaTHbii NGO NPOorpaMMHbIA MOAY b, OCHOBHOW 3agaven

KOTOPOro ABndeTcs 06Hapy>|<eHV|e nepemMeLllarllnxca B none 3peHnda Kamepbl 00BHEKTOB.

[eTekTop cabotaxa — 3TO NMpoOrpamMMmHbIA MOAYSb, KOTOPbIA MO3BONsieT OOHapyXMBaTb
TakMe cuTyauuun, Kak: pactOoKyCUpoBKa, NEPEKPbITUE UM 3acBe4YMBaHME M300paXKeHusi, OTBOPOT
Kamepbl, 4YacTuyHas notepst curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanui3e B pexume
peanbHOro BPEMEHW W3MEHEHMSI KOHTpacTa JoKamnbHbIX obnacten KkagpoB W3 BMAEONOTOKA,
nosly4aemMoro ¢ Ternekamepbl-getektopa. [letektop caboTaxa aBTomaTU4eckn BblbupaeT obnactu
KagpoB, MO KOTOPbIM HEOOXOOMMO OLEHMBATb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHU W, ecrnuv
N3MEHEHNE KOHTPACTHOCTM B 3TUX O6MacTaAx NpeBblAeT HEKOTOPbIA OTHOCUTENbHbIA MOpPOr,

NPUHNMAaET peLleHne O NnoTepe «rnosie3HoOro» BuaeocurHana.

Ovacdparma (ot rpey. didphragma — neperopogka) — 310 OTBepCcTME B OObEKTUBE
Kamepbl, KOTOpPOe perynupyeT KOMMYECTBO CBETa, Monagawwero Ha matpudy. W3meHeHue
pasMepa AuadparMbl MO3BOMSET KOHTPONMPOBATb LENbIA psa MokKasaTenemn, BaXHbIX ANS

nonyyeHma Ka4yeCTtBeHHOro M306pa)KeH n4.

[loMeHHOe UMsA — 3TO onpefeneHHas OykBeHHasi nocriefoBaTenbHOCTb, 0003HavYaoLLas
UM canTa UNK Ucnosnb3yemasi B MMEHax 3MEKTPOHHbIX MOYTOBbIX AWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb afpecaumnm UHTEPHET-Y3r0B U PacMoSIOXEHHbIX Ha HUX CETEBbIX PECypCOB

(Beb-canToB, cepBEpPOB ANEKTPOHHOM NOYThI, APYrMX cryx6) B yaobHoun gng yenoseka opme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTBO, obecrievvBaiollee MOACBETKY OObekTa

HabnoaeHns ¢ n3nyyeHmem B I/IHCbpaKpaCHOM Anana3oHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons padoTbl KpyrinoCcyTOYHO
B pasHbIX YCMOBMUSAX OCBELLEHHOCTU. B ycrioBusix sipkon OCBeLLEHHOCTU n3obpaxeHne uBetHoe. B
TEMHOE BpeMsl CYTOK, KOrga sIpKMi CBET MponagaeTt, U HauyMHaKTCA CyMepku, mnsobpakeHue

CTaHOBUTCA l-IepHO-GGJ'IOG, B pe3yibTaTte 4ero noBbillaeTCA 4yBCTBUTEJIbHOCTb.

Kogek — B cuctemax CBsian kogek 3To 06bl4HO kopep/aekopep. Kogeku vcnonb3ayoTcs B

MHTErpupoBaHHbIX Lendax Wwin MUKpocxemMax nans I'IpeO6PGSOBaHI/IF| aHanorosbiX BuMaeo- w"
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ayauocurHanoB B uudpoBon dopmat gng nocnegytowen nepegadn. Kogek takke npeobpasyet

npuHMMaemMble UNGPOBbIE CUrHanbl B aHanoroebii ¢popmat. B kogeke ofHa MUKpocxema
ncnonb3yeTtcs Ans npeobpa3oBaHUs aHanoroBoro curHana B UMpoBon M LMAPOBOro curHana B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTbCS K KOMMpeccun/gekoMmnpeccun, n B 3ToM
crny4ae oH 06bl4HO O3HaYaeT anropuTM UM KOMMBLIOTEPHYIO NPOrpaMmy Ans YMeHblueHns obbema

¢hannos n nporpamm.

Hopmaano 3aMKHYTble KOHTAaKTbl — TakKad KOHCTPYKUUA OaT4yUKa, KOTOpasd B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTbl€ KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTOopad B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O6BEeKTUB — 3TO 4acTb OMTMYECKOW CUCTEMbI BI/ID,eOHa6J'II'OD,eHI/IFI, npeaHasHavYeHHaa and

CbOKyCVIpOBKVI NOTOKa CBETa Ha MaTpuue BnaeokamMepbl.

OTHoweHne curHan/lwym — YUCIEHHO OMnpedensdeT COoAep)XaHwe napasuTHbIX LUYMOB B
curHane. Mamepsietca B geunbenax (ab). Yem Gonblue 3Ha4yeHMe OTHOLWIEHMSA curHan/wym ans

BuaeocurHana, TeM MeHbLLE MOMEX N UCKaXXEeHUI nmeeT |/|306pa>|<eH|/|e.

Mukcenb — 370 0gHAa M3 MHOXECTBA TOYEK, COCTaBNAILWMNX Lundpooe nsodbpaxeHwue. Liset

N MHTEHCUBHOCTb KaXXOO0ro NMKcesid CoCTaBideT KPpOLUeYHYo obnactb I/I306pa>KeHI/IFI.

Mpokcu-cepep (Proxy - npeacraButenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CETAX, MO3BOMSKLAA KIMEHTAM BbIMOMHATL KOCBEHHbIE 3anpocbl K OpYyrum
ceTeBbIM crnyk6am. CHavana KnueHT MOAKI0YaeTCsl K MPOKCU-CEPBEPY M 3anpallmBaeT Kakow-
nnbo pecypc, pacnonoXeHHbIN Ha Apyrom cepeepe. 3aTteM Npokcu-cepeep NMbo nogknovaeTcs K
yKa3aHHOMY CepBepy M MoslydaeT pecypc Yy Hero, nubo Bo3BpallaeT pecypc u3 cobCTBEHHOro
kawwa. Mpokcu-cepBep NO3BOMSAET 3aLMLLATE KITMEHTCKUIA KOMMLIOTEP OT HEKOTOPbIX CETEBbLIX aTak

M noMoraeT coxXpaHATb aHOHMMHOCTb KITMeHTa.

MpoTtokon — cTaHgapT, onpegenswwmin nosegeHne YyHKUMOHaNbHbIX 60KOB npu
nepegaye pfaHHbix. PopmanusoBaHHble npaBuna, ornpefenswlwme nocneaoBaTenbHOCTb U
dopmaT coobLLEeHUN, KOTOPbIMA OOMEHMBAIOTCA CeTEeBble KOMMOHEHTLI, fexawme Ha OAHOM

YPOBHE, HO B pa3sHbIX y3nax.

PaspelueHne n3obpakeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuuy nnowaam
n3obpaxeHus. MiamepsieTca B Meranvkcensax unm otobpaxaeTcs B BUae ABYX BEMUYMH — BbICOTbI U

LIMPUHBI N306paxeHusi. BeicoTa v WnprHa Takke B AaHHOM Crydae U3MepsitoTCs B NMUKCENsX.

PyuyHasa guacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYECKoN Anadparmbl, T.€. HACTPOMKa
OnadparMbl Kamepbl O0SDKHA BbINOMNHATBCHA BPYYHYH ANA PeryriMpoBKM KONuMYyecTBa CBeETa,

Aocturarowiero 4yBCTBUTESIbHOIO 3rieMeHTa.
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CBeTtocuna o6beKTUBa — 3TO XapaKkTepucTtuka, noka3biBarwLlasd, Kakoe Kofim4eCcTBO CBeTa

cnocobeH nponyckatb AaHHbIii 00bekTmB. Yem Oornblle MakCUMMarnbHbI AnamMeTp OTKPbITON
anadparmMbl (MM, COOTBETCTBEHHO, YeM MeHble F-4yucno), Tem Gornbluee KonMyecTBO CBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha C*)OKaJ'IbHy}O NSIOCKOCTb, U TEM BhiLIE CBETOCUIA OObEKTUBA.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N ceTeBOM KkKabenb WnM KaHamn CBSA3NM MOXeT

MCMNoNib30BaTbCA AJ14 nepeaadn I/IHd)OpMaLl,I/II/I TOJTIbKO B OOAHOM HanpasiieHnn.

YnuyHaa Bupgeokamepa — 3TO Kamepa BMAeOoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeO6XOD,I/IMbIMVI XapakTepunctnkamm 3allnTbl OT BITUAHUA BHELUHEeNn cpenbl and pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas pAdaeT uBeTHoe usobpaxeHue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MONyYeHUs LBETHOro n3obpaxeHus
BO3re KaXOon siyerku maTpuubl OpMUPYIOTCA LBeTHble punbTpbl. [NepBbin UnbTP NPUBHOCUT
KpacCHY0 COCTaBNSOLLYIO LiIBETA, BTOPOW 3€M1EHYI0, a TPETUN CUHIO. Taknm obpasom, Tpy SUENKK
CTaHOBSATCS OAHOWM Toukon B LuBeToBOM dpopmate RGB. CriegoBatenbHO, BMECTO Tpex NMUKCENen

Ha pe3ynbTUPYHOLLEM U306paxKeHUN Mbl MONyYaeM TOSbKO OAMH.

AnektpomexaHnyeckun WUK-bunbTp — npeacrtaBnsieT cobol yCTPOMCTBO, KOTOpOEe
CMOCOGHO B OOHOM pexume nogaenAaTb MHPaKpacHbI OManasoH nNpy NomMowy MHpakpacHoro
NK-dbumnbTpa, a B gpyrom pexume UK-cbunbTp youpaeTcsi anekTpoMmexaHuy4eckun, Takum obpasom,

genaa OoCTYNMHbIM BECb CMEKTP CBETOU3NMYyYEeHUA.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RZQ-LP m



