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Be\UARD Iasa 1. Mepwvl npedocmoposxcnocmu

MnmaBa 1. Mepbl NpefoCTOPOXHOCTU

MNepea ncnonb3oBaHMeM yCTPOMCTBa HEOGXOAMMO MOMHUTL HUXecneayoLee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHocT. OgHako, Kak 1 nobomn
anektponpubop, B Criyyae HenpaBUIIbHOIO MWCMOMb30BaHUA OH MOXET CcTaTb MPUYMHON
BO3ropaHusi, 4To, B CBOK oyepedb, MOXeT noBredb 3a cobon cepbesHble nocneacTtevs. Bo

n3bexaHue HecUYaCTHbIX cny4vaeB obsizaTenbHO n3yuduunTe MHCprKLlMI'O!

BHUMAHUE!

VMcnonb3yite TOMbKO COBMECTMMble YCTPOWCTBA. OJKCNnyaTtauus YCTPOWCTB, He 0[06peHHbIX

npoun3soauTernem, Hegonycrtmma.

CobnropganTe MHCTPYKLUIO NO 3KkcnnyaTtauuun!
N3berante AnNuTenbHOrO MCMNOMb30BaHMSA WIN XpPaHeHUs Kamepbl B HeBnaronpusiTHbIX
YCIOBUSIX:

e [lpn CRNMLWKOM BbICOKMX WU HU3KMX TemnepaTypax (paboyvas Temnepartypa yCTPOWUCTB
oT -45°C po +50°C).

e W3beranTte nonagaHnsi NPAMbIX COMHEYHbIX SyYen B TeYEeHUEe ANUTENbHOro BpeMeHHu, a
Takke HaxoXxaeHuns Nobnn3ocTn OTONUTENBHbLIX U 0BorpeBaTenbHbIX NPMOOPOB.

e W3beranTte 6nM30CTU C BOAOW UM UCTOYHMKAMM BNAXHOCTW.

o [3berante 6nu3octu c ycrtpomcTeamu, obnagarownumm 60nblLIMM 3MEKTPOMArHUTHbLIM
3 eKTOM.

e Heponyctuma yctaHoBKa Kamepbl B MECTaX C CUMNbHOW B1bpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU KamMepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «beBapay».

B cnyyae HekoppeKkTHOM paboTbl KaMepbl:
e [lpn oBHapyxeHun gbima nnu Heobbl4HOro 3anaxa.
e [lpy nonagaHum Bogbl NN NOCTOPOHHUX OO BEKTOB BHYTPb.

° I'Ipvl nageHnn Kamepbl U1 noBpeXXaeHMn Kopnyca:

BbinonHuTe cneayrowme AeNCTBUA:
e  OTKNIOYMTE KamMepy OT UCTOYHUKA NUTAHMSA U OTCOEANHUTE BCE OCTalbHble NpoBoAa.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bbl

MoXeTe HanTu Ha canTe http://www.beward.ru/.

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV
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Be\UARD Iasa 1. Mepwvl npedocmoposxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNakoBKY Mpou3BOAUTENS UnK NoGon apyrow

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexxaHne neperpesa HU B KOEM criyvae He BNOKMpYMTE LMPKYNsSUMIO BO3oyXxa BOKPYr

Kamepbil!

YucTtka

Ncnonb3ynte MArkylo Cyxyl TKaHb AN NPOTUMPaHWA BHELLHUX MNoBepxHocTen. [lns
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3ynWTe Hebonblloe KONMMYEeCTBO YMCTALLEro cpencrtsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuUTENM, Takme Kak cnvpTocodepalime cpencrsa unu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnycC KaMepbl.

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV



Be\'UARD Inasa 2. Obwue ceedenus

MnaBa 2. O6wme cBeaeHud

BEWARD B1510DV — 370 KkynonbHasi, 3aluyleHHas oT BO34ENCTBUS BHeLUHen cpenbl IP-
BMAeoKkamepa aHTMBaHOANbHOMO WCMOMHEeHWs, paspaboTaHHas AN NPUMEHEHUs B cucTemMax
npogeccnoHansHoro BMaeoHabnogeHus. Bugeokamepa B1510DV nucrnonbayet
BblCOKoUyBCTBUTENBHLIN  KMOI-CeHCop MeranuvkcenbHOro paspelleHns € NporpeccuBHbIM
CKaHMpoBaHMEM. Takme TEexXHOMOornu, Kak pexum «[eHb/Houb», pacluMpeHHbIN ANHAMUYECKUN
AvanasoH ¢ undposon obpaboTtkon curHana (DWDR), cuctema wymonogasnenus (2DNR, 3DNR),
a Takke BCcTpoeHHasa WK-noaceeTka, BapudokanbHbil 0O6BLEKTUB U anekTpomexaHunyeckuin K-
uUnbTp, BbLIFOAHO OTAMYAKOT [aHHY MoAenb, MO3BONSAA €Wl COOTBETCTBOBAaTb BbICOKUM

Tpe6OBaHVIFIM, npeaobaBiiAaeéMblM K COBpEMEHHbIM CUCTEMaM BI/ID,GOHBGJ'II‘O[J,GHI/IFI.

Puc. 2.1
IP-kamepa BEWARD B1510DV nossonsieT npocMmatpmBaTtb BUAEO B pearibHOM BPEMEHU

Yyepes cTaHAapTHbINM BeG-6paysep.

Kamepa cnocobHa BbligaBaTb BuaeonoTok B dpopmatax H.264/MJPEG. dopmartr H.264
naeanbHO NOAXOAUT ANS NPUMEHEHMS B YCNOBUAX OrpaHMYEHHOM Nonockl nponyckaHus. lMpu ero
NCNONb30BaHUM AOCTUraeTCa HaUMEHbLUMA TpaduK U Xopollee KayecTBO M3obpaxkeHus. dopmat
MJPEG npegHa3sHayeH Ansi n(pocMoTpa 1 3anucu Buaeon3obpaxeHms B Hauny4dlwem KkayecTse, HO
TpebyeT BonbLUMX CETEBLIX PECYPCOB M MECTa Ha XEeCTKOM AUCKe (4ns 3anuch).

Kamepa B1510DV noakntovaeTcs K ceTu npu nomoLum nposoaHoro nHtepdenca 10BASE-
T/100BASE-TX n nmeet nogaepxky PoE.

Moppepxka kapT namsatn Tuna MicroSD nossonsieT caenatb cuctemy BuaeoHabnogeHus
elwle Gonee HageXHOW: BaxHas UHopmMauma He nponageT nNpwu noTepe CoeauHEHWs, B MOMHOM
obbeme oHa MoOXeT OblTb COXpaHeHa Ha kapTe namaTn. B panbHenwem, ee MOXHO Oyaet
BOCMNPOWN3BECTU KaK HEMOCPEACTBEHHO C KapTbl, TaK U yAaNeHHO Nnocne yCTPaHeHUs1 TEXHUYECKNX

npobriem ceTu.

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV



Be\UARD Tnasa 2. Obwue ceedenus

2.1. Oco6eHHocTHn IP-Bupeokamepbl BEWARD B1510DV

¢ BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKAHUPOBaHMEM

o [lo 25 kagpoB B cekyHay npu paspeweHnn 1280x960 nukcenen

o UK-nogceeTka ¢ ganbHocTbio paboTbl 4o 20 MeTpoB

e T[lognepxka kapT namsatu Tuna MicroSD/SDHC (go 32-x I6)

e [IpodeccuoHanbHoe NnporpammMHoe obecrnevyeHne B KOMMNIeKTe

e OpHOBpeMeHHOEe KoaMpoBaHue ABYX NOTOKOB B hopmaTax H.264 1 MJPEG

o Pexum «[deHb/Houb», anekTpomexaHndeckmin NK-counbTp

e PaclmnpeHHbI AMHaMUYECKUIA mManasoH ¢ undposorn obpaboTtkon curHana (DWDR)

o Llndposas cucrema wymonogaenenus (2DNR, 3DNR)

o BcTpoeHHbIn Be6-cepBep Ans HabnoaeHUs 1 HAaCTPONKN

e [logoepxka npotokona HTTPS c pexumamm pabotel «HTTP», «HTTPS&HTTP»,
«HTTPS»

e Bo3MOXHOCTb NpOCMOTPa 3anMcaHHbIX ParnoB C MOMOLLbIO BCTPOEHHOrO nreepa

e BcCTpoeHHbIN geTekTop ABMKEHUS

o Bbibop notoka (oCHOBHOW/anbTEpPHATUBHLIN) Npy 3anucy Bugeo Ha FTP

¢ Bbibop paspelueHus kagpos anst 3anucu Ha FTP, kapty namatn un no E-mail

o Co3gaHve o4yepenum npu yctaHoBreHHoW nepegade dannoe Ha FTP/E-mail, ecnu ceTb
BPEMEHHO HeJOCTYyMnHa.

e 3awumTa OT BHELLUHEro BO34ENCTBMA No cTaHaapTy IP66

e [lutaHue no kabento Ethernet (texHonornsa PoE)

o [lopoaepxka ONVIF

2.2. OCHOBHbIe XapaKTepPUCTUKH

e CaetodvyBCcTBUTENBLHBIN 3nemeHT: KMOI1 1/3” Sony Exmor ¢ nporpeccuBHbiM
CKaHMpOBaHVeM

e O6bektus: f2.8-12 mm (yron o63opa 90-29° no ropusoHTanum), F1.4

o YysctBuTEnbHOCTL: 0.008 nk (geHb) / 0.002 nk (Ho4b) / 0.001 nk (DSS@2 «/c) / 0 nk
(mpwn BKkN. K-nogceeTke)

e CkopocTb paboTbl 3atBopa: ot 1/2 ¢ go 1/8000 ¢

o PaspeleHune: 1280x960, 1280x720 — OCHOBHOM MOTOK;
960x720, 640x480, 480x360, 320x240, 960x540, 640x360, 480x268, 320x176 -
anbTepHaTUBHbIN MOTOK.

e OpHoBpemeHHoe koaupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e CKopoCTb KagpoB: A0 25 kagpoB B CeKyHAy Ansi BCEX pa3peLLeHnin

PykoBoacTBo no noakntoyeHuto IP-kamepsbl B1510DV



Be\'UARD Inasa 2. Obwue ceedenus

° BCTpOGHHbIVI MHOIO30HHbI OETEKTOp ABWXEHUA C peryﬂMpOBKOVI HyBCTBUTEJIbHOCTU

e [lo 10 ogHOBpPEMEHHbIX NOAKHYEHNI

e OTnpaBka kagpoB C BbIGOPOM paspeLleHust No ANEKTPoOHHOM noyTte, Ha FTP-cepsep u
KapTy namMsaTy NO pacnuCaHuio NEpPUOAMYECKM U MPU BO3HWKHOBEHUM TPEBOXHOMO
cobbITHSA.

e OTnpaBka BMAeO C BblbOpom noToka (OCHOBHOW/anbTepHaTMBHbLIN) Ha FTP-cepeep u
KapTy NamMsaTu NO pacnmcaHuio U NpU BO3HUKHOBEHUN TPEBOXHOIO COBbITUS.

e [lutaHue: DC 12 B +/-10% / PoE IEEE 802.3 af (Class 0): End-Span, Mid-Span

e Pabouas Temnepartypa: ot -45 go +50°C

o [lopgepxmnBaemble npotokonbl: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, DNS, UPnP, PPPoE (PAP,
CHAP), IGMP, ICMP

o [loppepxka oTpacneBoro ctaHgaptTa ONVIF 2.01

2.3. KoMmnnekT noctaBKku
e |P-Bngeokamepa C yCTaHOBMEHHbIM OOBLEKTUBOM M NOAKMOYEHHbIM Kabenem (nuTaHue
12 B, repMeTUYHbIN CETEBOW padbem, COPOC HacTpoek)

o KpenexHbln KOMNNeKT

BHUMAHUE!
BEWARD ocrtaBnseTr 3a cobov npaBO Ha W3MEHEHWE KomMnekTaumm obopyaoBaHus M ero nobbix

XapakTepucTuk 6e3 npeaBapuTenbHOrO yBeLOMIIEHNS.

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV n



Be\,UARD Inasa 3. Pazmepul u 0CHOBHbIE 2N1eMeHnbL YCMPOUCMEd

FnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBa
3.1. Pa3smepbl IP-kamepbl B1510DV

M 11

| -
I

$96,5
I

@n
------- 1D

Puc. 3.1
Paamepbl ykasaHbl B MUnnmeTpax.

3.2. OCHOBHbI€E 3N1eMeHTbI

BEC\VARD

Puc. 3.2

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV



Be\'UAnD Tasa 3. PC[S’ﬂ'lepbl U OCHOBHblE dJjleMeHNnibl yCMpOIZCI’I’l(?Cl

Ans pocTyna K BHYTpeHHUMM 4actam |IP-kamepsi BEWARD B1510DV  Heobxogumo

OTKPYTUTb KITHOYOM M3 KOMMJSIEKTa NOCTaBKM TPWU BUHTA C aHTUBaHA4anbHbIM wnivuom (Torx Tamper
Resistant) u cHATb Kynon kamepbl (CM. NYHKT 4.3).

O61bekTuB (1): BapudokanbHbIn 06bEKTMB 2.8-12 MM NpeaHasHaveH Ana NpoeunpoBaHns
ONTU4Yeckoro nsobpaxeHnsa Ha mMaTpuuy Buaeokamepbl. PerynupoBka yrra o63opa n ¢okycupoBka
ob6bekTMBa onucaHbl B NyHKTe 4.5.

MoBOPOTHLIN MexaHu3M (2): COBOKYNHOCTb MOABWXKHbLIX 3/1IEMEHTOB KaMepHOro Mogyrns,
obecneynBaloLMxX rMOKy0 perynmpoBKy HanpasneHus o63opa Kamepbl.

BuHTbl chukcauum (3): npegHasHaveHbl Ans pukcauum NnoBOPOTHOrO MexaHu3Mma nocrie
YCTaAHOBKM yrra HaknoHa obbekTnBa (CM. NyHKT 4.4).

UK-noaceeTtka (4): B TeMHOE BpeMsi CyTOK, MpM HEAOCTAaTOYHOM OCBELLEHHOCTU kamepa
nepexoaut B pexuMm «Houb» (4epHo-0enoe wn3obpakeHne) U akTUBUPYET MHAPaKPaCHYHO
NnoAcBeTKY, KOTopas No3BONSET BECTU BUAeOoHabnogeHne gaxe B nonHon temHoTe. MIK-nogceeTka
ABNSAETCSA anbTepHATMBHBLIM OCBELLEHMEM CTaHAAPTHbIM flamMnam, HO NMpu 3TOM Marno 3aMeTHa
OKpY>KatoLLnM.

HOatumk ocBewweHHocTn (5): hoToanemeHT, npedHasHa4YeHHbIn O aBTOMAaTUYECKOro
nepexoga kamepbl M3 pexmma «[eHb» B pexum «Houb» nm obpaTHO nNpu U3MEHEHWUM YPOBHS
BHELLHEro OCBeLeHus.

CTpaxoBOYHbLIN TPOCUK: MeTannMYeckun nneTeHbln TPOoC, MpeaHasHayYeHHbIn aAns
KpenneHusa Kyrnona Kamepbl K ee OCHOBaHWUIO U, TeEM CaMbIM, NPEeAOXPaHAOLWNA KyNon OT NageHns

BO BpeMd nyCKoHalnago4HbIX pa60T nnn 06CJ'Iy)KVIBaHI/I$I yCTaHOBJ'IeHHOIZ KaMepbl.

6 ) 8

Puc. 3.3
CeteBon pa3bem (6): pasbem Ethernet ans nogkniouveHnsa kamepbl kK cetn WHTepHer,
poyTepy unu KommyTaTopy npu nomowm ctaHgaptHoro 8P8C (RJ-45) wrekepa.
B komMnnekT noctaBkM BXOAUT Habop CanbHUKOB M YNIOTHEHWWA ONs repmeTusaumun

pasbema no ctaHgapty IP66.

PykoBoacTBo no noakntoyeHuto IP-kamepsbl B1510DV n



Be\UARD Inasa 3. Pazmepul u 0CHOBHbIE 2N1eMeHnbL YCMPOUCMEd

D,aHHaFI Modesib KaMepbl UMeEeT BO3MOXHOCTb MNMoAdadn nmtaHnAa 4epes Ethernet-pasbeM

(TexHonorus PoE).

Pa3bem nutaHus (7)2 npegHasHa4veH an4d nogadvu noCtoAHHOro nuTaroLero HanpAaxeHud

HoMuHanom 12 B +/-10%. MNMonapHOCTb NOAKOYEHMS: @'_G_G

BHUMAHMUE!
OpHoBpeMeHHas nojava NUTaHus ¢ UCTonNb3oBaHWeM TexHonornm PoE v pasbema nutanus sanpetyeHal

Mpn nogade nuTaHna Yepes pa3beM UCMOMb3YNTe TONbKO NCTOYHUKN, pekomeHaoBaHHble BEWARD!

C6poc HacTpoek (8): gaHHas KHomMka npegHasHayveHa ans cbpoca BCex HACTPOEK KaMephl
B 3aBOACKMe ycTaHoBKM. [Ina cbpoca HacTpoek HeobXxoAMMO B TeYeHue OeCATU CeKyHA HaxaTb
KHOMNKy cOpoca Tpu pasa C NpoMeXyTKkamn B OAHY 1 Bonee cekyHObl Mexay HaKaTUaMu.

Cnot kKapTbl namATW: npegHasHayeH [Ans YCTAHOBKM KapTbl nNamsatu  ¢popmata
MicroSD/SDHC (cm. n. 4.6). cnonb3ynte KapTy NamMaTu Ang 3anMcu BUOeo4aHHbIX, Kak B pexXume
TPEBOMM, TaK U B pPEXMME MOCTOSHHON 3anncu. Takke npegycMoTpeHa BO3MOXHOCTb pe3epBHOM

3anncu npu oTCyTCTBMN COeaNHEHNA C CEeTbIO.

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV n



Be\,UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume cBegeHus o nogknoyveHnu IP-kamepbl B1510DV k cetm

IP-kamepa B1510DV MoxeT noakntoyatbCcs K NoKanbHOW ceTu nubo cetn VIHTepHeT npwm
nomow nposogHoro coeaumHeHns (Ethernet). MogknioyeHne MOXET OCYLLEeCTBNATbCH Kak
Hanpamyto Kk TIK, Tak ©“ npu nomowm BcnomoraTeslbHOro ceTeBoro 0bopyaoBaHUSA
(MapwpyTtusatopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynspHbIM Cnocobom
noaknoyeHna K cetn MHTepHeT ABndeTca NoAknoveHne yepes BblaeneHHyto nuHuio Ethernet
(Puc. 4.1).

MapmpyTnsarop

Puc. 4.1
OCHOBHbIE Warn n pekoMeHgaumm no yCTtaHOBKE M HacTpOMKe KaMepbl OnucaHbl ganee B

AaHHoMm PykoBoacTse.
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4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CMNMCOK PeKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa BEWARD B1510DV npegHasHaveHa ans OCYLLECTBIIEHMS
BMOeoHabnogeHns ¢ npegenbHon TemnepaTtypon akennyatauum ot -45 go +50°C.

e W3beranTte nonagaHusa Ha Kamepy NpPsIMbIX COMHEYHbIX fy4yen B TedeHue OfUTerNbHOro
BPEMEHM, a TaKKe HaxoXAeHUA nobnmM3ocTn OTONUTENbHLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnoaeHuss npuvBenéT K MNOSBAEHMUIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

e W3beranTte 6nM30CTN C BOAOW UM UCTOYHUKAMM BNAXXHOCTW.

o |3berante ONM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMM MOLLHbBIX SMNEKTPOMArHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTM pasMeLleHUs yCTpolcTBa C YyyeToM noaBoda
coefvHUTENbHbIX Kabenewn.

e W3Gerante cnocoba kpenneHus kamepbl, OOMYCKalOLWEro 3HavuMTenbHyl BuMOpauumio.
[daHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTL AeTekTopa ABWKEHUS U 4YEeTKOCTb
n3o6paxkeHnsi B LIENOM.

e Kamepbl BuaeoHabnwogeHuss HeoOXoAMMO pasmellatb Tak, 4ToObl UCKNIOYMTL
crniyyarHoe wnu cneumanbHOe MNOBpPEeXAeHMe W M3MEHeHWe HanpasneHus ob3opa
Kamepbl.

e HanpaBnenne o63opa (30Ha BuAeoHabMAEHUSA) kamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMN.
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PekomeHgauuu no npoKnagke Kkabens Tuna Butas napa:

e B «kopmgopax xenatenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CnaboTouYHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM MO pasHbiM CTEHAM.

e [lonyckaeTca B OAHOM kaberb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3fEKTpUYeckme
kabenn B pasHbIX OTCEeKax WM CeKUuusx, WMEeKLWMX ChsowWwHble MpoAosibHbIE
neperopogkm € npenerioM OrHecToMkocTM He MeHee 0,25 4 u3 Hecropaemoro
Martepuana ToNnbko B paboumx 30Hax Ha paccTtosHuM He ©onee 15-T MeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpuyeckue n cnaboTtoyHble kabenu gonyckaeTcsa npoknagpiBaTe napannensHo Ha
paccTosiHum He meHee 50 MM gpyr OT gpyra B pasHbix kabenb-KaHanax unmn cekumsaix
kabenb-kaHanoB. Ecnu HanpspkeHHOCTb 3nekTpuyeckoro nons, obpasyouwierocss oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To He06X0OMMO YBENUUNTL PacCTOSIHNE
MEeXOy OneKTPU4EeCKUMM U CcriaboTouHbIMM  Kabensamm unuM  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

e BuTtonapHble M anekTpuyeckne kabenu OOMMKHbI NepecekaTbCA TOMbKO MOA MPsiMbIM
yrnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OMMKHbI NPOXOAMTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHblX flamn AHEBHOro ceeTa (JIIOMUMHECLEHTHbIX flamn) u
APYrnX BbICOKOBOSbTHbBIX YCTPONCTB, COAEPXaLLMX pa3psaHuKN.

e HeakpaHupoBaHHbIE BUTONApPHbIE Kabenu AoMmKHbI NPoKNaabiBaTbCHA Ha PacCTOSHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWUKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 06pasyroLmx
HaNPSYKEHHOCTb 3N1IEKTPMUYECKOro nosis cebille 3 B/m.

e PacnpepgenurenbHble YCTPOMUCTBA C 3a4eNaHHbIMN HE3KPAHMPOBAHHbIMU BUTONAPHbLIMMK
kabensmMy [OOMMKHbI pacnonaraTbCA Ha pacCTosiHUM He MeHee 3-X MEeTpoB OT
WUCTOYHMKOB CWIbHbIX 3MEKTPOMarHUTHbIX Nomex, 00pasyrowmx Hanps»KeHHOCTb
AMEKTPUYECKOro nomns cebille 3 B/m.

e [lpoknagka BUTOW nNapbl MeXAy TOYKaMWM MOAKMYEHNs OO0SPKHA NpPOM3BOAUTLCS
LenbiMn Kyckamu, NpyM 3TOM HarnpasfeHue Tpacchbl cnegyeT 3apaHee npogymaTtb Tak,
4YTOObI €€ NPOTSHKEHHOCTL OblNa Kak MOXXHO MEHbLLUE.

e  MuHumanbHbIN paguyc nsrmba ons kabensa — vyeTblpe gnameTpa kabensa (unm 1 gonm =
2,5 CM), HO CyLLIEeCTBYIOT pekomeHdauun pasmewiaTtb kabenb Takmm obpasom, 4Tobbl
obecneunBaTtb n3rmb pagmycom 2 gronma (5 caHTUMETPOB).

e MakcumanbHas onvHa cermeHTa gorkHa ObiTb He 6onee 100 meTpoB.
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4.3. MoHTax IP kamepsbl

Ons IP-kamepbl B1510DV cywecTByeT ABa OCHOBHbLIX MeTO4aA NOLKIHOYEHNS:
e [logkntoyeHne ¢ UCnonb3oBaHMEM UCTOYHUKA NuTaHma 12 B;
e [loagkntodeHue ¢ ncnonb3oBaHmem TexHonorum PoE.

Kaxabii meTog nogpobHO paccMOTpEH Aanee B HacTosilem PykoBoacTee.

BHUMAHUE!

VMicnonb3oBaHne METOAOB MNOAKMYEHNS, npu KOTOPbIX Yepel3 repmMeTndHoe coednHeHne KamMepbl

npoxoaut 6Gonee ogHoro kabens, nNuMbo auameTp kKabensi oTnMYaeTcs OT cTaHgapTHoro (5 mm), —
SAMPELEHO!

4.3.1. MoHTax IP-kamepbl Npu ncnosib3o0BaHUM UCTOYHMKA NuTaHuA 12 B.

[aHHbIN MeTon NpUMEHSAeTCs B crny4vae, ecnv nogaya nutaHusa nocpeacTBOM TEXHOMOormm
PoE HeBo3moxHa. Npu aTom ans nogkntoveHus |IP-kamepbl K ICTOYHMKY MOCTOSIHHOIO Toka 12 B u
K NOKanbHOW CeTu Ucnonb3yeTcs kabernb 13 KoMNeKkTa NoCcTaBKu.

BelinonHuTe cneayowme oencTBus:

War 1: pacnakyinte IP-kamepy.

Lar 2: oTKpyTUTE KIHOYOM M3 KOMMIEKTa NOCTaBkvM TPU BUHTA C aHTMBaH4ANbHbIM LUINLOM
N cHUMKUTE Kynon kamepsl (Puc. 4.2).

BeLUARD

Puc. 4.2

LWar 3: oTkpyTTE 3 KPYMHBIX BUHTA C KPECTOBBIM LUITULIOM W U3BMEKUTE MOAYITb KaMepbl U3
ocHoBaHnus (Puc. 4.3).
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Puc. 4.3
War 4: c y4eTOM NoJ1oXKeHUA kabens HameTbTe Ha NOBEPXHOCTU CTEeHbI/NOTONKa MecTa nog
D,I‘O66J'II/1 Ona KpenneHna Kamepbl No OTBEepCTUAM B OCHOBaHUN, nn6o no HYepTexXy pacnosioxXeHus

otBepcTun (Puc. 4.4).

LWar 5: npocBepnnTe OTBEPCTUSA U BCTaBbTE NNacTUKOBbIE At0benn. 3akpenute OCHOBaHUe
Kamepbl NP1 MOMOLLN BUHTOB M3 KPEMNEXHOro KoMMnekTa.
LWar 6: Bbibepute cnocob nogsoga kabens. Mo ymonyaHuio kamepa yKOMMnekToBaHa ons

CKpbITON nogsoaku kabens (Puc. 4.5).

Puc. 4.5
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Ecnu Yy Bac HeT BO3MOXHOCTM WCMNONbL30BaTb CKpbITYIO noaBOAKY kabensi, To Bam

HeobXxoaUMO OTKMIOYMTL €ro OT MHTepdencHOM nnaTbl Kamepbl (CM. MyHKT 4.3.2), OTKPYTUTb
MeTannmyeckyto nNpobky Ha GOKOBOM MOBEPXHOCTM OCHOBAHWUS U MOLKMIOYUTL Kabenb obpaTHo,

nNponycTuB ero Yepes nonydeHHoe oteepctue (Puc. 4.6).

Puc. 4.6
LWar 7: nomectute Moaynb Kamepbl B OCHOBaHME Tak, YTobbl kabenb okasarcsa HanpoTuB
OTBEpCTUS ANsi BBOAA NPOBOAOB. 3akpenuTe Mogyrb Kamepbl B OCHOBaHUM MPU NOMOLLM TpexX

BMHTOB C KpecToBbIM Lwnunuom (Puc. 4.7).

Puc. 4.7

BHUMAHUE!
Pacnonoxunte kaGenb B MPOCTPAHCTBE OCHOBAHUSA TakuM 00pasom, 4Tobbl HE OOMnyCTUTb

nepexaTus kabens BHYTPEHHUMW BbICTYMAOLMMU YacTSAMW, TakMMU Kak NPUnMB MNpobku u

BbICTYN Kabernb-kaHana.

LWar 8: otperynupyinTte HanpaeneHne ob3opa kamepsbl. [NogpobHo gaHHasa npoueaypa
onucaHa B nyHkTe 4.4.

LWar 9: HacTponTe yron ob3opa u okyc kamepsbl. NMNogpobHO gaHHas npouenypa onvcaHa
B NyHKTE 4.5.

Lar 10: npoBepbTE NPaBUSIbLHOCTL pasMeLLEHNSA YNIOTHUTENBHOMO Konbua (Puc. 4.8).
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Puc. 4.8
LWar 11: ycTaHOBUTE 3aLLMTHLIN KYNOS KaMepbl U 3aKkpenuTe ero npyv NOMOLLM TPeEX BUHTOB

C aHTuBaHAarnbHbIM Wwnvuom (Puc. 4.9).

Puc. 4.9

War 12: nomectute coedVHUTENbHYIO YacTb NPoOBOAA B HeOOCTYNHOe AnA nonagaHuns
BMarm MecTo Uiy B MOHTaXHYH0 KOPOBKY CO CTEeMNeHbIo 3alUnThbl OT BHELWHEN cpefbl He meHee |P54
(cTeneHb 3awWnTbl 3aBUCUMT OT MecTa pasmelleHus), Hanpumep — TYCO 67051 ¢ pasmepamu
120x80x50 mMm.

BHUMAHUE!

MoHTaxHas kopobka HE BXOOWT B KOMNMEKT NOCTaBKM Kamepbl U NpuobpeTaeTcs OTAENbHO.
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NMPUMEYAHUE!

I'Ip|/| yCTaHOBKe KaMepbl B MecCTax NOBbLILLEHHOW BMNAXXHOCTWU CanbHUK OOIMKEH OblTb OOMNOMHUTENBHO

3arepmeTu3NpoBaH repmMmeTrkaMu ¢ BbICOKOW CTeneHblo aare3un Kk matepmanam kabens (MBX) n canbHuka
(pesuHa). Kpome TOro, npu MCnosb30BaHMM MOHTaXXHOW KOPOOKM, MecTa BBOAa kaberen Takke OOIDKHbI
ObITb HAAEXHO 3arepMeTU3NpPOBaHbl FepMeTMKaMM C BbICOKOW CTEMEHbIO aare3nn K Matepuanam kabens un

KOpOOKu.

War 13: nogkniounte ceteBon pasbem |IP-kamepbl Kk KOMMyTaTopy/MapLupyTM3aTopy,
pasbeM NUTaHUs — K GrOKYy MMTaHMs NOCTOSIHHOIrO Toka HanpshkeHnem 12 B. Bo um3bexaHue

NosIOMKM 060pya0BaHUSA NCNONb3YNTE KOMMMEKTyoWme, pekomeHgosaHHble BEWARD.

4.3.2. MoHTax IP-kamepbl npu ncnonb3oBaHun TexHonorum PoE.

IP-kamepa BEWARD B1510DV nmeeT BO3MOXHOCTb Mogayu nNuTaHusa no kabento Butasi
napa OgHOBPEMEHHO C nepegaven gaHHbIX (TexHornorust PoE). [laHHaa TeXHONornsa npMMeHsieTca
B IP-tenedoHnn, ana touek goctyna 6ecnpoBoaHbIX ceTen, |IP-kamep, ceTeBbIX KOHLEHTPaATOPOB
W Opyrnx YCTPOWCTB, K KOTOPbIM HexenaTenbHO WM HEBO3MOXHO MPOBECTU OTAEeNbHbIN
nuTatowmin kabensb.

Mpn gaHHOM cnocobe NoaknYeHnss BMecTo Kabens 3 KomnmekTa nocTaBkmn UCMOob3yeTcs
kabenb TMna BuTas napa (B KOMMIEKT MOCTaBKM HE BXOAUT), KOTOPbIM HY)XHO COE€AMHUTb
NHTEPdENCHYIO NnaTy kamepbl C KOMMYTaTtopoMm, nogaepXuBawwmum TexHonornio PoE, nubo ¢
PoE-uHxekTopoM. BeinonHuTte cnegyoLlime encTeus:

War 1: pacnakynte IP-kamepy.

Lar 2: oTkpyTUTE KNHYOM M3 KOMMIEKTA NOCTaBKM TPU BMHTA C aHTUBaHAANbHbIM LUSANLOM

1 cHUMUTE Kynon kamepsl (Puc. 4.10).

geWARD

Puc. 4.10
LWar 3: oTkpyTUTEe 3 KPYMNHbLIX BUHTA C KPECTOBLIM LUMLIOM U U3BNEKUTE MOLYIb Kamepbl 13

ocHoBaHus (Puc. 4.11).
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Puc. 4.11
LWar 4: Bbibepute cnocob nogsoaa kabens. o ymonyaHuio kamepa yKoMnfekToBaHa ans

CKkpblTON nogeoaku kabens (Puc. 4.12).

Puc. 4.12
Ecnn y Bac HeT BO3MOXHOCTM MCMOMb30BaTb CKPbITYD MOABOAKY kabens, nepecraBbTe
MeTannuyeckyto Nnpobky ¢ GOKOBOM NOBEPXHOCTM OCHOBAHWUA B LIEHTP M NponycTuTe kabenb vyepes

nony4yeHHoe 6okoBoe oTBepcTue (Puc. 4.13).

Puc. 4.13

LWar 5: c yueToM nonoxeHusi kabens HaMeTbTe Ha MOBEPXHOCTH CTEHbI/MOTOsKa MecTa noa
arbenu ansa KpenneHus kaMmepbl Mo OTBEPCTUAM B OCHOBaHUW, NGO MO YepTexy pacronoxeHus

oTtBepcTui (Puc. 4.14).

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV



Be\,UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

Puc. 4.14
Lar 6: npoceBepnuTe 0TBEPCTMS M BCTaBbTe nnactukoBble awbenu. Mponyctute kabenb B

OTBEPCTME U 3aKpenuTe OCHOBaHue |P-kamepbl Npy NOMOLLM BUHTOB 13 komnriekTa (Puc. 4.15).

Puc. 4.15
War 7: ocnabbte 3 ManbiXx BMHTA C KPECTOBbIM LWNLOM M MOBEPHUTE MOBOPOTHLIN
MEXaHU3M OTHOCUTENbHO MeTanfIM4yeckon YyacTu Moayns Kamepbl NPOTMB 4acoBOW CTpenku (Ha
HebonbLIOW yron) Ao CoBNaaeHus BbICTYNOB NOBOPOTHOrO MeXaHnM3ma C npope3siMm B OCHOBaHWU
(Puc. 4.16).

Puc. 4.16
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War 8: ocTtopoxHo, 6e3 ycunum — 4YTOObl WUCKMHOYUTL BO3MOXHOCTb MOBPEXAEHUS

coeanHUTENbHbIX NPOBOAHUKOB — OoTAeNInTe I'IOBOpOTHbII;I MeXaHNU3M OT OCHOBaHUA KaMepbl (PUC.
4.17).

1.  KpenexHas ckoba

2. CanbHuk

3.  Cnot kapTbl namatn

4. WHTeppencHaa nnaTta
Puc. 4.17

War 9: oTknounMTe KOMMYTaAUMOHHBLIA Kabenb OT WHTepdencHoW nnaTtbl, OTKPyTUTE

KpenexHyto ckoby n nseneknte kabenb 13 canbHuka (Puc. 4.17, 4.18).

Puc. 4.18

BHUMAHUE!

Ey,El,bTe OCTOPOXXHbI MpU n3BNe4YeHnn kabensi! Pazbembl Ha ero KoHue MOTyT NOoBpeanTb CallbHUK.

War 10: nponyctute kabenb TunNa BUMTas napa 4yepe3 OTBEPCTUE CarbHWKa, MOMeCTUTe
MeTanIMYeCcKyto YacTb MOAYMsl Kamepbl B OCHOBaHWE U 3adhUKCUPYUTE MPY MOMOLLN TPEX KPYMHbIX

BUHTOB.

BHAMAHMUE!
Pacnonoxute kabenb B NPOCTPaHCTBE OCHOBaHWS Takum oOpasom, 4Tobbl He [OonyCTUTb
nepexartus kabenss BHYTPEHHUMM BbICTYNAWLWUMK YaCTAMKU, TakMMWU Kak NpUvMeB npobku wu

BbICTYN Kabenb-kaHana.

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV



Be\’UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

War 11: oboxmuTe kabenb Tuna BuTasl napa, NOAKMIYMTE K MHTepdencHoW nnate wn

3adnKCUpynTE NPU NOMOLLM KpenexxHon ckobbl (Puc. 4.19).

Puc. 4.19
NMPUMEYAHUE!

Mpn HeobxogmmocTn Bbl moxeTe camoctoaTenbHo ycTtaHoBuTb 8P8C (RJ-45) wrekep Ha kabenb,

NCnonb3ys KpUMnep (CM. NyHKT 4.7).

BHUMAHUE!
MoakntoyeHne kamepbl Mo TexHonornn PoE yepes pasbem Ha nHTepdencHon nnate He byaeT pabotatb

KOPPEKTHO, ECNN NPY 3TOM He OTKITHOYEH KOMMYTaLMOHHBIN kabenb (Lar 9).

War 12: yctaHOBMTE MOBOPOTHbLIA MEXaHM3M B OCHOBaHME KaMepbl U NMOBEPHUTE €ro no
YacoBOW CTpenke Tak, 4Tobbl 3 ManbIX BUHTA MPW BKPYyYMBaHWW Monanu B Mpopesn BbICTYMNOB

NMOBOPOTHOro MexaHmama. 3akpytute BuHThI (Puc. 4.20).

Puc. 4.20

War 13: oTtperynupynte HanpaeneHue ob3opa kamepbl. MogpobHO AaHHas npouenypa
onucaHa B nNyHkTe 4.4.

LWar 14: HacTpownTe yron o63opa n chokyc kamepsbl. [logpobHO AaHHas npoueaypa onvcaHa
B MyHKTe 4.5.

LWar 15: npoBepbTe NPaBWbHOCTb pasMeLLeHNs YNNOTHUTENBHOrO Konbua (Puc. 4.21).
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Puc. 4.21
LWar 16: yctaHOBUTE 3aLLMTHLIN KYNos KaMepbl U 3aKkpenuTe ero npyv NOMOLLM TPeEX BUHTOB

C aHTuBaHAarnbHbIM Wwnuuom (Puc. 4.22).

Puc. 4.22

NMPUMEYAHMUE!
Mpu pasmelleHnM B MecTax NOBLILEHHON BaXHOCTW, CanbHWK Kamepbl AOfmKeH OblTb AONOAHMTENBHO
3arepMeTu3MpoBaH repMeTrkamMmun C BbICOKOW CTeneHbio agresvmmn Kk maTepuany kabens (MNBX) u canbHuka

(pesuHa).

War 17: nogkntounte IP-kamepy k KommyTaTopy/mapLupyTmusaTopy 4Yepe3 PoE nHxekrop,

nNnBo HanNpPsAMY K KOMMYTaTOpy C NOAAEPXKKON TexHonornn PoE.
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4.4. PerynupoBKa HanpaBneHus o63opa IP-kamepbl

KoHcTpykums IP-kamepbl B1510DV gonyckaeT perynmpoBKy HanpasreHus o63opa B 0YeHb
LWMpPOKMX Npegenax. Bol MmoxeTe MeHATb HanpasneHve o63opa, UCNonb3ysa TpU cTeneHn csoboapl
NMOBOPOTHOro MexaHu3ama. [na goctyna K NOBOPOTHOMY MexaHu3My obpaTuTecCh K wary 2 nyHkra
4.3.1, nocrne 4ero BbINOMHUTE cnegytoLlee:

War 1: gnga perynupoBkM yrna HakrnoHa obbektuea ocrnabbTte BUHTHI dounkcaumm 1, 2 (Puc.

4.23), HaKNOHUTE NOBOPOTHbLIN MEXaHU3M KaMepbl Ha HYXXHbIV Yron U 3aTAHUTE BUHTbI.

B€\VARD

Puc. 4.23
War 2: yaepxmBad NoBOPOTHbIA MeXaHM3M 3a CTOMKM BMHTOB (OUKCALMMK yrra HakmoHa
(Puc. 4.23), noBepHUTE €ro Ha HYXXHbIA Yrofl B rOPU3OHTANbHOWM MIOCKOCTU BpaLUEeHUsT (HUKHASA
cTpernka). B npouecce perynmpoBku JOMKHbI ObiTb CMbILHbBI NErkue LWenyKu.
War 3: yaepxusasa NOBOPOTHbLIN MEXaHU3M 3a 3alUMTHbIN KOXYX NK-noacBeTkun, noBepHUTE
€r0 Ha HYXHbI Yron BOKPYr OCu Bu3aupoBaHust obbektmBa (Puc. 4.23, BepxHsas cTpenka). B

npouecce perynmpoBkn OOJKHbI ObITb CNbILUHBI NErKMe LEeNYKun.

BHUMAHUE!
BpalLieHre NoBOpOTHOrO MexaHuama 6onee, Yyem Ha 360° — SAMPELLEHO! 3to moxeT npuBecTy Kk

noBpexgeHn nNpoBoAHNKOB, COeAUNHALLINX I'IOBOpOTHbI|7I MeXxaHU3M un I/IHTep(peIZCHyI-O nnary.
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4.5. PerynupoBka yrna o63opa u ¢pokycupoBka o6beKTuBa

Mocne ycTaHoOBKM HanpaBneHuss ob3opa kamepbl Bbl Takke MoxeTe HacTpOUTb yron

0630pa 1 hokyc Kamepbl NPy MOMOLLN PETYNIMPOBOYHbLIX BUHTOB (Puc. 4.24).

(NET:

Puc. 4.24

War 1: yctaHoBuTe pasmep 30HbI BuAeOHaAbnageHus nyTem M3MeHeHus yrna ob3opa
kamepbl. Ona perynupoBkn ocnabbte BUHT 2 (Puc. 4.24) n noBopayvMBanTe €ro B HY>XHOM
HanpaBneHuu.

Mpn nosopote B HanpaeneHun W, yron o63opa kamepbl OydeTr yBenuumBaTbCs, a
n3obpaxeHne Ha 3KpaHe MOHUTOPAa — KOTAANATLCSY.

Mpn nosopote B HanpaeneHun T, yron o63opa kamepbl OydeT yMmeHblaTbCs, a
n3obpaxkeHne Ha aKpaHe MOHUTOpA — «NPUBAXKATLCS».

3apaB Tpebyemylo BenuuuMHy yrna o030pa, 3aKpyTUTE PEeryriMpoBOYHbLIA BWHT, 4TOObI
HacTponka He comnace.

LWar 2: cchokycupyrite kamepy ANna NosyvyeHns MakCumManbHOW AeTanu3auumn n3odpaxeHus.
Ona perynupoBkn ocnabbte BUHT 1 1M noBopayuBanTe ero, noka He gobbeTecb Heobxoammon

POKYCUPOBKIN. 3aKpyTUTE PErYNMPOBOYHBLIA BUHT, YTOObI HACTpoOWKa He comnace.
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4.6. YctaHoBKa / usBne4vyeHue KapTbl naMAaTn

[ns 3anncu nHpopmauumn B pexmumax Tpesorn n NoctTosiHHon 3anucu IP-kamepa BEWARD
B1510DV ucnonb3yeT kapTbl namsatu oopmata MicroSD/SDHC. Kpome Toro, npegycmoTpeHa
BO3MOXHOCTb aBTOMaTU4eCKON pe3epBHON 3anncu Ha KapTy naMaTu B criydae notepu
COeIMHEHNS C CeTblo.

[nsa ycTaHOBKM MNn N3BReYeHns KapTbl NaMsaTU BbINONIHUTE CreayoLme waru:

LWar 1: oTknio4MTe NUTaHMe Kamepbl, CHUMUTE 3aLLUTHbBIA KOXYX U MOBOPOTHbLIA MEXAHU3M,
BbIMNOMHMB waru 2, 7, 8 nyHkta 4.3.2.

War 2: yctaHoBute (n3eneknte) kapty namstn MicroSD/SDHC o6vemom go 32 6 B cnor,
OTMeueHHbIn undpon 3 Ha PucyHke 4.12. [Ina 3Toro passBepHUTE KapTy KOHTAKTaMu K CroTy U K
NOBEPXHOCTM MHTEPEENCHON NNaThl U BCTaBbTE B CIOT A0 LUEenyKa.

[nsa n3eneveHns KapTbl NAMSATU HAXXMUTE Ha ee TopeL, A0 Lenyka — NPYXXMHHbIN MeXaHN3M
BbITONKHET KapTy U3 crnoTa.

LWar 3: cobepute n nogkniovnTe Kamepy, BolinonHue warn 12, 13, 14, 15, 16, 17 nyHkTa
4.3.2.
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4.7. NMpoBoaHoOe NnoAKno4YeHUe Kamepbl K ceTu

Mcnonb3ysa coeanHuTenbHbld kabenb ¢ pasbemMom RJ-45, nogkntounmte |IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdency maplipytusatopa).

B cnyyae HeobxoaMmmocTn coeauHUTENbHbIM Kabenb MOXHO NpvobpecTn OTAEeNbHO unu,
npy HanM4YnM HeobXxoAMMbIX MaTeprarnos, MHCTPYMEHTOB U OMbiTa, N3rOTOBUTbL CAMOCTOATENBHO.

BapuaHT «npamoro» kabena (UTP kaTteropumu 5e) ¢ pasbemom RJ-45

C ogHoOro KoHua C apyroro KoHua
1: Beno-opaHXeBbiN 1: Beno-opaHxeBbii
1 8 2: OpaHxeBbli 1 @ 2: OpaHxeBbli
(T 3: Beno-3enéHbin LT 3: Beno-3eneHsbiit
CHIASY: 4: CvHuin CHIASY. 4: CuHui
5: beno-cnHnin 5: berno-cnHun
CMEPEAM: % 6: 3enéHbin CTEFEM: % 6: 3enéHbin
18 7: Beno-Kopu4HeBHbIil 18 7: Beno-Kopu4HeBbIi
8: KopnyHeBeblii 8: KopnyHeBblii

[na n3rotoBneHus «npsmoro» kabens Heobxoammebl: kabenb UTP (BuTas napa kateropum
5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMKYEHUss nap (ykasaHHOM B Tabnuue) obecneuymBaroTcst
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENMYMHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus
curHana, a crnefoBaTtenbHO M 3asiBfieHHas CKOPOCTb nepedayn aanHbix 100 Méut/c.

[nsa noaknoyeHnst kamepbl NPy UCNoMb30BaHUM 060pyA0BaHMSA C NOAAEPKKON TEXHONOMNN
PoE poctaTouHO TOMBbKO NOOKNHOYUTE Kamepy Mpyv noMmowm kabena BuTas napa, nNpu 9ToOM
NCNoNb30BaTb AONOMHUTENbHbBIA UCTOYHUK MUTAHUSA HE HYXHO.

Ecnn Bbl He nmeeTe obopyaoBaHus ¢ noggepXkon TexHonoruu PoE, nogkniouute IP-

Kamepy K UCTOYHUKY nuTaHusa 12 B, pekomeHgoBaHHoMy BEWARD.
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MnaBsa 5. HacTpoika npoBogHOro coeauHeHUs

Ons Toro 4tobbl IP-kamepa B1510DV paGotana B Bawewn nokanbHOW CETU COBMECTHO C
ApyrMM 06opyaoBaHWEM, HEOOXOAMMO BbINOMHWUTL €€ MOAKIIYEHNE B COOTBETCTBUM C TEKYLUMMU

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XO/J,I/IMO onpeaenntb 3TN HaCTDOIZKVI.

NMPUMEYAHME!
OnuncaHne yCTaHOBKM M HaCTPOWKU COeAMHEHUs BbiMofHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHusi HEKOTOPbIX MYHKTOB MEHI0 U OYHKLMI MOryT ObITh Apyrumu B Bawwen Bepcun Windows, ogHako

anropuTM NpuBeAeHHbIX OEVWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNbHOW CeTU

B cny4ae nogkntoyeHnsa no kabento Ethernet Heobxoanmo onpeaennTb TeKyLiMe HaCTPOMKK
NPOBOAHON CeTH.

,D,J'IFI AocCTyna K Tekyum HaCTpOVIKaM ﬂpOBOD,HOVI roKaribHOM ceTn VICI'IOJ'Ib3yI7ITe KOMMNbHOTEP,

NOAKMIOYEHHBIN K 3Ton ceTu. Haxxmute lyck — MaHnenb ynpaeneHus (Puc. 5.1).

f
le Internet Explorer

a Skype BEWARD
|| Microsoft Office Bxcel 2007 o=

Wzobpaxenna

-,
,_JJ Bnokrot

Myzbika
E DVR Server

Wrper
BRSController

KomnetoTep
BEWARD IP Visor

TManens ynpasnexing
BEWARD Player

YcTpoiicTsa u npuHTEpSI

L1t CywBen
=

Mporpamms No ymonuaHnio

Cry#6bl KOMNOHEHTDE
Cnpaska W NoafepkKa

Bce nporpammel

| Halimu npozpanmmst u gaiinet Fel | | I M:pmeﬂm: n.: (3

Puc. 5.1
B oTkpbIBLIEMCA OMANOroBoM OKHe Bbibepute nyHKT [[IpocMoTp cocToAHMA ceTu 1 3aaad] B

pasgene [CeTb n UHTepHeT] (Puc. 5.2).
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(1Y)

Cuctema v 6e30NacHOCTb
MpoBepka COCTOAHMA KOMNLIOTEPE
APXMBMPOBEHME A3HHBIX KOMNEBHOTEDS
Mownck u ncnpaeneque npoBnem

Ceth M HTepHeT

[E3 » Manens ynpasnenna »

HacTpoiika napameTpos komnbioTepa

D )

Mpocmotp: Kateropua ™

YueTHble 3anNWcK NOAL30BaTENER M

CeEMEWH...
'@' JoBaBneHne W yAaneHNe YHETHbIX 3anncei
none30BaTenei

'@' ¥CTaHOBKE POAWTENECKOMD KOHTPOMA ANA BOEX
nonL30BaTenei

[1 OCMOTD COCTOAHWA CETH W 33434 I

BuiGop napaMeTpoe AomMaluHed rpynnel u obwero
ADCTYNA K 43HHEIM

ObopyaosaHue M 38YK

OdopmneHne n nepcoHanvsaLmna
Mzmerenne Temel

WMzmenenne dona pabouero crona
Hactpoiika paspewenna skpaqa

MpocmoTp yCTpocTe M NPUHTERCE

[JoBaenenune ycrpoiictea

Mporpammel

¥aanenne nporpammel

Yackl, A3LIK W PETWOH

CreHa packnagru KNasmaTtypel Wan Apyrix
cnocoBoe BEOAE

WMzmenenmne asbika MHTEpdEeiica

CneunancHble BO3MOXHOCTH

P Ay pol
OnTumMmnsauma M306pakeHna Ha 3KpaHe

Windows nap

Puc. 5.2

B oTkpbiBLlEMCS AnanoroBom okHe HaxmuTe [[logknioyeHue no nokanbHou cetu] (Puc.

5.3).

GU

Manens ynpaeneqma -
ACMALUIHARA CTpaHuua

Wzmenenne napamerpes
apanTepa

WzmennTs goncaHuTensHele
napameTpel obLiEre AocTyna

Cr, Takoke
Bpanamay3p Windows
Jomainas rpynna

CeoicTea oBo3pesatenn

NMPUMEYAHUE!

MpocMOTP OCHOBHLIX CBEASHWIA O CETH W HACTPORKA MOAKNHOUYEHWA

A @
BEWARD WMhTephrer
(3T0T KoMNEHOTER)

MpocvoTp nonHei KapTel
e,
Heckoneko ceteit

MpocmoTp aKTMBHBIX CETER MogknroMeHne Wn OTKNONEHNE

Cems 4
OBLecTEEHHEA CETE

Tun gocTyna: WHTepHer

Mogrnrouenns:

M3mEHEHNE CETEBBIX NaPaMETPOE

@ Hacrpoiika HoBorO NOgKNFOHEHMA MAKW CETH

Hactpoiika BecnpesogHore, LUMPOKONOACCHOTD, MOgeMHoro, npamoro wan YPN-nogknoderna
WM 3KE HACTPORKA MapLUpPYTUIaTePa WK TOUKKM A0CTYNE.

MogkntounTeca K cetn

S

Mogrntoderne MK NOBTOpHOE NOAKNIOHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY C WK MoK K VPN,

Brifop aomaluHeR rpynnsl v napamMeTpos cbwero goctyna

fOoctyn k daiinam u NpUHTEPaM, PACNONCKEHHEIM H3 APYrUX CETEBBIX KOMMEHOTEPAX, MK
W3MEHEHWE NaPaMETPOE oBLLErD AOCTyna.

y{_‘l’pEHEHME HENON3joK
Adnardectuka u WCNPaBneHNE CETEEDIX I'IpOﬁJ'IEM WKW NONYYEHWE CEEAEHNIA 0f WCNPaBneHHN.

Puc. 5.3

I'Ip|/| HanM4mMm HECKOJTbKNX NOLKITHOHYEHWI BblﬁepI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

B oTkpbiBLIEMCSA OKHE HaxmMuTe kHorky [CBoncTBa] (Puc. 5.4).

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV
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@ Cocroanue - [OAKAOYEHWE MO ACKANLHOA CETH g

Ofwme

MNoaknio-erme
IPv4noarmoHeHre: WHTEpHET

IPYE-TOAKMHOHEHWE ! Bes aocTyna K MHTEpHETY

CocTosHue cpeasi: MofKMIOYEHD

AnuTensHoCTL: 04:47:33
CKOpOCTE:! 100.0 MéuTfc

AKTMBHOCTE
OTnpasneHo —— L! = [puHATO

o
Baitt: 79188 140 | 805 509 770

[ @Csoﬁnﬁa ][@OTKJ‘IDHMTD] [,ﬂnarnocrma ]

Puc. 5.4
B nOwanoroBoM OKkHe CBOWCTB CETEBOro MNOAKNIOYEHUS Heobxoanmmo BbiGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHomnky [CBoncTBa] (Puc. 5.5).

@ MogkA4yeHne NoO ACKAABHOW CETW - CECICTEa g

Cem | Oocmyn

[MNoaKnioyeHne uepes:
LF Realtek RTLE139/810« Family Fast Ethemet cetesoit am:

OTMeueHHbIE KOMNOHEH T MCMONbSYIOTCH STAM MOAKNYEHHEM:

Bl Kaspersky Arti-Virus NDIS & Fiter -
=2} Q Mnarmposiwmk naxkeTos QoS
v gc.nyxﬁa OOCTYNA K Dafnam n I'IDMHTE‘DEM ceTel Micr—

-. e I'Ichchn MHTEpHEEI BEpCA -HTCF' |F'v4l .

vl o] EnEB{J B/B TONONOra K3HaneHoro yposHA L
2 OTBETWK 0GHADYKEHUA TONONOTHK KHANEHOMO YPOE ™
[l i | [

YetaHosuTe Yaanuts | CeoitcTBa I

Orcanmne
Mpotokon TCPAP - cTanaapT™eIR npoTokon rnodansHex
ceTell, 0BeCNeYMBaInLLIWA CEASE MEXY PASINUHEIMA
B3EMMOLEACTEYIOWMMIA CETAMK.

Puc. 5.5
OTKpoeTcss OKHO, B KOTOpPOM oOTOoOpaxaeTca WHgopMaumss O HacTpoMkax CeTeBOro
nogknoyeHuns. BoamoxHbl ABa BapuaHTa HacTponkn IP-agpeca ceteBoro nogkntoveHmsa Bawero MK:
1. NMonyuntb IP-agppec aBTOMaTMuyecku: IP-agpec HasHavaeTcs asTomatTuyeckn DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawemy [1K BblgaeTca aBTomatMyecku, Torga Ans

onpefeneHns napameTpos JloKanbHoOW ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV
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Ceoiictea: Mpotokon WktepHeTa sepeun 4 (TCP/IPv4) léu

Ofime AnbTEpHATHBHEA KoHHrypaLma |

MapareTpel IP MOTYT HE3HAYATHCA AETOMATHHECKM, £CTM CETh
MOAAEPHWBAET 3TY BOSMOMHOCTD, B MPOTMBHONM Cy4ae NapaMeTpel
IP MOXHO NONYYMTE ¥ CETES0MD AAMMHMCTPATOPAE.

Mony-wTe IP-aapec asToMaTIHEDH I

() McnonesoBaTe cneayrowmil IP-anpec:
IP-aapec:
Macka noaceTh;

OICHOBHOA LMK

| (@) Mony4uTe aapec DNS-CEPEEDa ABTOMATHHECKN I

{71 McnonbsosaTe cneayiowWe agpeca DNS-cepsepos:

MpeanosrTaemeir DHI-cepeep:

ANETEPHATHEHEIA DMS-repEepn:

MoATESPAMTE NaPaMETPE! NPH BalX0dE LoNoAHUTENbHD. ..

Puc. 5.6
2. Ucnonb3oBaTtb cneaywwmun IP-agpec: |IP-agpec 3agaetca nonb3oBaTeneM BpPY4YHYHO
(Puc. 5.7):

e
Ceoiictea: MpoTokon WHteprera sepcum 4 (TCP/1Pvd) - Iéu

Ofwme

MapaMeTphl IP MOryT HA3HEHATHCA SETOMATMHECKM, ECTW CETh
NOLAEPHMESET STY BOIMONKHOCTL, B MPOTHEHOM CNy4ae NapaMeTpsl
IP MOMKHO MOMYUMTS Y CETEBOMD 3AMAHWCTPATOPE.

() MonyuuTs IP-a0pec aBTOMATUHEKM

@ Nnonb30BaTe CReAYIoWMA IP-aapec: I

IP-agpec: 192 .168 . 0 .
Macka nogceti: 255 . 255 . 255 .

OCHOBHOM WIHO3: 192.168. 0 .

MNony4uTe anpec DNS-Cepsepa aBTOMaTHHEKH

@ Mnonb308aTe Ceayiowve anpeca DNS-Cepsepos:|
Mpeano4MTaemsIil DNS-Cepeep: 192.168. 0 . 1

ANbTEpHATHEHGIA DNS-CepBep:

—
[FNoaTeepauTs napaneTps npu Bsixone

Puc. 5.7
3anuwunte, nubo 3anomHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTepa, TO MOCfe HacTPOMKM Kamepbl Gyaet
HEBO3MOXHO BEPHYTb MX B MepBOHa4YarnibHoe COCTOAHME At BOCCTAHOBIIEHUS NMOAKIIOYEHUS K NIOKanbHON

ceTu n/wnu cetn VIHTepHer.
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Inasa 5. Hacmpotika nposo0Ho20 coedunerus

NMPUMEYAHMUE!
HaHHbin NyHKT PykoBoacTBa npedHasHayeH AONa onpeaeneHusl napameTpoB fokanbHOW cetn npu

HasHauyeHun IP-agpeca Bawewmy MK asTromatnyeckn (DHCP-cepepom).

D,J'IFI onpegeneHna Tekywmnx HacTpoeKk KOMNboTepa B nokanbHom I'IpOBOD,HOIZ CeThn HaXxXmMuTte

IMyck — MaHenb ynpaeneHusi (Puc. 5.8).

@ Internet Explorer
C

@ Skype

| X2 Microsoft Office Excel 2007

BEWARD
JowymenTe

Vzobpaxernna

,.47 BrokHoT

@ DVR Server

Myzbika

Wrpe

w BRSController

m BEWARD IP Visor
w BEWARD Player

Komnetotep

Matens ynpasnexna

YcTpoiicTea n NpUHTEPLI

:;'(:'I';. Crysbel
gy T

Mporpammel No ymonuaxno

)
an Chy#Bbl KOMNOHEHTOE
Cnpaska 1 nogaepsia

>

Bce nporpammel

| 3asepLueHne paboTel E

| Haiimu npoeparms u halan

Puc. 5.8
B oTkpbIBLLEMCA OMANOroBoM OKHe BbibepuTe NyHKT [IpocMoOTp cocTOAHMA ceTu 1 3agad] B

pasgene [CeTb n UHTepHeT] (Puc. 5.9).

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510DV



Be\rUARD Inasa 5. Hacmpotixa nposoonoeo coedunenus

] e 3
[oves e yrpoemmin 5|

@ EE » Mawens ynpaenenna » -

HaCTpDﬁKE] NapaMeTpoB KOMNbKTEPS Mpocmotp:  Kateropua =

Cucrema v De30MacHoOCTE YueTHble 3anN1CcK NOAL30OBaTENER W
MpoBepka COCTORHMA KOMNBIOTEDA ceMEH...

ApXUBAPOBAHUE A3HHBIX KOMNBIOTEA '@' JoBaenenne n yaaneHne yueTHBIX 3anncei
Mouck n ncnpaenenne npobnem nenb3oBaTenei

'@' ¥cTaHoBKA POANTENBCKOTO KOHTPONA ANA BCEX

- nene30BaTensi
¥ o OCMOTD COCTOAHMA CETH M 3343y

“&2 .  Buibop napameTpoB AOMALUHER rpynnkl 1 oBLEro Oq)DpMJlF_‘HMe W nepcoHanMsalia
ACCTYNa K AZHHEIM 4 Wamenenne Temel

WMzmenenune dona pabouero ctona

HacTpoiika paspewienna skpaHa

OBopyaoBaHne W 3BYK
MpocmoTp ycTpoAcTe n NpUHTEROE
Jobaeneqne ycTpoicTea Yachl, A3bIK 1 PEervoH

/ CMeHa packnagkn KNasnaTypol Wan Apyrix
anrpaMMhl : cnocoBos BE0AR

¥panenne nporpammel VzmeneHune s3eika wHTEpdEeica
CneunansHble BO3MOXHOCTH

Pexomengyemere Windows napamerpel
OnTummnsauma nsoBpaxenns Ha IKpane

Puc. 5.9
B oTkpbiBLuEMCS AnanoroBom okHe HaxmuTe [[logkniovyeHuMe no nokanbHom cetu] (Puc.
5.10).

L = T ——— B
% s+ + Ceto n Wnreprner v LlenTp ynpasnenna cetamu v oBynm goctynom -

Manene ynpaenenna - n - . -
FERIT R AT POCMOTP OCHOBHBIX CBEAEHWIA O CETW M HACTPOWFKa NOAKMHOUEHMA

—— l-—. 1 MpocMoTp NonHoi KapTe!
VsmeHEHME NapamMeTpoE, & cal,

el BEWARD Heckonsko cereit WHTepHeT
NzmeHuTs gononHuTEnEHEIE (3707 KOMNBiOTER)
MRS T MpocmoTp aKTWEHBK CETENR MoAKAOUEHNE MK OTKITHIYEHNE

Cers 4 Tun goctyna: WHTEpHET
OBLecTEEHHER CETR Mogrntouenns:

W3MEHEHKME CETEBLIX NAP3METOBE

4 Hactpoiika HoBoro NogKAHEHNA MK ceTh

HacTpoiika BecnposoHore, LuMpokononocHore, MegemHero, npamoro wan VPN-nogenoueHna
MK 3KE HACTPOKE MApLUPYTUIATOPa AW TOUKKM A0CTyNa.

i. MogkntounTeca K ceTi

MogkaoUeHe WA NOBTOPHOE NOAKS Kk Becnp
CETEBOMY COEZ) WAM NOAKT K VPM.

BuiBop AcmMaluHedd rpynnel u napaMmeTpos oBLIEre AocTyna

Cm. Takke Joctyn k daiinam v npuHTERa, PacNoACKEHHBIM HE APYTWX CETEEBIX KOMMNBIOTEPAX, NN
. M3MEHEHWE N3PaMETPOE OBLLErD 4OCTYNE.

Bpanamaysp Windows P P o

Aemalnan rpynna ¥cTpanenune Henonaaok

Ceoiictea obospesatens JnarHocTika n ncnpasneHue ceTesbix NpoBnem WaK NoayYeHne ceegernil o ncnpasneHuu,

Puc. 5.10
NMPUMEYAHUE!
[Mpn HamMUMN HECKONbKUX CeTEeBbIX MOAKMIOYEHU BbiIbepUTe TO, K KOTOPOMY MIaHMPYeTCs MOAKMOYUTL

IP-kamepy.
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B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBeaeHus] (Puc. 5.11).

E] Cocroanue - [NogknroHeHne No ACKANBHOW CeTh u

Ofwme

MoaknodeHre

IPv4-noaknoHeHHe: WMHTepHeT

IPv&-NoaKNOHEHNE: Bes noctyna K MHTEpHETY

CocTosHKe cpedb: MoaknodeHo
AnuTensHocTE: 04:47:33
CKOpOCTE: 100.0 MéuT fc

AKTUBHOCTD

OTnpasneHo —— Lﬁ! ——  [puHATO
o
BaiT: 79 183 140 I 805 509 770

[ @CBoﬁﬁBa ] [@OTMDI—MTh] [ﬂnarHocrma ]

Puc. 5.11
B okHe «CBefeHnsa o ceTeBOM NOAKIOMEHUNY NpeacTaBreHa creayrowas nHgopmaums (Puc.

5.12):

CeefeHWA O CETEEOM nmum@ g

JononHuTensHele CBEAEHUA 0 CETH:

CeoiicTEO 3HaueHve

OnpeneneHHBIt oA no...
OricaHue Realtek RTL816BC(P)/8111C(P) Family P
PUIMHECKIA aapec 00-24-1D-57-45-30

HCP srnioueH Oa

IPvd 192.168.0.14

Macka nopcem [Pvd 255255 255.0
Aperpa nonydeHa 11 aneapa 2011 r. 10:27:11
Aperpa ucTekaeT 11 wespana 2011 r. 10:27:11
Wntos no ymonyanao P 192.168.0.1
DHCP-cepeep IPvd 152.168.0.1
DMNScepsep [Pvd 152.168.0.1
WINScepsep IPvd
Cryxta NetBIOS yvepes... Oa
TNokanexent IPvE-appec... feBD:3126:2820:8112:163%11
Wntos no ymonyaHaio [P
DMS-cepeep IPvE

4 1

Puc. 5.12
Ecrnim B atom okHe Bbl yBugenu ctpokun — «DHCP BknwouyeH - [a», «Appec IPv4 -

XXX XXX XXX XXX (FAe «XXX.XXX.XXX.XXX» — 3Ha4yeHue |IP-agpeca),— 3Hauut IP-agpec Bawemy [K
Ha3HayeH aBTomaTudeckn. Macka nogceTn ykasaHa B cTpoke [Macka noacetun IPv4], agpec
ceTeBoro wro3a — B cTpoke [Wno3 no ymonyanuro IPv4], agpec DNS-cepsepa — B cTpoke [DNS-
cepBep IPv4]. 3anuwwute, nubo 3anomHuTEe AaHHble napameTpbl (IP-agpec, Macka nogcetw,
CeTteBon wnto3, DNS-cepsep).
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BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napamMeTpbl KOMMbiOTEpPa, TO MOCME HaCTPOMKW Kamepbl Oyaet
HEBO3MOXHO BEPHYTb X B MEpBOHAYaribHOE COCTOSHNE ANA BOCCTAHOBMNEHWS MOLKITHOYEHUS K JTOKaNbHOM

ceTu u/unu cetu VlHTepHeT.

BHUMAHUE!

Ecnn B okHe «CBegeHusA 0 ceTeBOM noAkr4veHun» Bbl yBuaenu ctpokn — «DHCP Bknto4eH - Oav,
«IPv4-appec aBTOHACTPOMKM - XXX.XXX.XXX.XXX» (F4e XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca),— 3HauuT
Bam He yganocb nogkntountees kK nposogHon cetn (DHCP-cepBep He npuceoun IP-agpec Bawemy [1K).
MpoBepbTe NpaBMMbHOCTL NOAKIIOYEHMS K NPOBOAHOM ceTu. B cnyyae HeobxoaumocTtu, obpaTutech K

Balwemy cucteMHOMy agMUHUCTPATOPY.

5.2. U3ameHeHMe napamMeTpoB JIOKanibHOW CeTU AN NPOBOAHOrO NOAKNIOYEeHUA K
IP-kamepe

Mo ymon4yanuio IP-kamepa B1510DV mnmeet IP-agpec 192.168.0.99. YTobbl noakntounTbes K

Kamepe Os1s nepBoHavaribHOW HACTPONKN Heobxoanumo, YToObl Ball KomMnbloTep Haxoauncs B TOW Xe

noaceTn, 4to u kamepa. Npn atom IP-agpeca kamep, KOMMNbOTEPOB U MOBbLIX OPYrMX YCTPOWCTB B

CeTU He JOSKHbI coBnadaTh Mexay Coboi.

BHUMAHUE!
Ecnn Bbl nnaHvpyeTe noakniountb Heckomnbko |P-kamep, To Onst ucknwodveHust koHdpnukrta IP-agpecos
noakmnoyanTe kKamepbl No 0AHOM U n3meHsTe nx IP-agpeca Ha ntobble cBoOOAHLIE B Baluel nokanbHoOM

ceTun.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yTo Baw T[IK, nogkmwo4veHHbIM K npoBogHoW ceTtu, U IP-kamepa, dusnyecku
MOAKIIOYEHHas K TOM xe ceTu, NMnbo Hanpsamyto Kk Bawemy MK, HaxogsTca B ogHon noacety, Bol moxeTe

cpasy nepeunTu K nyHkTy 5.3 naHHoro PykoBoacTsa.

Ona nameHeHus TEeKyWnx HacCTpoeK KomMnbioTepa B nokanbHom ﬂpOBO,D,HOVI CeETN HaXmMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).
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| X2/ Microsoft Office Excel 2007

Myzbika

Wrper
m BRSController

Komnerotep

m BEWARD IP Visor
Q BEWARD Player

_% CryxBel

]
ﬁa CyxBbl KOMMNOHEHTOR

MaHens ynpasnexus
Ycrpoicrea n npuHTeps!
Mporpammbl No yMOA4aHMHG

Cnpaexka n nogaepxia

» Bece nporpammer

. - I o E———————— T
‘ Haimu npozpammel u aliabl 3aBepLUeHne paboTel || ¥

Puc. 5.13
B oTkpbIBLIEMCSI ANANOroBOM OKHe BbiGepuTe NyHKT [[pocMOTp cocTosiHuA ceTu U 3apad] B

pasgene [CeTb n UHTepHeT] (Puc. 5.14).

[E=RC -
3 Nersyrosnern » D R

Hacrpc:-ﬁl(a NapaMeTpoB KOMNbHOTEPA Mpocwmotp:  Kateropwa ™

il Cwcrema m 6esonmacHocTs YueTHble 3an1ck nofb3osatenedi u
. npDEEpKE COCTOAHWA KOMNbIOTEPS CEMEﬁH",

AEMBMPTBAHNE A3HHBI KOMNBIOTEDE @,ﬂo&auemﬂe W YAANEHUE YHETHBIX 33MUCEI
Monck u ncnpaeneqne npeGnem nons3oEaTened

@ ¥CTaHOoBKA POAWTENECKOTD KOHTPONA ANA BCEX
_ Cethu Wdtepder nonssosarensi
i [I'Igo(MDTp COCTORHMA CETH W 5a,a.£|
&2 . Boibop NapaMETPOB JoMALLHER rpynnbl U oBiero OqJOpMJ'IEEHME‘ W nepcoHanusaLna
AOCTYNa K A3HHBIM Wzmenenme Temel

Wsmenenmne dona pabodere crona

OBopyaosaHue v 38yK
MpocmoTp ycTpoicTs U NPUHTEPOE.
foBzenenne yerpoiictaa Yacel, A3LIK M permoH

ol i, ChEHE pacKNagKn KI3BNaTypBl LN ARYTIK
I'IporpaMMhl . cnocobos BBO4E

¥aanenne nperpamme Wzmenenne a3bika nHTepdelica

Hacrpoiika paspeluerna 3kpana

CI'IE.‘LI,Ha}'IthIE.‘ BO3MOMNHOCTH
Pekomengyembie Windows napamertpol
OI'ITMMM,’-EL(MR MiDﬁpE)KEHMR Ha 3KpaHe

Puc. 5.14
B oTkpbIBLLIEMCH OKHE HaxxmuTe «lMoakntovyeHne no nokanbHom cetn» (Puc. 5.15).
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Manens ynpaenequa -
AOMALLHAR CTPaHULA

Wzmenenme napameTpos
aAanTepa

WamennTs gononHnTensHele
napameTpel oBLUEro AocTyna

Crm. Takoke
bpanamay3sp Windows
Jomalnas rpynna

Ceoiictea ocBozpesatens

NMPUMEYAHMUE!

MpocMoTp OCHOBHLIX CBEAEHWIA O CETH W HACTPORKa NOAKIOYEHWA

ﬂk" ‘. 0 MpocmoTp noaHoi kapTsl
d e,

BEWARD Whteper
(3T0T KoMneHOTEp)

Heckoneke ceteit
MogkntoHEHE WK oTIIOHERNE

MpecMoTp akTuBHBIX CETER

Cets 4 Tun goctyna: VIHTEpHET

OBLLECTEEHHARA CETE MNogknroyeHna: @ MeaknoueHne no
NOKANBHOI CETH

HacTpoiika GecnpoBogHoro, LUMPOKONOAOCHOMD, MogemHoro, npamore nan VPN-nogaioueHna
WM KE HACTPOIKE MAPLUPYTU3ATOPa AW TOYKW JOCTYNE,

WM3meHenne ceTeBbix NapaMeTpoe

ﬁl HE(TpDﬁKE HOEBOro NOAKNHHMEHNA HAK CETH
e

's. MoAKNHOYNTECH K CETH

MoaknoUeHnE WK NOETOPHOE MoK, K BecnpoBoAHOMY, Np:
CETEBOMY COEAMHEHMID MW NoAKNoYeHKe K VPN,

Buibop AomMaluHeR rpynnel v napaMeTpoe eBLLEre JocTyna

focTyn k daiinam n NpUHTERaM, PACNONOKEHHBIM Ha APYTHX CETEBLIX KOMMNBHITEPAX, WK
M3MEHEHNE NaPaMETPOE 0DLLLErD A0CTyNa.

YcTpaHeHne HENCNAA0K

[AnarHocTuka u MCNpasneHne ceTeekx Npob. Wan noay CBEA

i 0B ncnpaeneHun,

Puc. 5.15

I'IpM HanM4MM HECKOSbKMX CETEBbIX MOAKMOYEHNI BbIGOpVITe TO, K KOTOPOMY nJjiaHMpyeTCcAa NOAKIIHYNUTb

IP-kamepy.

B oTkpbiBLUIEMCA OKHE HaxXmuTe kHoMnKy [CBoncTBa] (Puc. 5.16).

' Cocroatue - Moax no ] cem_i u
OBwme

MoaknoueHe
IPv4-noaknoqeHme: WHTEpHET
IPvG-noaKnoYeHmMe: Bes poctyna k MHTepHETY
MoaknoyeHo

04:47:33

100,0 MBuT/c

CocToaHue cpeasl:
AnMTensHoCTE:

CKopocTb:

CeegeHns...

AKTMEHOCTE

1
OTnpasneHo —— %! = TpuHATO

e

79 188 140 |

805 509 770

[ '@Cﬁoﬁcraa ][@D‘rmmumh] [ AuarHocTuka ]

Puc. 5.16

B OTKPbIBLLEMCA OKHEe CBOWCTB CETEeBOro MOAKMNIYEHNss Heobxoommo Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] un HaxaTb kHonky [CBomncTBa] (Puc. 5.17).
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' Mogrnrouenne no NoKanLHOM CeTH - CEORCTEa

=

Cem | Ooctyn

MogxnioueHue yepes:
lj‘ Realtelk RTLE139/810« Family Fast Ethemet ceTesoi ag:

CTMEYEHHBIE KOMMOHEHTHI WCNONb3YOTCA 3THM NOAKMHYEHMEM

B aspersky Anti-Virus NDIS 6 Fiter
vl Q Mnanmposiumk nakeTos QoS
v QCnyxﬁa ADCTYNA K ainam n npuHTepaM ceTeit Micng

¥ .. [poToKon

-V PN MpoTokon MHTecHem BEPCHN -i{TCF IFv-iI .

«&. llpaiBep B/8 TONONOra KaHanbHoro YpoBHA

i OTBETWMK 0GHEPYXEHMA TOMONOMA KEHEHbHOI’O )"DOE <

[l m

] ()

Onucanne

MpoTokon TCP/IP - cTaHaap™bIA npoTowkon rnofansHem

CceTei, 068CNeYBaIOLMA CEASE MEXIY PASIMYHEIMK

ESEHMO,U.E“CTE)"IOLUMMH CETAMMA.

OK ][ Omena ]

Puc. 5.17

B nosiBMBWEMCA OKkHe HeobxooMMO YCTaHOBWUTbL 3HadeHus IP-agpeca u macku nogcetw.

Bbibepute nyHkT [Mcnonb3oBaTtb cneaytowwmn IP-agpec] n Beegute cBobogHbii IP-apgpec 13

noaceTn Kamepbl,

3Ha4eHus BBOOUTb HET HeobxoaumocTu (Puc. 5.18).

Ceolictsa: Mpotokan Wkteprera sepcun 4 (TCP/IPvA)

12 it

Ofime

MapameTpsl IP MOTYT HASHEYATLCA AETOMATUHECKH, ECTM CETh

noAaep*KHUBAET 3TY BOSMOMHOCTD. B MPOTUEBHOM CNY|Yae NapaMeTpel

IP MOMHO NONYYMTE ¥ CETEEOr0 SAMWHUCTPATOPE.

() Mony4uT IP-aApec aBTOMATHHECKH

(@ WonbzoeaTh cnenyowmi IP-agpec:
IP-anpec: 192 . 168 . 0

Macka noceTi: _255 . 255,255 .

.20

0

OCHOBHOM W3

Mony4ute aapec DNS-cepsepa aBTOMaTHHECKH

(@ WMnonezoBaTh cienyowmke anpeca DNS-cepsepos:

MpeanounTaemsil DNS-cepsep:

AnbTEpHETHEHBIT DNS-cepeep:

[C] NoaTeepanTs napameTpel npu Bbixoae

| O I OTmeHa

Puc. 5.18

Hanpumep 192.168.0.20, 1 Macky nopcetn — 255.255.255.0. OcrtanbHble

[ns npumeHeHns1 U3MeHeHN HacTpoek HaxmuTe KHomky [OK] Bo BCcex OTKPbITbIX OKHaX.
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5.3. NMonyyeHue goctyna K IP-kamepe ¢ nomowbro 6pay3sepa Internet Explorer

Ins goctyna kK kamepe ¢ nomoLllbto 6paysepa Internet Explorer 3anyctute ero n B agpecHomn
cTpoke BBeguTe 3anpoc: http://<IP>:<port>/,— roe <IP> — IP-agpec kamepbl, a <port> — 3HauyeHune

HTTP-noprta. Nocne atoro Haxmute [MepenTtn], nuéo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B1510DV no ymonyaHuto nmeet IP-agpec 192.168.0.99, HTTP-nopt 80.

NMPUMEYAHUE!
Ecnn gna HTTP-nopta ucnonb3yetca 3HadeHue 80, Toraa Ans [ocTyna K kamepe 4yepes OGpaysep

[ocTaTto4yHo BBeCcTM B agpecHon cTpoke «http://I<IP>/», roe <IP> — IP-agpec kamepbl.

EE—]
e

GO

E http://192.168.099/

Puc. 5.19

5.4. NonyyeHue goctyna K Be6-nHTepcency IP-kamepbl
War 1: Beeante wums nonb3oBatenis U naposb. [lo ymMOn4YaHWIO WUCMNONb3yeTcs WUMS

nonb3osartens — admin, naponke no ymonyaxuto — admin (Puc. 5.20).

BHUMAHUE!

Bbl MoXeTe M3MeHWUTb MMA Morfb3oBaTens W napofib B MeHwo Hacmpoliku — CucmemHble -—
lMonb3oeamenu. B cnyyae yTepu napons UM UMEHU MoNb3oBaTtens YCTPOUCTBO MOXHO BEpHYTb K
3aBO/ICKMM YCTaHOBKaM. 3TOro HeobxoAMMO B TeYeHne OEeCATU CEeKyH[ HaxaTb KHOMKy cbpoca Tpu pasa c

npomexyTkamu 6onee 1 cekyHabl MeXay HaxaTUsMu.

Windows Security X

iexplore.exe

The server 192.168.13.42 is asking for your user name and
password,

That server also reports: "B1510DV H.264 IP Camera -
005A21331E16".

[ |

[ 3anommurs yuerhsie gaskse

oK Cancel

Puc. 5.20
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Mocne ycnewHon aBTopu3aumm Bbl nonyuute goctyn k BeG-uHTepdency |IP-kamepbl (Puc.

5.22).

War 2: gna npocmoTpa n3obpaxeHus ¢ IP-kamepbl npu nomowm 6paysepa Internet Explorer
ncnonb3yTcsa KomnoHeHTbl ActiveX. Internet Explorer He UMeeT 3TUX KOMMOHEHTOB B CBOEM COCTaBe
n 3arpyxaet ActiveX HenocpenCTBEHHO C Kamepbl. ECriM KOMMOHEHTHI elle He yCTaHOBMEHbI, Bbl

yBUaUTe crnepgyollee coobLieHne:

@ CUCTEME ONPEAENNNE, YTO Y BaC HE ycTanoened OCK, ycTaHoBUTE

Yy ceivac?

v

Puc. 5.21

Haxmute [OK]. B HwxHen yacTM okHa Opaysepa NOSBUTCS BCMMbiBaloLlee OnoBeLLeHne

cuctembl 6esonacHocTn (Puc. 5.22).

Puc. 5.22

Haxmute Ha kHonky [YcTtaHOBUTB].

War 3: cucrtema O6esonacHocTn Opay3epa Internet Explorer 6ygoeT aBTOMaTMyecku
6rnokvpoBaTb yctaHoBKy ActiveX. [Ins NpooormkeHust yCTaHOBKM HaXMuTe KHOMKy [YcTaHoBUTBL] B

OKHEe noaTBepXKaeHus yctaHoBku (Puc. 5.23).
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-
Internet Explorer - Mpeaynpexaesue cucTemel GesonacHooT - u

b 3TO Npor 'l 7

@ Wms: ActiveX Control (2013, 11,04
Wspatens: BEWARD Co., Ltd

E] JLononHuTensHo YCTaHOBUTE ] [He YCTaHaBMMBATE ]

DaEinel 3 MHTEpHETa MOrYT BEiTe NONE3HEI, HO 3TOT TN QEANE MOKET

|\g’ NOBPEAWTE KOMMEKOTED, CNEAYET YCTEHEENMBATE NPOTPaMME, NOMYHEHHEIE
= TONbKO OT AOBEPEHHOND U3AaTENA. mEKTDQbI DPUCKS

Puc. 5.23

War 4: gna KoppekTHoM ycTaHOBKM komMoHeHTOB ActiveX 3akpowte Internet Explorer n

HaxxmuTe [OK] B OkHe, NpeacTaBneHHOM Ha PucyHke 5.24, ecnn TakoBOE NOSIBUTCS.

f Y
Warning ﬁ
IE windows must be close before install oo OK?
oK I OTmena |
B

Puc. 5.24

LWar 5: B okHe, npeacTtaBneHHoM Ha PucyHke 5.25, HaxmuTe kHonky [Install].

—— .
¥ Insta - [
E’ | Install | ‘ Uninstall ‘ Close

Puc. 5.25
LWar 6: nocne ycnelwHown yctaHoBkM Bbl yBuante coobuieHne «Register OCX success(C:\)» B

HWXHeW YyacTn aaHHoro okHa. Haxvute kHonky [Close] Ans Bbixoda 13 okHa yctaHosku (Puc. 5.26).

— .
comrocs

¥ Insta — =
@’ Install ‘ Uninstall ‘ ‘ Close ‘

I Register OCX success(C\NetVideoX)

Puc. 5.26

NMPUMEYAHUE!

B onepaumoHHon cucteme Windows 7 n B Gpay3epe Internet Explorer 9.0 HasBaHus MeHO wunm
CUCTEMHbIE COOOLLEHNA MOTYT OTNMYATLCHA OT Has3BaHWN MEHID M CUCTEMHBLIX coolueHuin B apyrux OC
cemenctea Windows vnu B Apyrux 6paysepax.
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NMPUMEYAHMUE!
Mpn yctaHoBke ActiveX B OC Windows 7 npu BKMOYEHHOM KOHTpOre YYeTHbIX 3anvcen Oyget
0 uYem nonb3oBaTento 6Oyaer BblgaHO

OOMNOJIHUTENbHO NPOU3BOAUTLCA 6J'IOKVIpOBKa YCTaHOBKMU,
[ONoNHMUTENbHOE onoBeLleHne. [na paspelleHns yCTaHOBKM HeobxoaMmo yTBEPOANUTESIbHO OTBETUTL B

nosABMBLLUEMCA OKHE.

War 7: otkpouTe Internet Explorer n B agpecHon cTtpoke BeeauTe |IP-agpec kamepsb! .
e
O emmmonn o |swmsn nAls
BE\WARD e
EHO crumox B 3amce = Aavawax § Mnpoon |

T

Puc. 5.27

OkHO  BebG-uHTEpdeica IP-kamepbl ~ cogoepXuUT  NATb  BKNAgokK: [MpocmoTp],

[BocnpousBeneHue], [Hactponku], [TpeBora], [Bbixoa], kaxgasa n3 koTopbix OyaeT paccmoTpeHa

Aanee B HacTosiem PykoBoacTee.
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B crnyyae eciim KOMMNOHEHTbI ActiveX yCTaHOBJ1€HbI, HO H606XOJJ,VIMO OOHOBUTb, BLINOJTHUTE

cnefylowime waru:
War 1: B WEB-uHTepdeince, nepengute BO Bknagky «HacTtpowmkm» m 3angute B MEHIO
«JlokanbHbIe» - «kHacTponku».

BEC\VARD ST TTe— T SE— T

NokaneHsle TNoKaneHbie HACTPOMKK

e Pexiil NDOCMOTDE | PeanbHoe BpeMA

Bupeo MossiwesHoe kayecTeo | |

CeTk [NUTensHOCTS 3amuch ‘1 | k.

3anuce Pacnonoxeswe D:\MylPCam\

Tpesora

BHHTE
E— |_covaum. |

*  [INA KODDEKTHOTO OTOBPEKEHUA 3ATDYINTE W yCTaHOoBUTE AcCtiveX.

Puc. 5.28
War 2: Haxmute Ha ccbinky ActiveX B npumeyaHun. HauHeTcs 3arpyska dhanna
NetVideoX.exe. HaxxmuTe KHOMNKY « BbINONHUTBLY.
BE@\VARD

NokankHele ToKankHeie HaCTPORKH

Ayano Pesxin NPOCMOTR | Peankioe Bpema
Buaeo Moasiwestoe kayecteo [

CeTk [INWTenEHOCTS 3anucH |'1' | mans
Sanuce

Facnonoxesue [D:\MyIPCam\

Tpesora

PA—- oo |

* [INA KOPPEeXTHOro OTOBPANEHMA 3arpyIuTe M yCTaHoauTe ActiveX

.exe (1,19 ME) c 192.168.1.697 Brinonuume Coxparmute | ¥ Otmena *

Puc. 5.29

NMPUMEYAHMUE!
Mpu yctaHoBke ActiveX B BO3MOXHO OyAeT OOMOMHMTENBbHO NPOM3BOAUTLCH GIOKMPOBKA YCTAaHOBKU, O
YyeM nonb3oBatento OydeT BblAAHO [OMNOMHUTENbHOE onoBelleHve. [Ona paspelleHns YCTaHOBKU

HeobxoaMmMo yTBEPANUTENIbHO OTBETUTL B NOABUBLUEMCA OKHE.
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War 3: cucrtema ©6e3onacHocTn 6Gpay3epa Internet Explorer 6ygeTr aBTomMaTuyecku

6nokupoBaTb ycTaHoBky ActiveX. [Ina npogormkeHUs YyCTAHOBKU HaXMuTe KHonKy [YcTaHOBUTL] B

OKHe noaTeepXaeHus yctaHosku (Puc. 5.30).

s ™y
Internet Explorer - Mpeaynpexaesue cucTemel GesonacHooT ﬁ

= 2

JCT b 3TO Npor
Wms: ActiveX Control (2013, 11,04
Wspartens: BEWARD Co., Ltd

E] JononHUTensHD YCTaHoBMTE ] [He YCTaHaEBNMBATE ]

i T | DaEinel u3 MHTEpHETa MOrYT BEITe NONE3HEI, HO STOT TN QEIANE MOKET
s F/ NOBPEAWTL KOMMbIOTED. CNEAYET YCTAHABNMEATE NPOrPEMMEl, MONYHEHHEIE
= TONBKO OT AOBEPEHHOD M3ATENA. DAKTODbI DUCKE

Puc. 5.30

War 4: aons KoppekTHOM ycTaHoBKM KoMMoHeHToB ActiveX 3akponTte Internet Explorer un

HaxxmuTe [OK] B OKHe, NpeacTaBneHHOM Ha PucyHke 5.31, ecnun TakoBOE NOSIBUTCS.

Warning @
IE windows must be close before install ocx, OK?
oK | OTmena |
Puc. 5.31

Lar 5: B okHe, npeacTaBneHHoM Ha PucyHke 5.32, HaxmuTe kHonky [Uninstall].

8 Ocxinstaller X

@ Install Uninztall Cloze

Puc. 5.32
War 6: nocne ycnewHou AeuHcTtannaumm Bbl yBugute coobuwenne «Unregister OCX

success(C:\)» B HWKHeNn YacTn JaHHoro okHa (PucyHok 5.33).

sf Ocdnstaller s

@ Install Uninztall Close

| Unregister OCx success

Puc. 5.33
War 7. Haxmute kHonky [Install], 4ToObl ycTaHOBUTL HeoGxoamMble KOMMOHEeHTbI ActiveX.
lMocne ycnewHon yctaHoBku Bl yBuanTe coobuweHne «Register OCX success(C:\)» (PucyHok 5.34)

HaxmuTe kHonky [Close] ans Bbixoda U3 OKHa yCTaHOBKU
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ﬂf Ocxlnstaller =

@ Install Uninztall ‘ Close ‘

| Fiegister OC+ success

Puc. 5.34

NMPUMEYAHME!
B onepaunoHHoi cucteme Windows 7 n B Opaysepe Internet Explorer 9.0 HasBaHWsT MeHO Wnu
CUCTEMHbIE COOOLLEHNS MOrYT OTNMYaTbCHA OT Ha3BaHWN MEHIO M CUCTEMHbIX coobleHnn B gpyrux OC

cemenctea Windows nnu B gpyrmux 6paysepax.

LWar 8: otkpowTe Internet Explorer n B agpecHom cTpoke BBegute |IP-agpec kamepsbl
War 9: MNepenante B MeHo «HacTpouTb HapgcTpoukm» BO Bknagke «CepBuc» Gpaysepa

Internet Explorer (PncyHok 5.35)

Meuats, >
aiin >
MaciuTa6 (S0%) >

>

besonacHocTs

[loBa8uTs CaiiT & CIUCoK NpUACKeHUT
MpocumoTpeTs 3arpysku CTRL+)
HacTpous HaacTpoiikn

Cpeactsa paspaborama F12

Mepeiity K sakpenaeHHEIN caiitan

TMapamETPEI NPOCHOTRE 8 PEKAME COBMECTUMECTA

Ceoiicrea Bpaysepa

0 nporpanme

Puc. 5.35
War 10: B meHio «lMaHenn MHCTPYMEHTOB U pacwmpeHus» Haxmute Ha NetVideoX

Control. Y6eautech, 4To ycTaHoOBNEHa akTyanbHasa Bepcus komnoHeHToB Active X (PucyHok 5.36)

Mpocmetp Hagerpoek Intemet Explorer n ynpaenenmne nuwn

=
Tunsl HaacTpoek Kma Wspatene CocToRnne  ApxwTektypa Bpemaszar.. ™

&) MaHenn HHCTPYMEHTOE M PacLUNpeHiA

/I' Cry6el noncka
v Beward R&D Co,, Ltd
Y CKOpUTENKN

QBau.\uTa OT CTCNEKNEAHNS

NetVideoX Control Beward R&D Co., Ltd Binwoueno  32-paspag..

Orobpaxars:
v

HagcTpoiikn, 3arpy><eHHble Ha AaHHBIR MOMEHT ~ 2 5
NetVideoX Control
Beward R&D Co., Ltd
Bepcna: 2.1.2.48 Tur: InemenT ActiveX
[ata daiina: 21 despana 2018, %:42 Mownck HaacTpoikn © NOMeLLEHD CayxBbl NOMCKE NG YMON4aHWH
Megpobhee

Otenrounts
Monck AoNCAHKTENBHBR NAHENEH WHCTPYMEHTOE W PaCLUMPEHMI...

3akpeiTe

JononHUTeneHbIE CBEAEHNA O NAHENRX MHCTPYMEHTOB M PACLLIMPEHHAX

Puc. 5.36
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Ecnu ycrtaHoBneHHasi Bepcuss He COOTBETCTBYET akTyanbHOW, criefgyeT yganuTb annsl

Bpy4Hyto. MNepenagute B nanky C:\NetVideoX n yaanute eé cogepxmmoe (PucyHok 5.37). lNMoBTopute

warun 1-6 rnasbl Ans 3aBepLieHNA YCTaHOBKW.

<« v 4 » 3ToT komnetoTep » Jlokanensid guek (C) > NetVideoX

-~

i NokaneHelid guck (C:) Wra

Config
%] hi_h26ddec.dl
%] hi_h26ddec_w.dIl
2] Hook.dil
%] HW_H265Decoder.dil
42| NetVideaX.inf
%] NetVideoX.oex
%] SMetapi.dll
%] SPlayapi.dil

NetVideoX v

Puc. 5.37

,.‘:l,ETE HEMEHEHKWA

28.02.2019 17:01
26.05.2016 11:41
26.05.2016 11:41
26.05.2016 11:41
26.05.2016 11:41
26.05.2016 11:41
21.02.2018 9:42
13.01.2017 15:43
20.03.2017 16:47

v O

Tun

Manka c daitnamn

Pacwnpenne npu...
Pacwnpenne npu...
Paciwuinpenune npu...
Pacwinpenne npu...

CeegeHun ana yet...

Anement ActiveX

Pacwimpenune npu...

Pacwinpenune npu...

Mowncke MetVideoX

Pazmep

164 Kb
420 KB

28 Kb
423 Kb

2Kb
426 Kb
321Kb
640 Kb
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5.4.1. Pexxum coBmectumocTtu Internet Explorer B 6paysepe Microsoft Edge

NMPUMEYAHMUE!
B cBasn ¢ aHoHcom Microsoft 06 npekpaweHun nogaepxku ncnone3obanus Internet Explorer ¢ 15 uioHs
2022 ropa, npuBOAUM peKOMeHAauun Mo HacTpolke pexuma coBmecTumoctu Internet Explorer B

6paysepe Microsoft Edge.

e 3anyctute Microsoft Edge;

o [lepengute B okHO « HacTtponkn n npoyee» ( ) u Bbibepute «HacTponkn» (PucyHok.
5.38);

Hosan sxnagka Cirl+T
Hogoe oxHo Ctrl+N

% Hosoe oo InPrivate Ctrl+Shift+N

Macwrat

'S Vs6parkoe Curl+Shift+0

Konnekunun Ctrl+Shift+Y
Ctrl+H
Ctrl+)
5 NMpunoxenun
3 Pacumpenus
% MNpovasoavTensHocts

[l Onosewenns n cosetsl

Mevars Cirl+P

# CHumOK 5e6-CTpaHMUL! Ctrl+Shift+5

Jlpyrve MHCTpYMEHTE
Hacrposika
7) Cnpasxa u oTssiss

3akphiTe Microsoft Edge

Puc. 5.38
e B 0OTKpbITOM OKHE BbiGepuTe NyHKT MeHlo «Bpay3ep no ymonyaHuioy;

e Bbibepute B nyHkTe « PaspeweHne cantam nepesarpyxartbcs B pexume Internet
Explorer» — «PaspelunTtby;

e Haxmute Ha nosiBuBllytocs kHonky  «[epe3anycky», 4ToObl nepesanycTuTb Gpaysep;
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Bpaysep no ymonuaHuio

Haasauwm. Microsoft Edge 6payaepom no ymonuanmia

Obecneuenne cosmectumoctu c Internet Explorer

Paspeieniie Internet Explorer oTkphisaTs caiiTei & Microsoft Edge Huxorpa

e CaliTam NepesarpyXaThca & pexame Internet Explorer Paspeute

) NMepesanyex

Crpanmus B pexcme Internat Explorer AoBasum

Puc.5.39
e [lepengute Ha IP-agpec kamepsbl (No ymonyaHuto agpec 192.168.0.99);

e KnukHWTe npaBoy KNasuLLIEN MbIIKX NO BKMaAKe U B MOSBMBLUEMCS OKHE BblbepuTe MyHKT
«Mepe3arpyska Bknagku B pexxume Internet Explorery;

™ [y WEB SERVICE '

Hogean Bxnaga

G
JobaenTe BKN3AKY B HOBYH TDYNMY

BEWARD ¢ e

Mepesarpy=xa sxnagxu & pescume Internet Explorer

JyBnMpoBaTe EKA3AKY Cirl+Shift+K

Puc. 5.40

e [loxauTecb 3arpysku crpaHuubl. lNocne 3arpysks MoxeT notpeboBaTbCs MNOBTOpHas
aBTOpU3aALMS.

Mocne BbIMOSIHEHHbLIX LIArOB AOMMKHO MOSIBUTLCA M3obpaxkeHne B OkHe Opaysepa. Takke
[OJSIKHbI CTaTb AOCTYMHbI NYHKTHI MeHo «BocnponsBeaeHue» n «Tpesoray.

Ecnu nocrne BbINOSIHEHMUS npmnBegeHHbIX Bblille LWaroB noABUIIOCb OKHO C TEKCTOM «He

yaanochb 3anyCtuUTb Ha,D,CTp017IKy Ons atoro Beb-canTa», TO BbINOMHUTE LWIarn u3 NyHKTa 5.4 pnaHHoro

PykoBogcTaa.
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5.5. UameHeHMe HacTpoek noagkntoveHus IP-kamepbl Yepe3 Be6-MHTepcenc

Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €€ HACTPOMKM Takum obpasom,

YTOObI OHa Haxoaunacb B OAHOW NOACETU C ocTanbHbIM 060pyaOBaHNEM.

BHUMAHUE!

[ns coBmecTHOW paboTbl HECKOMBKMX YCTPOWCTB B OAHOWN NoaceTy Heobxoammo, YTobbl y HUX coBnaganu
nepBbie TpU YacTu IP-agpeca, 1 NONHOCTLIO CoBNaaana Macka nogceTw.

Hanpuwmep, IP-agpec Bawero IMK: 192.168.50.40. IP-agpec pasgeneH Touykamu Ha 4veTblpe okTteTa. B
haHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 50, 4 okTeT — 40. Bam He0BX0AMMO U3MEHUTL
IP-agpec kamepbl Tak, YTobbl MX NepBble TPM OKTeTa coBnaganu, To ectb |IP-agpec kamepbl OormkeH
nmeTb Bua: 192.168.50.xxx. YetBepTbii okTeT |IP-agpeca KaXgoro yCTpomcTBa 00s3aTenbHO OOJDKEH

ObITb CBOUM.

[ns n3ameHeHus ceTeBbIX HACTPOEK B BED-NHTEP(ENCE HAXMUTE B IMABHOM MEHIO Kamepbl
kHonky [Hactpouku] n nepengute B meHio Cemb — LAN (Puc. 5.41).
BEWARD

Nokankksie Hacrpoiixa LAN
Buaso

Woromsaosare IPvS []
oHer [
Bepoua P 1PVe ~

IP-ampec | 107 168. 0 . 99
255 255.255 0

NpeaneuTsens BNS | 100 1as. o 254
Ansrepramverest ONS [ 02 106 0 oo
MAC-ampec | 00-54-21-33-46-6E

Conparurti

CHCTeMHBIO

Puc. 5.41
B TekctoBbix nonsx [IP-appec], [Macka noacetn], [OcHoBHOW W3],
[MpeanounTtaembin DNS], [AnbTepHatuBHbIN DNS] HyXHO BBeCTW Takue 3Ha4yeHus, 4TobbI
Kamepa nonana B 0AHy noAaceTb C ocTanbHbiM 0bopyaoBaHueM. [1na aToro obpaTutech K paHee
3anucaHHbIM, TEKYLLUM HacTponKam NPOBOOHOW fOKanbHOW ceTu (CM. NyHKTbl 5.1 unn 5.1.1) u B

COOTBETCTBMU C HUMU YCTAHOBUTE BbllLl€yKa3aHHbIE NapaMeTpbl.

NMPUMEYAHUE!
B cnyyae HeobxoaumocTu, ANA HACTPOWKM CETEBbIX NapameTpoB YCTPOUCTB obpatutech k Bawemy

CeTeBOMy afMUHUCTPaTOpY.

[na npyMeHeHns M3MEeHEHW CeTeBbIX HacTpPoeK KaMepbl HaxXmuTe KHonky [CoxpaHuTb],
rocrne 4ero nosiBUTCS yBelOMNeHNe 0 nepesarpyske yCTponcTaa.
Mocne nepesarpyskn IP-kamepa BygeT gocTtynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HaCTpOIZKa npoBOAHOroO NoAgkKrn4YeHnqa |P-KaMepr 3aBeplleHa.
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YT106bl BEPHYTb 3HAYEHMS1 NMPOBOAHOIO CETEBOrO MOAKIOYEHNUS K YCTAHOBMEHHLIM paHee

3Ha4YeHusM, BbINOMHUTE creayoLne 4encTBus.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.42).

9‘ Internet Explorer

@ Skype

|5 Microsoft Office Excel 2007
-ﬂ BroxHoT

@ DVR Server

m BRSCentroller

w BEWARD IP Visor

w BEWARD Player

0

Tagn, Crybel

)

&, Cnyxbel komnonenTos

> Beenporpaue

‘ Hadmu npozparmsi u alisei

T 8 @ °

Puc. 5.42

BEWARD
DNoxymeror
WsoBpaxenna

Mysbica

Wrpsi

Komnbiarep
Manens ynpasnexnn
YcTpoicTea 1 NpUHTEPLI
TMporpamms! No yMoN4aHI
Cnpaska  nogaepska
l___“T\

3asepLuenne pabotsl

B OTKpbIBWWEMCA OKManoroBomMm OKHEe Bbl6epI/1Te NYHKT [npOCMOTp COCTOAHUA CeTHn

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.43).

@ v [aHenb ynpasneHna

HacTpoiika napamMeTpoe KOMNutoTepa

iy  Cvcrema n HesonacHoCTs
" lNpoBepka CcoCTOAHKMA KoMNbOTERE
Ap}(MBM POoEaHWE JaHHBIX KOMNBHTEDS

Mownck u nenpasnetne npobaem

) WuTepyeT
h I OCMOTE COCTORHWMA CETH M 33434 I

“-'ll"L: Buiop napameTpos AoMaluHel rpynnel u obuero
A0CTYN3 K A3HHbIM

; ObopyaosaHWe 1 38YK
5 MpocmoTp yeTpoiicTe U NpUHTEpOR

JloBasnenue ycrpoiicTea

- [porpammel
h'. ¥aaneHne nporpammbl

Puc. 5.43

Mouck & na

Mpocmorp:  Katercpua =

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

'@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
nons3oeaTened

'@' ¥CTaHoBKa POANTENECKOrO KOHTPOA 4NA BCEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrieHa packnagkv KNaBmaTypbl Wan apyrix
cnocoboe BEOA

MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

B oTkpbiBLUEMCA OKHE HaxmuTe [MoakntoveHune no nokanbHon cetu] (Puc. 5.44).
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Manens ynpaenexma -
ACMELUHARA CTpaHNUE

Mzmenenne napameTpos
agantepa

VIZMEHNTS AONOAHNTENBHEIE
napameTpel obLere AocTtyna

Cra. TakoKe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

% ;F €« Ceto v MHTepHeT b LLEHTp ynpaBneHina ceTamn 1 oBuimm gocTynom - || [Mouck & noHenu ynpaanesus e

MpocMOTP OCHOBHBIX CBEAEHWA O CETH M HACTPORKa NOAKNHOUEHWA

&: h', 0 MpocmoTp NoAHoR KapTel
- =,

BEWARD Heckoneko cetei WHTepHeT
(370T KoMnbrOTER)

MpocmoTtp akTuBHB ceTeil MogKnioYeHE MKW OTKMHOUEHKE

Cemn 4 Tun gocTyna: WNuTepHer
OBuwecTaeHHan ceT Mogkniouerna:

[3MEHEHWE CETEBBIX N apaMeTpoB

ﬁi Hactpoiika HOBOro NOAKNMOHEHNA MW CETH
-

HacTpoiika GecnpoBodHoro, LWMPoKSNoADCHOrD, MOodemHers, npamore wan VPN-nogieniodeHns
WK KE HACTPOIKE MAPLLPYTUIaTOPa MAK TOYKN AoCTyNa.

‘5' MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD AW Nogkntodedine k VPN,

Boibop AomMaluHeR rpynnbl W NapameTpos obLUIero AocTyna

OocTyn k aiinam u NpUHTERaM, PACNONOKEHHBIM Ha APYTIX CETEBB KOMMLHOTEPAX, WK
W3MEHEHWE NAPAMETPOE oBLLErD AOCTyNa.

¥cTpaHeHne HenonagoK

AnarHocTika u NCNpasneHne ceTeBbIX NpoBRen WAN NoAyHEHUE CBEAEHWA 0b ncnpasneHin,

Puc. 5.44

B oTkpbiBLIEMCA OKHE HaxxmuTe kHoMnKy [CBomncTBa] (Puc.5.45).

@ Cocroanue - Mogxaouenne no NoKanbHoM ceTi

Ofwme

MoakntHeEHe

IPv4-noaKmoNEHMe: WHTEpHET

IPvE-NoaKoeHne;

Bes goctyna Kk MHTepHeTy
COCTOAHUE cpefbl: MopKknoYeHo
04:47:33

CKOPOCTE: 100.0 MBMTfc

CBeaeHua.. .

AnMTensHoCTE:

AKTWEHOCTE
-
OTAPABENEHD —— %g ——  [IPMHATO

BaiT: 79 188 140 I 805 509 770

| [ @Caom'craa ][@D‘rmmun‘ru] [,ﬂ,marnocrma ]

Puc. 5.46

B OTKpPbIBLWLEMCA OKHE CBOWCTB CETEBOro MOAKMNKYEHMUS H606XO,£|,I/IMO Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.46).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

-2 [poToron MH £I3 BE

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i [lpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA

i OTBETUMK 0GHAPYXEHWA TONONOMMK KEHANEHOrD YDOE ~

[l

YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.46
OTKpoeTCs MeHI, B KOTOPOM HeOBGXOOUMO YCTaHOBWUTb 3HAYEHWUSI HavarbHbIX HACTPOEK,
3anuncaHHbIx BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).
Ecnn mnsHavanbHo IP-agpec Bawemy MK HasHavyancs aBTomMaTudecku, Torga Bblbepute
nyHkTol [Monyuntb IP-apgpec aBtomatuyecku] wu [Monyuntb apgpec DNS-cepBepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] ons Bcex oTKpbITbiX OKOH (Puc. 5.47).

Ceoitcrea: Mpotokon Mutepreta sepcun 4 (TCP/IPv4) lélg

Ofwme ANbTEPHATHEHARA KOHQHM ypaLmMs ‘

MNapameTpel IP MOryT HasHE4ATHCA SETOMATHHECKM, ECIH CETh
MNOAAEPHNBSET STY BOSMOMHOCTE, B NPOTHBHON CiyYae NapaMeTpel
IP MOXHO MOAYYWTE ¥ CETEEOr0 SAMMHWCTPATOPA.

|a Monywits IP-aapec aBTOMATHYECKK I

(0) MNonb30BaTE CREAYKOWMA [P-aapec:

IP-aapec:
Macka noAreTH:

QCHOBHOA WA

| (@ Mony4nTs anpec DNS-CEpEEpa SETOMATHHECKK I

() Minonb308aTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemeR DHS-cepeep:

AL TEPHATHEHEIN DN3-CepEep:

MNoATEEpANTE NEPEMETPEI NPK BhIX0AE ——

Puc. 5.47
Ecnu nsHavaneHo |IP-agpec Bawewmy K 6bin 3agaH BpyuyHyto, Torda BblbepuTe MyHKT
[MUcnonb3oBaTtb cnepyowmn IP-agpec] v 3anonHuTe Heobxogumble nonsg (CM. NyHKT 5.1

AaHHoro PykosoacTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbITbiX OKOH (Puc. 5.48).
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapameTpel IP MOTYT HAHEHEATLCA AETOMATUHECKM, ECIM CETh
NOAAEPHMBAET 3TY BOSMOMHOCTE, B NPOTUBHOM Cy4ae napameTphl
IP MOKHO NONYUMTh ¥ CETEBOMD AAMMHWCTPETOPA.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ WononssosaTh cneayowmMe anpeca DNS{epBepoB:I
MpeanounTaemeni DMS-cepsep: 192.168. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[T NoateepanTs napameTpe! npn sbixone

Puc. 5.48

5.7. TlpoBepka npaBUNBbLHOCTM HacTpoeKk noaknyeHnsa IP-kamepbl K
foKanbHOW ceTu
[Ona KOHTpPONsi NpPaBWMbHOCTUM CeTEBbIX HACTPOEK Kamepbl W KOMMbIOTEPA HYXHO
NoAKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.
3anyctute 6paysep Internet Explorer. Ina atoro HaxmuTe Myck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].

Beeaute B agpecHom cTpoke |IP-agpec, nMpuUCBOEHHbLIN Kamepe  (Hanpumep,
http://192.168.0.99) (Puc. 5.49).

a@ & http://192.168.0.99/ £~ 3 ¥ || & Nyeran crpannua x ) ok L

Puc. 5.49
Mpu nNpaBuUMbHbIX HACTPOMKax OTKPOETCA OKHO aBTopu3aumu. [ns aBTopu3auvu BBEAUTE
UMA Nonb3oBaTensa u naposnb, nocne Yero Haxmvute [OK] (Puc. 5.50).

BHUMAHUE!

Vima nonb3oBaTens no ymonyaHuo: admin. Maponke no ymonyaxHuto: admin.
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Windows Security hs

iexplore.exe

The server 192.168.13.42 is asking for your user name and
password.

That server also reports: "B1510DV H.264 IP Camera -
005A21331E16".

‘ admin |

[TTITT] |

D 3anomHUTL YUYeTHbIEe AaHHbIe

o e

Puc. 5.50
Mpy NpaBMNBbHO BLINOJTHEHHLIX AENCTBUSAX Bbl cMoxeTe 3anTn B BeOG-uHTepdeinc yepes

Gpaysep 1 yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.517).

e hitp://192.168.0.99/login.asp £~ > || & weB SERVICE

Puc. 5.51
NMPUMEYAHME!
B cnyyae HeygoayHOro coeMHEHMS C KaMepow MpoBepbTE MPaBMITbHOCTb MOAKIIOYEHWUSI K NMPOBOOHOM
CeTW, BEPHUTECb B Ha4ano OaHHOW rnaebl U MOBTOPUTE HACTPOWKy. [Npn HeobxoammocTn obpaTutech K

Baluemy cucTteMHOMY agMUHUCTPATOPY.
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MnaBa 6. MNogkntoyeHune IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHnA o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM CeTu, HO U U3 ceTn NIHTepHeT.

B atom cnyyae ana ogHoBpemeHHoOW paboTbl KOMMbOTEPOB, HOyTOykKoB, IP-kamep u

apyroro obopyaoBaHus B ceTn MIHTepHET, Yalle Bcero, NCnonb3yeTcs MapLupyTM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

ncnonbe3yTca creaylowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHWn ctatudeckun |P-agpec nnu PPPoE-
coeauHeHune. lMpu atom, gaHHbIn IP-agpec (unn PPPoOE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONbKO oAHOW IP-kamepbl U He MOXeT BbiTb Ha3Ha4YeH eLe Kakomy-
nmnbo yCTponcTBay.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHUW ctaTtudeckun |P-agpec, KOTopbIn
NcnonbayeTcsa Ans NogKoYeHns K cetn MHTepHET NoKanbHOW ceTu, K KOTOPOK, B CBOKO
oyepedb, NMaHUpyeTca MNOAKMIOYUTL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOAKMIYEHNN UCNonb3yeTca MapLupyTusatop. [pn 3ToM 4nMcno NOAKMYaeMblX Kamep
3aBUCUT, B OCHOBHOM, OT KOJNIMYECTBA NepeHasHavyaeMbIX MapLupyTM3aTopoM NopToB.

3. lNpoBangep He BbliAensieT BHewHWW ctatmdecknn IP-agpec. IP-agpec HasHavaeTcAa
npoBangepomM ANHAMUYECKN, TO €CTb TakK, YTO MPU KaXXgoM HOBOM MOOKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTCs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cnyyae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIMOYEHUS OOHOW WM HECKOMbKUX Kamep K ceTu
MHTepHeT, BHe 3aBMCUMMOCTM OT TOro, Kakon |P-agpec BbloeneH npoBangepom B
OAHHbIA MOMEHT, HeobxoaMmMOo 3afenCTBOBaTb MHTEPHET-Cryxbbl, paboTtarowme
OVWHaAMUYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHu3aumm poctyna kK IP-kamepam un3 cetn WHTepHeT OyayT

paccMOTpeHbl nogpobHee.
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6.2. lMoaknio4vyeHne nNpU CTaTUYECKOM BHELLIHEM

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

I nasa 6. llooknouenue IP-kamepol k cemu Unmepnem

coeaAHeHUU

IP-appece unu PPPoOE-

Ona nogkrntoyeHuns IP-kamepbl k cetn MHTepHET HeobXoouMO W3MEHUTb €€ CceTeBble

napameTpbl B COOTBETCTBUM C AaHHLIMW, NOSy4eHHbIMM OT NpoBanaepa. Kak npasuno, npoeanaep

npegocTtaBnsieT cnegylowme ceTteBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),

MacKy nogceTtu, ceteBon wno3 n agpec DNS-cepeepa.

Ona nonyyeHnsa goctyna Kk IP-kamepe yepes ceTb VIHTepHeT no crtatnyeckomy IP-agpecy

HeO6XOD,I/IMO BbINONTHNTbL cnefywune waru:

War 1: nogkniounte IP-kamepy Hanpsimyio k Bawemy TK.

LWWar 2: nameHnTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NYHKT 5.5

OaHHOro PyKOBO,EI,CTBa) B COOTBETCTBUN C HaCTpOI‘/‘IKaMI/I, npenocrtaBiieHHbIMU Bawum MHTepHeT-

nposangepom (Puc. 6.7).

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

BE\VARD

TNokaneHeie Hactpoitka LAN

Bupgeo
Wenoneaoeats IPvE [

> OCHOBHEIS DHCP []
T Bepean P 1PV v
> PPPOE anp 173. 194. 122 202
> UPNP oA 255. 255. 255. 252
o unc
> E-mail ' 173 104. 122 211
i DNS | 173. 194.122. 1

CeTe

> FTP

AnbTepHaTMBHBM DNS | 173 194. 192, 2
MAC-agpec | 00-5A-21-33-46-6E

> TSP

> HTTPS

> DDNS
> PPTP

> YeepomneHue
Banuck
Tpeecra

CucTeMHble

Puc. 6.1

Ecnu Bce napameTpbl yKa3aHbl BEPHO, KaMmepa A0JKHa ObITb OOCTYyrnHa B CeTh MHTepHeT.

B npvBeaeHHOM npumepe npoBanaep NpeaocTaBun creayolime AaHHbIEe:

IP-agpec: 173.194.122.202

Macka noacetu: 255.255.255.252
OcHoBHoOWM wWnt3: 173.194.122.211
DNS-cepBep 1: 173.194.122.1
DNS-cepBep 2: 173.194.122.2

B obwem cnyyae, anga obpaiueHus k IP-kamepe 4Yepes ceTb VIHTEpHET B agpecHOn CTpoke

OGpaysepa BBoauTCca cneaywowmi 3anpoc: http://[<IP>:<Port>, roe <IP> - |IP-agpec kamepsbl,

<Port> — 3HayeHne HTTP-nopta. Tak kak B JaHHOM npumepe ucnonb3yetrcs 3HadeHne HTTP-
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noprta, 3agaHHoe no ymondauutio («80»), TO, 4TOGLI ObpaTuTbcs K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoammo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopknioyeHun Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun ctpoke 6paysepa nmeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHue PPPoE-coeaguHeHuns

NHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMYEHWE NO cTaTtudeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHudyet goctyn kK cetm WHTepHeT u4epe3s PPPoE-
coefvHeHue. B aTom cniyyae, oH npegoctaBnsaeT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa B1510DV nopgepxunBaet PPPoE-coeanHenne. [ns ero wucnornb3oBaHus
Heo6xoanMO BbINOMHUTL CrieaytoLme warm:

War 1: nogkntounTte IP-kamepy k Bawer nokansHom cetn unu Hanpsmyto K MK (cm. Masy 5).

War 2: songute B MmeHto PPPoE HacTpoek IP-kamepbl: Hacmpoiku — Cemb — PPPoE.

War 3: B TekctoBbIX nonsix [Monb3oBaTtensb], [[Maponb] BBeAnTE 3Ha4YeHUs1, NONyYEHHbIE

oT NHTepHeT-npoBanaepa (Puc. 6.2).

BE@\VARD

TNokankHele Hactpoitka PPPcE

Bupgeo
CeTe P

Y —
> LAN R
Romsosarens
PPFOE s
> UPNP
Bpeus o

» E-mail

> DDNS

> PFTP

> RTSP

> HTTPS

> YBepoumnexue
Januck
Tpesora

CuctemHble

Puc. 6.2
War 4: Bbibepute TMN wndgposaHmsa “CHAP” unn “PAP” gona npoBepku nogrMHHOCTU
COeaNHEHUS.

War 5: Anga npuHATUS U3MEHEHUI HaXxmuTe KHOMNKy [CoxpaHuTb].

BHAMAHMUE!
[ns BCTynneHus ceTeBbIX NapaMeTpoB B cuny TpebyeTcs nepesarpyska yCcTponcTaa.

LWar 6: nogkntounTe IP-kamepy Kk BblaeneHHon cetu Ethernet.
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BHUMAHUE!

Mocne nogknoyeHns IP-kamepsbl k BblaeneHHon cetu Ethernet, oHa Byaet goctynHa B cetn MIHTepHeT nop,

IP-agpecom, npucBOeHHbIM e Bawimm npoBarigepom n otobpaxaemebiM B none [Agpec] (cm. Puc. 6.2).

Ons obpaweHus k IP-kamepe B ceTn NHTepHET B agpecHom CTpoke Opaysepa BBOOMTCS
cnenyowmin 3anpoc: http://[<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, HazHa4yeHHbIN Bawwmm
nposangepomMm npu yctaHosrneHmm PPPoE-coeguHeHus, <Port> — 3HayeHune HTTP-nopta (mo
ymon4yaxuio pasHoe «80»).

NMPUMEYAHMUE!

Mpu nopkntoyeHun Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke b6paysepa nmeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.
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6.3. MNoakntoyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, HaxogAwmMMmcs B

nokanbHoOu ceTu
Ecnu goctyn B ceTb VHTepHET ocyllecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHON CeTU UCMOoNb3yeTcs MapLupyTn3aTop.

BHUMAHMUE!

Ona ucnonb3oBaHWs AaHHOrO MeTofda MOAKMYeHUs Heobxoaumo 3apaHee npuobpectu y Bawero
npoeangepa MYBNYHBIA CTATUYECKWUW IP-agpec. [lpoBaiigep npedocTaBnser, Kak npasumsio,
ONHAMWYECKMI BHYTPEHHWW |IP-agpec, KoTOpbii JOCTYyNeH TOMbko B MOACETM nposaiiaepa.

[MoaTomy yTouHMTe TUN ncnons3dyemoro Bamu IP-agpeca 3apaHee.

Ana Toro 4Tobbl NnogknounTbCsa K IP-kamepe n3 cetn VIHTepHeT, Hago obpatuTtbea no IP-
agpecy, BblJaHHOMY npoBangepomM (BHewHun IP-agpec maplipyTtudaTtopa), U K onpegeneHHoMy
HTTP-nopTy.

BHUMAHUE!
Mpn obpaweHnn n3 cetn WHTepHeT Onsi BCex Kamep, HaxoAslMXCs B OOHOM FlOoKanbHOW ceTw,
cyllecTByeT Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIM NpoBangepom). Moatomy Ans gocTyna K 9TUM

KaMepam HeoOXOAMMO KaXKAoW HasHa4yMTb CBOW rpynbl MOPTOB.

[na aToro TpebyeTcs BbINONHUTL CneayoLmne 4eNCTBUS:

o /13meHunTb ceTeBble nNapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawen nokanbHon cetn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rioKarnbHOMn ceTn).

e Hactpoutb yHKUMIO NepeHanpaBneHuss nopToB. [aHHaa yHKUMS no3sondet
nepeHanpaenaTe obpaweHns u3 cetn VIHTepHeT K KakoMy-nnbo yCTpOWCTBY,
NOOKIMIOYEHHOMY K NnokanbHowm ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss nNpakTU4ECKM IobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

lMpn aTom cywectByeT gBa crnocoba HACTPOMKM MapLlipyTusaumu (nepeHanpaBneHus

nopToB):

1. ucnonb3oBaHue TexHororum UPnP B mapLupyTnsatope 1 kamepe;

2. pyYHas ycTaHOBKa NapamMeTpoB Tabnuubl MapLIpyTU3aLum.
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6.3.1. Ucnonb3oBaHue TexHonorum UPnP

[Ons opraHmsaumm goctyna K IP-kamepe u3 cetn IHTepHeET HYy)XHO caenatb creaytoulee:

e PaspelwmTb Ucnonb3oBaHne 1 HacTpouTb pyHKkumo UPNP Balwero mapLipyTtusaTopa.

NMPUMEYAHMUE!

Hactpoiika pyHkumm UPnP mapuipyTtusatopa gomkHa 6biTb OnucaHa B npunaraeMon K HeMy UHCTPYKLUA.

BHUMAHUE!
He Bce mogenu mapLupytmusaTopoB nogaepxmsatot dyHkunio UPNP ana nepeagpecaumm nopto LAN- 1
WAN-unHTepdencos. Ecnn Baw mapwpyTtusatop He nogaepXxvBaeT OaHHYH (YHKUMIO, TO OH Tpebyet

OOMNOSTHUTENbHOW HACTPOWKK (CM. NYHKT 6.3.2).

e Paspelwwntb ncnonb3oBaHne n HacTpouTb oyHKUmio UPNP IP-kamepsl.

BHUMAHUE!
Mpy ucnonbsoBaHun UPNP yaaneHHbIi MpPOCMOTP BMOEOMOTOKA C ABYX M 6Goree kamep MOXeT He
paboTaTb nMbo pabGoTaTb HekoppekTHo! Ecnu y Bac Bo3HMKNM npoGrembl, HacTponTe napameTpbl

nepeHanpaBneHns NOPTOB BPYUHYH (CM. MYHKT 6.3.2).

War 1: B meHio Hacmpoltiku — Cemb — OCHOBHbIe OTMETbTE rarioukon NyHKT « BKnounTb
nepeagpecaumio NOPTOB», YTOObI BKMOUNTL (DYHKLMIO NepeagpecaLmm NopToB MapLupyTusaTopa
(Puc. 6.3).

BC\VARD

ToKankHele OCHOEHBIE HACTPOWKK

Bugeo

core o e
— HITE nopt
> LAN ONVIF-nopt 2000

>
BRECE BrNIOYMTE Nepeagpecaluuio nopTos
> UPFnP [] Monyuuts HacTpoiku UPNP-cepeepa aeToMarHiecku

BT UPnP-cepeep

> FTP Brewhuil IP-agpec

> DDNS MopT AaHHLD

> PPTP HTTP-nopt
> RTSP RTSP-nopt
> HTTPS ONVIF-nopt
> Yeepomnexwe

Januck

Tpesora

CucteMHele

Puc. 6.3
War 2: otmetbTe ranoykon nyHKT «lMonyunutb HacTtpoukun UPnP-cepBepa

aBTOMaTu4ecku» n Haxmute [CoxpaHuTb]. [locne 3TOro B COOTBETCTBYHOLIMX Monsx OyayTt
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ykasaHbl IP-agpec UPnP-cepBepa, BHewHW IP-agpec kamepbl 1 3Ha4eHUst ee NpoBpPOLLEHHbIX, TO

€CTb BHELLHWX, MOPTOB.
Ecnu B Bawen cetn Heckonbko UPnP-cepBepoB, TO, 4TOObI MNOAKNIOYUTLCA K OAHOMY M3
HUX, cHumuTe ranoyky «lMonyunTb HacTtpomkun UPnP-cepBepa aBTOMaTtu4yecku», B none
«UPnP-cepBep» BBeaute Tpebyembin IP-agpec un Haxmute [CoxpaHutb]. [Nocne atoro B
COOTBETCTBYIOWMX Monax OyayT ykasaHbl BHewHun |P-agpec kamepbl W 3Ha4YeHUs ee
NPoBpPOLLEHHBIX MOPTOB.
War 3: 4tobbl Nnony4nMTb OOCTYN K Kamepe n3 ceTn VIHTepHeT, Hago obpaTuUTbCs K HEW Mo

ee BHelwHemy IP-agpecy n HasHayeHHoMy e nopTy HTTP.
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6.3.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTEpHET C nOMOLLbHO
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA OYHKLUMIA MapLupyTU3aTopoB
pasnMyHbIX MOAENEN BbINONHAETCS CXOXNUM 06pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MaplpyTmsaTop UMeeT cnefyowmn nyonmyHein ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupyTtusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — BHyTpeHHuMn |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnica
MapwpyTtmnsatopa), «192.168.1.199» — IP-agpec kamepbl. [OnNd HACTPOMKM UCMOSMb3YEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTcd Has3HauuTb MOPTbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUA AOCTYN K €e HAaCTPOoNKaM 1 K BUAEONOTOKY C kamepsbl. B
NnoKanbHOM cCeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme sHadvyeHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Onsi BCex Kamep, HaxoOsWMXCs B OOHOW JloKanbHOW CeTw,
cylecTByeT Tonbko oauH IP-agpec (BblgaHHbIM npoBargepom). NoaTomy onst goctyna K 3TMM Kamepam

HeobxoOQMMO KaxaoW Ha3Ha4YUTb CBOMU rpynnbl NOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE criegytolimMe AenCcTBUS:

BHUMAHMUE!
MopT AaHHbIX 0653aTENbHO AOMMKEH TPAHCNMPOBATLCSA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pa3nnyHble 3Ha4YeHund nopTta AaHHbIX.

War 1. B Beb-mHTEpPpdeNnce kamepbl OTKpoWTe pasgen meHiw Hacmpoliku — Cemb —
OcHogHbIe.
War 2: Beeaute B none [[MopT AaHHbLIX] HOBOE 3HaYyeHWe, OTIANYHOE OT 3HA4YeHUd Mo

ymMon4aHuio. Hanpumep, nyctb B Ka4ecTBe NopTa AaHHbIX ncnonb3dyetca nopT «5001» (Puc. 6.4).
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TNokankHkle
Bupeo

?> PPPoE

> UPNP

> E-mail

> FTP

> DDNS

> PFTP

> RTSP

> HTTPS

> YeepomneHue

Sanuck

Tpeeora

CucTemMHble
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OCHOBHEIE HACTPOWKK

ot s
HTTP 1097
ONVIF-nopt 2000

[[] BenmioumTs Nnepeagpecaumio nopToe
MonyuuTs HacTpoitky UPNP-cepaepa aBToMatyecku
UPnP-cepeep
BrelwHnil IP-agpec
MopT AaHHLX
HTTP-nopt
RTSP-nopt
ONVIF-nopT

Puc. 6.4

War 3: ana npumeHeHns HacTpoek HaXXmMuTe KHOMKy [CoxpaHuTb).

Takum obpasoM, NopTbl ANs AOCTyNa K AaHHOW Kamepe BHYTPU FokanbHOW ceTu ByayT:

HTTP-nopT — «80», MNopT gaHHbIX — «5001», RTSP-nopT — «554».

[na BTOpOM Kamepbl MOXHO BblOpaTb cneaywowme noptbl: HTTP-nopt — «80», lNopt

AaHHbIX — «5002», RTSP-nopT — «554» n 1.4.

Kamepa HacTpoeHa. OcTtanocb NpaBunbHO HACTPOUTL MapLLpPYTU3aTOP.

ans HaCTpOﬁKM MapLlpyTusatopa BbinoJsiHUTEe crieayrowjme OeucTBuUA:

War 1: BBeanTe B agpecHonm cTpoke Opaysepa IP-agpec mapwpytmsaTopa (B Haliem

TP-LINK'

Status
Quick Setup
wps
Network

Wireless

DHCP

USB Settings
Forwarding
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543HD

Firmware Version:

Hardware Version: WR2543ND v1 00000000

3.13.27 Build 121207 Rel 619550

MAC Address: 90-F6-52-75-BD-62
IP Address: 19216811

Subnet Mask: 255.255.255.0

Wireless
Wireless Radio:  Enable

Name (SSID): TP-LINK

Puc. 6.5

npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpU3aLUUK BBeOMTE NOTMH 1 naponb. Nocne

yOa4yHOW aBTOpM3aLmmM OTKPOETCS OCHOBHAs CTpaHuLa HacTpoek mappyTtusaTopa (Puc. 6.5).

LWar 2: Buibepute nyHKT meHo Forwarding — Virtual Servers. B nossuBlIEMCS MEHIO

Haxxmute kHonky [Add New] (Puc.6.6).
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450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK'

Status

Virtual Servers

Protocol Status Modify

Quick Setup
WPS
Network

Internal Port IP Address

Wireless
DHCP
USB Settings

Enable All Disable All Delete All

— Previous Next
- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.6
LWar 3: no6aBbTe NpaBuna nepeHanpaeneHus noptos ans IP-kamepsl (Puc. 6.7). 3apanTe

cneayoLwme napameTpbl:
[Service Port]: ykaxunte nopt, KOTOpbI ByAeT UCnonb3oBaTbCs ANA AOCTyNa K Kamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MCMONb3ynTe AN MNepeHanpasreHns MnopToB 3aperncTpupoBaHHbIe

3Ha4veHus. PekomeHayeTcs ncnonb3oBaHne nopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxute nopT, ncnons3yembin B AaHHbLIN MOMEHT ANA AOCTyna K Kamepe 13

nokansHowu ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, Ans KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NyHKTbI HEe TPEOYIT HAaCTPOWKM.

Hob6asbTe npasuno anga nopta HTTP (Puc. 6.7).

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

TP-LINK'

Status
WPS
Network
e Service Port: 31 (O4-XX 0r XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Protocol: All -
5 Status: Enabled -
- Port Triggering
— Common Service Port: —Select One— -
-UPnP
Security
Parental Control Save
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.7
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War 4: Haxmute kHOnKy [Save], 4To6bl coxpaHuTb npasuno. MNpasuno gobaeneHo (Puc.

6.8).

= 2 450M Wireless N Gigabit Router
Tp LINK Mode! No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete Al |

=IPIA T ey Previous Nedt |

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).

- e 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

T ID  Service Port Internal Port IP Address Protocol Status Modify

T 18 80 192.168.1.199 Al Enabled Modify Delete
FP— 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwi

Virt AddNew... | [ Enable Al | [ Disable Al | [ Delete Al ]

- Port Triggering

DM " Previous | [ Next

-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.9

LWar 6: n ewe ogHo npasuno ans NopTta gaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-noptbl 1 RTSP-nopTbl KamMep MOXHO nepeHanpaBnsATb C NOMOLLbIO BUPTYanbHOrO cepeepa, 0OgHaKko

NopTbl AaHHbLIX Y KaMep OOJIKHbI ObITb pa3HbIMU N TPpaHCNNPOBATbLCA NMOPT B I'IOpT!
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

1 81 80 192.166.1.199 Al Enabled Madify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delete
P— 3 5001 5001 192.168.1.199 Al Enabled Modify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All |
-upnp —
Previous Next ]

Security i
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.10
War 7: Ecnv Bbl ucnonb3yeTte HECKONbKO Kamep, To Bam HeobxoamMmo noBTopuTh warn 2-6

ANnsa ocTanbHbIX Kamep (Puc.6.11).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port IP Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 All Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 All Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 All Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
i Erihe 9 5003 5003 192188.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAl | [ Delete Al |

Bandwidth Control

IP & MAC Binding Previous |

Dynamic DNS

System Tools

Puc.6.11

HacTponka mapLupyTmusaTopa 3aBepLueHa.

Tenepb, 4TOBbLI NOMY4YMTL AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblgaHHOMY npoBangepom (BHewHun IP-agpec maplipyTunsartopa), 1 Ha3Ha4eHHOMY en
nopty HTTP.

B paccmoTtpeHHoM npumMepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3HayYeHHbIN Kamepe Ans nepeagpecaunn,— «81». 3HauuT, ons obpalweHnsa K Kamepe u3 cetu
WHTEepHeT Heobxoanumo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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Lpunooicenus

MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npueeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAaHOBOK

HanmeHoBaHue 3Ha4yeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Lnio3 192.168.0.1
Nmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkrntoveHnem o6opyaoBaHUA HEOHXOANMMO 03HAKOMMTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHbl cootBeTctBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCNOJTHEHNSI YCTPONCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pya0oBaHUS, 3aWmUTbl OT OPOCKOB B NUTalOLLEN
ceTn n obecneyeHnss GecnepebOMHOrO NMUTaHWS cnegyeT WUCNoNb3oBaTb CeTeBble PUMbLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 0obopygoBaHMe coOTBETCTBYET TPeOOBaHUSAM drekTpomMarHUTHon cosmectumoctn EN
55022, EN 50082-1. HanpsikeHne paguonomMex, co3gaBaeMblx annapaTtypour, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PykoBOACTBE MO aKchnyaTauum ns
KOHKpeTHOro ycrtponctea. [Ona yCTPOWCTB CO BCTPOEHHbIM WCTOMHMKOM MUTaHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, yactotom 50 Iy +3%. [Ons ycTpoWCTB C BHELUHUM
aganTepoM MUTaHUA — CTabunmMaMpoBaHHbIN UCTOYHUK NuTaHna 5 B +5% wvnn 12 B £10% anga

YCTPOWCTB € 12-BONbTOBLIM NUTaHWEM. HanpsikeHne nynbcaumi — He 6onee 0.1 B.

B4. 3azemneHue

Bce ycTponcTtea, umetowme BCTPOEHHbIM BNOK NUTaHUS, AOMKHbI ObITb 3a3eMneHbl nyTem
MOAKIMIOYEHNss K creumanbHbiM pO3eTKaM  SMEeKTPONUTaHUs C  3a3eMieHueM unu nyTem
HenocpeacTBEHHOrO 3a3eMfieHuMs Kopryca, €ecrniM Ha HeM npefyCcMOTpeHbl cneuuarnbHble
KpenexHble SnemeHTbl. 3a3emneHve 9neKTponpOBOAKU 34aHUSA OOMKHO ObiTb BbINOMHEHO B
cooTtBeTCTBUM C TpeboBaHuamu MYS (MpaBuna Yctponctea InekTpoyctaHoBok). Ob6opyaosaHue
C BbIHOCHbIMW Oriokamu nNUTaHWs WM aganTepamu Takke [OIPKHO OblTb 3a3emMneHo, ecnu 3To
nNpeayCMOTPEHO KOHCTPYKUMEW Kopryca WM BUMKM Ha LWHype nuTaHus. MOHTaX BO3AYLUHbIX
NVHUIA anekTponepesayn 1 JUHWA, NPOKNaAblBaeMblX MO HapPYXXHbIM CTeHaM 30aHWA U Ha
Yyepaakax, JOIPKeH BbITb BbIMOSIHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3emMrneHbl C ABYX KOHUOB. [lpuyem, ecnu oamH KOHeL, aKpaHa nogkntoyaeTcs
HEMOCPEeACTBEHHO K LUMHE 3as3eMNeHusi, TO BTOPOM — MOAKMYaeTCad K 3a3eMreHuo 4Yepes

paspsaHUK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOMCTBY
MOMHMe3aLnTbl 3gaHni n coopyxeHnin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA W NUHWUA, UOYLLMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NoMeLLeHUsIM, Ha BXxogax obopynoBaHUs AOSMKHbI ObITb YCTAHOBMEHDI

YyCTPOWCTBA MOMTHME3ALLMTDI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHUMarnbHblE 3HAYEHUs1 TemnepaTypbl SKCnyaTauunm n XpaHeHusi, a
Takke BNaXHOCTW, Bbl MoxeTe nNoCMOTpeTb B TEXHUYECKOM OMUCAHUM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas pabodvas Temnepartypa — 3TO TeMnepaTtypa, Bbille KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPyC YCTPOMCTBA B NpoLiecce ANuUTeNnbHoM paboThl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOro
npocTtpaHcTBa no 6GokaM W CO CTOPOHbI 3agHen naHenwu ycTtpowctBa. [lpu ycTaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad unM  CTOMKy JdommkHa ObiTb obecnedyeHa Heobxogumas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCs ycTaHaBnmMBaTb B WKady cneumanbHbid 6ok
BEHTUNATOPOB. TemnepaTypa OKpyXXalLlero Bo3gyxa W BEHTUNAUMA LOMKHbl obecnevmBaTtb
HeobxoauMbIA  TemnepaTypHbid  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKMMU
XapakTepUCTUKaMM KOHKPETHOrO 060pya0oBaHUS).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayoLwmm TpeboBaHNaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCTBME B BO3AyXe NapoB BMaru, arpeccuBHbIX Cpea.

B) B nomewleHun, rae ycrtaHaBnvBaeTca oOOpyaoBaHWe, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyaoBaHne HeobxoomMmo obCnyXmBaTb C NEPUOLAMYHOCTBIO HE MEeHee OAHOro pasa B
rog C Uenbl yganeHus u3 Hero nbinu. ATO no3sonut obopynoBaHuto paboTtatb 6e3 cboerB B

TeyeHune npoaoInKUTESNIbHOIo BpeMeHW.

B9. NMoakntovyeHne nHtepdencor
O6opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo obopyaoBaHne GyaeT paboTaTb AOMKHLIM
00pa3om B pasnmyHbiX KOHUrypaumsix n obnactax NpUMMEHEHUs, U He AaeT HUKaKOW rapaHTum,
yTO 0bGopyaoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMWU KrMeHTa npwm
ero NpMMeHeHun B crneunguyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 00s3aTeNnLCTBAM NpU
NOBPEeXOEeHUN BHELWHUX WHTepdencoB obopyaoBaHUs (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.M.)  camoro o6opyaoBaHusi, BO3HUKLLEM B pe3yribTaTe:

a) HecobnogeHnst NpaBuIT TPAHCNOPTUPOBKM M YCINOBUIN XpaHEHNS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKUX Kak noXkap, HAaBOAHEHME, 3EMIETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHU MO pa3MeLLEHNIO, NOAKMIYEHNIO U SKCMyaTaumm,;

) HEMpPaBUITbHbIX OEWCTBUIA MPU NEPENPOLLNBKE;

[) NCNONb30BaHNS He NO Ha3HaYeHWIo;

€) MEexXaHVWYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ paMKM OO0MNYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
NpeayCcMOTpPEeHbl TEXHMYECKON creumndukaLmen Ha gaHHoe obopyaoBaHue;

) BO3OENCTBMSA BbICOKOTO HanpshkeHust (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4ecTBO WU

T.M.).
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2024.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMINEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkor OOO «HIMIM «beeapa». Bece

OCTallbHbl€ TOProBble MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTUn U NpeacTaBreHUn,
noapasymeBaeMbIX WM BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTocnocobHOCTM Npu ucnonb3oBaHun B crneumdumdecknx uenax. OO0 «HIMM «besapg»
NpUNoXnno Bce ycunusa, 4tobbl caenatb 310 PyKoBOACTBO MO akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKuK, KOTOpPble, BO3MOXHO, NPOU3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

MHdopmauua B nobon yactn PykoBoacTBa No aKcniyataumm N3MeHseTcsa U OOMNosHseTcs
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenms. OO0 «HIM «besapa» He Gepet
Ha cebs HMKaKON OTBETCTBEHHOCTM 3a NtoOble NOrpeLlHOCTN, KOTOPble MOTYT COAEPXaTbCsA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakOoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U OCTaBnsgeT 3a cobon MpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B noboe Bpemss 6e3 npegBapuTernibHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa siBNseTcs
HenpaBUNbHOMW WNW  HEMNOMHOW, wnuM BBOAMT B 3abnyxaeHwe, Mbl Oyaem Bam «kpawviHe

Nnpu3HaTesibHbl 3a Bawmu KOMMEHTapun 1 npearioxxeHuns.

C3. NpeaynpexaeHnsa FCC

310 06opyaoBaHMe BbINo NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOLWNM TpeboBaHNAM
NONOXEHUS O LNUMPOBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepanbHon komuccum no ceasm (FCC). 3tu orpaHnyeHus 6binn paspabotaHbl B Lensx
obecneveHns 3awWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HMKaTb MPWM WUCMONb30BaHWUA
obopynoBaHUA B KOMMEPYECKMX Lendx. OTo obopygoBaHMe MOXeT uanydvaTtb, reHepupoBaTb U
ncrnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn gaHHoe obGopynosaHve 6yaet
YCT@HOBMNEHO W/unu B6yaeT MCNoNb30BaTbCA C OTKMOHEHUSIMU OT HacToswero PykoBoactea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paanoceA3n, a npu yCtaHOBKE B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTtom cnyyae Bnageney Oyaet o6s3aH McnpaBnsTb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE

OTO YCTPOMCTBO MOXET BbI3blBaTb PAAMONOMEXM BO BHELLUHEM OKPYXXeHUW. B aToM cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLWNE MEPDI.

C5. NMoppepxka

Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C

cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MoXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B cnyxby TExXHWYECKOW NOAOEPXKKW, MNOXKarnywucra, noaroToBbTe

cneayoLyo nHpopmMaumio:

ToyHoe HammeHoBaHuve u IP-agpec Bawero obopyaoBaHus (B cnydae npuobpeTteHus
IP-o6opynoBaHus), ata nokynku.

Coob6LweHuns 06 owmnbkax, KOTopble NOABAANUCL C MOMEHTA BO3HMKHOBEHUS NPOBMneMbI.
Bepcua npowwvBkM M 4Yepe3 kakoe obopygoBaHue paboTano YCTPOWCTBO, Koraa
BO3HWMKMNa npobnema.

MNponsBeneHHble Bamu gencteus (No waram), npeanpuHATbie Ans CamoCTOATENbHOro
peLlueHnst npobnemsbl.

CKPUHLLOTbI HACTPOEK U NapameTpbl NOAKIOYEHNS.

YUem nonHee O6ygeT npeacrtaeBneHHas Bawmu uvHdopmaums, Tem ObicTpee Hawm

crneumanucTbl cMoryT noMoys Bam pewwnts npobnemy.

PykoBoacTBo no noakntoyeHuto IP-kamepsbl B1510DV
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Ipunooicenus
MpunoxeHue D. CoBmecTtumoe PoE o6opyaoBaHue
N N
= =| = > = 2| 2| 2| | X a0 a
Pesuausa / SN Mogens S| o g ° |1 | 8| 8] 8| ol o| 5| 5] 8] 8] 8| 8| 8 2 2| 2| 9
el al & g S| S| 5| S| B| N K| R S| R| & | RISl gl 9 @ &
© ™ 0 ™ ~— N — ~— N ~ [N ~ N — — N — [V (2] »n 0 AN
O|l z| z| Z| Z| | | | | 0| M| 0| 0| 0| | m| M| M| M| O O | @
B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - o+ |+ |+ S I I R B + |+ |+ |+ |+ |+ |+ +
V3/ .
2148895002278 TP-Link TL-PoE150S + + + + + + + + + + + + + + + + + + + + + + +
AF00453500979 Planet POE-173 + |+ + |+ |+ + |+ |+ + |+ |+ o e + |+ |+ + |+ |+ | +
V2 /
AF00094100032 Planet POE-2400 S T A O O O I A S O O I e O O A I T O A
V3/
A310114400490 Planet FSD-804P + + + + + + + + + + + + + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + + + + + + + + + + + + + + + + + + +
V2 Planet FNSW-1608PS + + + + + + + + + + + + + + + + + + + + + + +
Planet FGSW-
A920431700088 2612PVM + + + + + + + + + + + + + + |+ | + + + + + | + + +
Planet FGSW-
A920424400021 2620PVM + + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G - - - - - + + + + + + + + + + + + + + - = + +
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + |+ + |+ | + + |+ |+ + |+ |+ + |+ |+ |+ |+ + |+ |+ + |+ |+ |+
1400100675 Beward STW-1622HP + + + i + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + + i + + + + + + + + + + + + + + + + + + +
Beward STW-
1400100141 02404HPF + + + + + + + + + + + + + + + + + + + + + + +
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Mpunoxenue E. MMoccapun

3GP - mynbTUMeannHbI KOHTENHep, onpeaensdembln NapTHEpPckMM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeannHbeix cnyx6 3G UMTS.
MHorne coBpemeHHble MOOUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPorpaMMHOro obecneveHus
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-OB), UCMOMNb3yemMoro Ans ux
co3gaHus. Beb-Opaysepbl MOryT ynpaendTb anemeHTamu ynpaBrneHus ActiveX, gokymeHTammu
ActiveX wn cueHapusimmn ActiveX. OnemeHTbl ynpasneHus ActiveX 4acTto 3arpyxawTcs Wu
WHCTanNNupyTCa aBTOMaTUYEeCKn, Kak 3anpawuvBaembl. Cama no cebe faHHasi TeXHOMoOrus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXkmBaeTcsa B NoIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTrpuyHaa uudpoBas
aboHeHTCKasA nUHUA) — MOAEMHasi TEXHOmNOoruMsi, npeBpallalollas aHanoroBble CUrHanbl,
nepefaBaemMble NOCPEACTBOM CTaH4APTHOM TeNedOHHON NMHWMK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), no3BOJIAA BO BpeMA pa6OTbI coBepLUaTb 3BOHKW.

Angle / Yron o630opa — 370 yros, KOTopbIi 06pa3ytoT Nyyn, COeauHAOLLME 3a4HIOK TOYKY
00beKkTMBa 1 gmaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pPacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OObIMHO yron 3peHust U3MepseTcsi Ha nuH3e, (OoKyC KOTOpou
yCTaHOBIeH B GeCKOHeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHus, o6bekTuBbl AENSAT Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANVMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale Bcero Mcnonb3ylTcsa A4S NaHOPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onbwe. HopmarnbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro obbekTuBa coctasnset 30 rpagycos.

ARP (Address Resolution Protocol / [potokon onpegeneHus apgpeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MNPOTOKOST HU3KOr0 YPOBHSA, NpegHasHayYeHHbIn Ons
onpegeneHns agpeca kaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT MPOTOKOMN Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCTpoeHHbIX
nosepx Ethernet. 3toT npotokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTponcTBa. 1o nokanbHOM ceTu TpaHcnupyeTcs 3anpoc Ans novcka yana ¢ MAC-agpecowm,

cooTBeTCTBYOWMM IP-agpecy.

Aspect ratio /| ®opmaT 3KpaHa — 3T0 (popmMaTHOE OTHOLLEHME LUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WUCMOMb3YyEMbIA AONS  TENEBU3NOHHBIX 3KPAHOB U KOMMbHOTEPHbIX
MOHUTOPOB, cocTaBndeT 4:3. TenesugeHne Bbicokon YeTkocTn (HDTV) ucnonssyet doopmaT kagpa
16:9.

PykoBoacTBo no noakntoyeHuto IP-kamepsbl B1510DV
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Authentication / AyTeHTudmkauma — nposepka NPUHAZNEXHOCTU CyObekTy AocTyna

NpeabsaABNEHHOrO UMM  WMAEHTMdUKaTopa; noaTBepxaeHne noanuHHocTn. OguvH 13 cnocoboB
ayTeHTUMKaLMM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mnosib30BaTenbCKoro
naeHTMdumkaTopa, B NPOCTOPEYUN HasbiBaeMoro «rormHom» (login — perucTpaunoHHoe nms
nonb3oBaTensd) W Napofnd — HEKOW KoHduAaeHUManbHOW WHOPMaUMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOMb3oBaTenemM JIornH
N Naponb, KOMMbIOTEP CPaBHUBAET UX CO 3HaAYeHMeM, KOTOpOe XpaHUTCA B crneuuanbHou 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[]1 (ABTOperynupyemas gmadparma) — 310 aBTOMaTMYECKOe perynnpoBaHme
BENMWYUHbI guadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monajatwollero Ha martpuuy.
CywectByeT gBa BapuwaHTa aBTomaTudeckon perynupoBku auadparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepeaayun AaHHbIX) — OYKBaNbHO, CKOPOCTb NMPOXOXAEHNSA
6uToB MHOPMaunnN. BUTpenT NpMHATO Mcnonb3oBaTb NpU M3MepeHun 3APdEKTUBHON CKOPOCTU
nepegayn uvHoOpmMauun Mo KaHamy, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(noMMMO TaKoBOM, MO KaHany MOXeT nepeaaBaTbcsi CryebHas uHgopMauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEeHcauus
3agHero cBeTa). TUNWYHBIA NpuUmMep HeoBXoAUMOCTU UCMNONb30BaHMA: YenoBek Ha )OHEe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpasnbHyto, T.e. 0OLLy0 OCBELEHHOCTb CLEHbI,
«BMAMMOW» Kamepoun Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" BCen KapTUHKW. BkritoveHue pyHkuumn «BLC»

MOXET B NOAOBHbIX crniyqasax ncnpaButb pa60Ty AdBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HadmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavaeTcs
ANS UCMONb30BaHUA B NOKarnbHbIX CETAX U UCMOMb3yeT CBeAeHUs (3anncu) B criy>kbe AOMEeHHbIX
nmén (DNS) ansa obHapyXeHust OpyrMx KOMMbIOTEPOB, PABHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUMHTEPOB) B BrivXKaNLLIEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauus (aHrn. Classless Inter-Domain Routing, aHrmn. CIDR) —
meTop IP-agpecaunn, Nno3BoNsALW M rmMbKo ynpaBnsaTb NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BofdeT 3KOHOMHO
NCNonNb30oBaTbh OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHNE Pa3fMyHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / NMN3C-maTpuua — 3TO CBETOYYBCTBUTENbHbIN 3SIEMEHT, UCNOSb3YIOLWMINCA BO MHOTMX

UMPOBLIX KaMmepax M NpeacTaBnsaloWUn cCOBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
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COTEH ThbICAY 3apAnoB (I'II/IKCGJ'IGIZ), KOTOpble npeo6pa3y+0T CBETOBYIO 3HEPIU0 B IJ1E€KTPOHHbIE

curHanel. Pasmep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EaMHbin wno30BbIN  UMHTepcdenc) — cneundbukaums, onpegenstoias
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

cogepawasn opmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkm AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbI1
MeTanIoOKCUAHbIA MNOSYNPOBOAHUK) — 3TO LUMPOKO WUCMOMb3yeMbIA TUM MNONYNPOBOAHMKA,
KOTOPbIA MUCMONb3yeT Kak oOTpuUaTenbHyl0, TaK W MOMOXUTENbHYIO 3MEKTPUYEeCcKyo Uuenb.
[MockonbKy TONbKO Of4Ha M3 3TUX TUMOB Lienen MoXeT OblTb BKIOYeHa B noboe AaHHOe Bpems, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIeKTPO3IHEPTrMK, YeM MUKPOCXEMbI, UCNONb3yoLlme
TONbKO OOMH TWM TpaH3ucTopa. Takke gatunkm nsobpaxeHus KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTkM, OAHAKO 3TO MPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [M3C-

OaT4ynkamun, KoOTopble ABNAKTCA TakkKe bonee AopormMm B Npon3BoacCTBE.

DDNS (Dynamic Domain Name System, DynDNS) — texHonorus, npumeHsiemas Ans
Ha3Ha4YeHWs1 NOCTOSIHHOTO AOMEHHOI0 UMEHU YCTPOMUCTBY (KOMMbHOTEPY, CETEBOMY HAKOMUTENMIO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6biThb IP-agpec, nonyyeHHbin no DHCP vnn no IPCP B
PPP-coeauHeHuax (Hanpumep, npu yganéHHoMm [ocTyne 4depes mogem). [dpyrme MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coegunHeHne C 3TOM MaLUMHOM MO OOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcUrypaumm ysna) — 9TO CETEBOW NPOTOKOS, NMO3BOMSIOWNA KOMMbOTEPaAM aBTOMaTUYECKU
nonyyatb IP-agpec u gpyrme napametpbl, Heobxoaumble onsa pabotel B cetn TCP/IP. JaHHbIN
NPoOTOKON paboTaeT no MoAenn «KNueHT-cepBep». [ns aBTOMaTMyYeckonW KoHdurypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdwurypauum ceTeBoro YycTpoucTBa obpaiwjaetca K Tak

Ha3biBaemomy cepsepy DHCP v nony4yaeT oT Hero HyHble napameTpbl.

DHCP-cepBep — 91O nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmanasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo YyHKUUIO NOAAEepXKMUBaOT

NpakTUYeCKN BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LiucgpoBoe yBenuyeHnme — 370 yBenvyeHne pasmepa kagpa He 3a cueT
ONTWUKMK, @ C NOMOLLbI KaapupOBaHWsS NOMYy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hudero He
yBENMMUMBAET, a TOMbKO BbIpe3aeT HYXHYH 4YacTb Wu300paxeHuss u pacTarmBaeTr ee Ao

nepBoOHaYanbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — Takke JOMEHblI MOTyT OblTb UCMOMb30BaHbI
opraHuMsaumsiMn, KoTopble XOTAT LEHTpanu3oBaHHO YNpaBnsTb CBOMMM KOMMbkOTEpamun (Ha
KOTOpbIX YCTaHOBMEHbl onepaumoHHble cuctembl Windows). Kaxabii nonb3oBaTenb B pamMKax

OOMEHa noflydaeT Yy4eTHyr 3anuncCb, KOTOpas 06bIYHO paspelwlaet 3apernctpupoBatbCAa "
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ncrnonb3oBaTb tobon KOMMNbOTEP B OJOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKTEP MOryT ObITb

HaloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABIIAEeTCA cepsep, KOTOprVI

ayTeHTVId)I/ILI,MpyeT nonb3oBaTeneun B ceTu.

Ethernet — nakeTHasi TexHomnorMsi nepegayn AaHHbIX MPEUMYLLECTBEHHO B JTOKalbHbIX
KOMMNbloTEPHbIX ceTsx. CrtanaapTel Ethernet onpepensitoT npoBoAHble COeAVMHEHUS U
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT KaapoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackue ycTaHOBKM MO YMOJIYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTcsi C 3aBoAa B NepBbIf
pa3. Ecnu Bo3HMKHET HEOGXOOUMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ans GoNnbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbLIO

nepeycraHasnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHBI MOSIb30BaTENEM.

Firewall / BpaHgmayap — GpaHamayap (MexXceTeBoW aKkpaH) paboTaeT Kak bapbep mexay
ceTaAMM, Hanpumep, Mexay nokanbHou ceTbio U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensaMm OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpaHamayapom MoxeT 6bITb nporpamMHoe obecneveHve, paboTatoliee Ha KOMMbloTEpe,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE anrnapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — u3MepsemMoe B MuNnNuUMeTpax ¢OKyCHoe
paccTosiHne 06beKTMBA KamMepbl, onpeaensioLlee WMPUHY ropu3oHTanbHOM 30Hbl 0630pa, KoTopoe
B CBOI ovepedb uamepsdeTcsa B rpagycax. Onpenensercd Kak pacctogHne OT nepeaHen rnaBHom
TOYKM OO nepegHero dokyca (ana nepegHero OKYCHOrO pPacCTOSIHUA) U KaK pacCTosHuWe OT
3aHewn rmaBHON TOYKM 00 3adHero dhokyca (angd 3agHero ooKkyCcHoro paccrtosaxus). MNpu aTtom, noa
rMaBHbIMM TOYKaMW MOAPa3yMEBAKTCA TOYKM MepecedeHus nepeHen (3agHen) rraBHOM

MITOCKOCTU C ONTUYECKON OChbIO.

Fps / KagpoBasa yacTtoTa — KONMYeCTBO KaapoB, KOTOpoe BuaeocucTeMa (KOMMbIOTEPHast

urpa, Tenesusop, DVD-nneep, Bugeodann) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcd nonHoe BuaeousobpaxeHue. B dopmate 2:1
YyepeccTpoyHOM pasBépTkM uHTepderica RS-170 m B cdopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTcs u3 AByxX oTAeNbHbIX obnacren
NNHWIA YepecCTPOYHON pasBepTkn 262.5 nnm 312.5 Ha yactoTe 60 wnmn 50 My ans Toro, 4ToObLI
ccopmMmpoBaTh MOSHbIA Kagp, KOTOpbIN 0TobpasuTca Ha akpaHe Ha ydactote 30 wnm 25 Tu. B
BMAeoKkamepax C MNPOrpecCUBHON pasBepTKOM Kaxdblh Kagp CKaHUPYeTCs MOCTPOYHO U He

SBISIETCH YepPEeCCTPOUHbIM; BOMNbLUMHCTBO M3 HUX oToBpaxaeTcsa Ha YacTtote 30 n 25 .

FTP (File Transfer Protocol / [lportokon nepegaun ¢annoB) — 3TO MNPOTOKON

NPUITOXXEHWS, KOTOPbIN ucnonb3yeT Habop npotokonoB TCP / IP. OH ucnonb3yetcsa, 4ToObI
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obmeHuBaeTca panvnamum Mexagy KomnbtoTepamu/yctponctBamm B cetn. FTP  nossonser

nogkntoYaTbes K cepepam FTP, npocmaTprBaTh coAepXXnMoe KaTanoroB v 3arpyxatb dpainbl ¢
cepBepa unu Ha cepsep. lMpotokon FTP oTHOCUTCA K MpOTOKONam MpUKNagHoOro YpPoBHSI U ONs
nepefayv AaHHbIX UCNONb3yeT TPpaHCMNOPTHLIN npoTokon TCP. KomaHabl U AaHHble, B OTNMYME OT
GonblUMHCTBA APYrMX MPOTOKONOB nepeaarTcsl No pasHbiM noptam. MopT 20, oTKpbIBAaEMbIN Ha
CTOpPOHE cepBepa, UCMOoNb3yeTcs ANs nepeaayn AaHHbiX, NopT 21 - Ansg nepegayn komaxa. Mopt

ana npuemMa gaHHbIX KInMMeHToOM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MonHbIn Aynnekc — MOfHbIA OyNfekc npeacTaBnsder cobown nepepady
AaHHbIX OJHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3BykoBOCMpou3BeOEHMS 3TO MOXHO
onucatb, Hanpumep, TenedoHHbIMM cuctemMamun. Takke nonyayniekcHas cBs3b obecneumBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpasJ/ieHNX 3a OOWH pas.

G.711 — crangapT ons npeacraeneHnsa 8-6utHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takum obpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / KoadpchmumeHT ycnneHmsa — koadppumumMeHTOM yCUneHnsa asnsetca KoapgpuumneHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNMTEMb YCUNUBAET Cuny curHana.
KoadbpmumeHTbl yemunenunsa obbl4HO BbipaxatoTcsa B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHnd ycuneHua ycunmtens.

Gateway / MexceTeBOoM LWNMO3 — MEXCETEBLIM LUMO30M 4BMASETCA CeTb, KOTopas
OENCTBYET B Ka4yecTBe TOYKM BXxoda B Apyryto ceTb. Hanpumep, B KopnopaTvBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYHOLUNA B Ka4eCTBE MEXCETEBOro LUS03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa N cepBepa CeTeBOM 3aluuTbl. MexceTeBOM LIMN03 YacTo CBA3aH Kak C
MapLUPyTU3aTOPOM, KOTOPLIA pacrno3HaeT, Kyda HanpaensATb NaKeT AaHHbIX, KOTOPbLIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro w3a agnd AgaHHoro nakeTa.

H.264 — 570 mMexayHapoaHbIN CTaHOapT KOAMPOBaHWUS ayauo M BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [JaHHbI cTaHOapT COO4epPXUT pag HOBbIX
BO3MOXHOCTEN, MNO3BOJIAKLINX 3HAYUTENBbHO MOBLICUTL 3MPEKTUBHOCTL CKaTusi BMOEO MO
cpaBHeHuto ¢ 6onee paHHuMmn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
GonbLuyo MMBKOCTE NPUMMEHEHNSA B pa3HOObpasHbIxX ceTeBbIX cpeaax. Mcnonb3yetca B LMdpoOBOM

TenesnaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / [lpoTtokon nepega4n runeprekcra) — 310 Habop
npasun no obmeHy cpannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MyneTumMeaua cannamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenictee npoTokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaerca OO NOsyYeHust

noareepXxgeHma o ero npasuiibHOM npneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIM NpoTOKON nepeaayu
runeprekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepegaBaembie no npotokony HTTP, «ynakoBbiBaloTCA» B KpunTorpadmyeckmii npotokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3almTta 3TuxX gaHHblx. B otnnyme ot HTTP, ana HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOM KOHLEHTpPATOP - CETEBOMN KOHLIEHTPATOP UCMONb3yeTcs Ans NogknoyeHns
MHOrOYMCMNEHHbIX YCTPONCTB K ceTn. CeTeBON KOHLEHTpATOp NnepegaeT BCe AaHHbIe B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOSMbKO nepegaeT AaHHbIe B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBrsitOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXxoaswmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax u APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUKLLMX MpU Nepeaaye AaHHbIX, Hanpumep, 3anpalmBaemMas ycnyra HegocTynHa unmn XocT unum

MapLIpyTU3aTop He OTBEeYaloT.

IEEE 802.11 / Ctanpgapt IEEE 802.11 — 370 ceMelCTBO cTaHAapToB Anst 6ecrnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedady AaHHbIX Ha ckopoctn 1 unu 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHgapT xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6uT/cek Ha nonoce 2.4 ['Tu, B To BpeMs kak ctaHgapt 802.11a no3BonseT 3aaaTb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 Tu.

Interlaced video / YepeccTpouHas pasBepTka — 3TO BMOEO3aNNCb CO CKOPOCTb 50
n306paxkeHnn (Ha3biBaeMbIxX MOSISAMW) B CEKYHAY, U3 KOTOPbIX KaXKable 2 NocrneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeauHsoTcs B 1 kagp. YepecctpoyHasi passepTka 6bina paspabotaHa
MHOrO feT Ha3aj Afs aHanoroBoro TeneBnaeHns U 40 CUX Mop LWMPOKO npumeHsieTcs. OHa aaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWS B CTaHOAPTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXEHNEe N30BpaxeHus.

Internet Explorer (IE) — cepusa 6paysepoB, paspabaTtbiBaemas kopnopauuen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepaunoHHbIx cuctem cemenctea Windows. AensieTcs Hambonee

LUMPOKO MCnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 370 cTaHAapT 3awmTbl 060PYyAOBaHNS, KOTOPLIN ONUCbIBaET
nbine- u BRaro- 3awuTy kamepbl BugeoHabnwogeHus. lMNepeas umdpa obo3HavaeT ypoOBEHb
3aWmMThl OT NonagaHnsa TBEpPAbIX YacTuy (Hanpumep, umdpa 6 o6o3Ha4YaeT NOSTHOE UCKIKYEHME

nonagaHua nbinu). Btopas umdpa obGo3HayaeT ypoBeHb 3alMTbl OT MonafaHWus >KUAKOCTEW
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(Hanpumep, undpa 6 obo3HayaeT 6e3ynpedHyto paboTy kamepbl NPy BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BPpEMEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uudpoBasa Bugeokamepa, OCOBGEHHOCTBbIO KOTOPOW sBNSAETCA nepedada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonesaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beguHeHHOM rpynnbl
aKcneptoB B obnactu cortorpachmmn) — ogouMH M3 MNOMNYNSpPHbIX rpadumyeckux dGopmMaTos,
NPUMEHSIEMbIA A8 XpaHeHus hoTon3obpakeHnn N NogobHbIX UM nsobpaxkeHun. Npu cosgaHmm
n3obpaxeHma JPEG nmeeTcs BO3MOXHOCTb HAaCTPOWMKM UCMOMb3YEMOro KoadduumeHTa cxaTusl.
Tak kak npun 6Gonee HM3kOM KO3appuUMeHTe cxatmsst (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumBaetcs obbem dainna, cywecTByeT BbIOOp Mexay KayecTBOM M3obpakeHus u o6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3To0 Mepa n3aMepeHnsa CKOpOCTU NOTOKA AAHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KONM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4McnuTenbHaa CeTb) — KOMMbIOTEPHAA CETb,
nokpbiBatoLas 00bIYHO OTHOCUTENBHO HEOOMbLUYIO TEPPUTOPUIO NN HEOOMbLUYIO TPpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONPeaeneHHYI0 reorpauieckyto 30Hy.

Lux / Jlrokc — egnHuua n3MepeHna OCBELLEHHOCTU. OnpenenﬂeTc;l KakK OCBEeLlEHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTHbIi agpec ycTpomcTea) — 370
YHUKanbHbIN NOEHTUAUKATOP NPUCOEAMHEHHOrO K CETU YCTPOMCTBA UNK, TOYHEE, ero nHTepdenic

OnAa NOAKNKYEeHNA K CETU.

Mbit/s (Megabits per second / M6uT/cek) — 3T0 Mepa W3MEpeHUs CKOPOCTU MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPOW BUTLI MPOXOAAT 3a4aHHYK TOYKY. OTOT napaMeTp 0bbIYHO
ncrnonb3yeTcs, YToObl NPeacTaBUTb «CKOPOCTb» ceTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbil METOA BMAEOCKATUS, OCHOBHOW OCOBEHHOCTbIO
KOTOpPOro SABMSIETCA CXaTWe KaxKOAoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatma wusobpaxenun JPEG. [MMpu coxatum metogom MJIPEG wmexkagpoBas pasHuua He

Y4UTbIBaAETCA.

MPEG-4 — 370 MexayHapoaHbI CTaH4apT, UCNONb3yeMbli NPEUMYLLECTBEHHO NS CKaTUA
umdgposoro ayano u sugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMOnb3yeTca ANd BellaHus
(noTokoBOE BMAEO), 3anUCKM OUNBMOB Ha KOMMAKT-AUCKW, BuaeoTenedoHun (BugeotenedoH) u

LLUNPOKOBELLaHUA, B KOTOPbIX akKTUBHO NCNOSNb3yeTCA CKaTue Ll,M(*)pOBbIX BMOEO U 3BYyKa.
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Multicast / T'pynnoBas nepepa4a — crneumanbHas oopMa LUMPOKOBELLLAHUS, NPU KOTOPOM

KOMMM MakeToB HanpaensawTca onpedenéHHoMmy MOAMHOXEeCTBY agpecaTtoB. Hapsgy c
NPUOXEHUSAMW, yCTaHaBMMBAKLWUMKU CBA3b MeXOy WCTOYHMKOM W OOHUM rfonyvaTtenem,
CYLLIECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK Nocbinan nHopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecauun TpebyeTcss Kaxgomy
nony4artento MHpopmauun nocraTb CBOW MakeT OaHHbIX, TO €CTb OdHa WU Ta Xe MHgopmauns
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumy npeactaenset cobon paclumperme |IP-
agpecaumm, No3BoNsKLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensaMm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKpEeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl NOMAY4aloT TOMNbKO YNeHbl 3TOW rpymnnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NPEUMYLLECTB NO CPABHEHMUIO
C TPaaMUMOHHbIM Noaxoaom. Hanpumep, aobasrieHne HOBLIX Nonb3oBaTenen He BriedeT 3a cobom
Heobxoaumoe yBenuyeHne npomnyckHOW CrnocoBHOCTM ceTu. 3Ha4YnUTENbHO COKpallaeTcs Harpyska
Ha nocbinawwun cepBep, KOTopbii Oonblle He [O0MKEeH noadepXkmBaTb  MHOXECTBO

OBYXCTOPOHHUX CoeIIHEHUN.

Ana peanusaumn rpynnoBo agpecauuu B fOKanbHOW CeTu HeobXOoAuMMbl: MOoAAepKKa
rpynnoson agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
Ons OTNpaBKM 3anpoca o NpucoeguMHEHUM K rpynne 1 noryvyeHuu rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUNOXEeHWEe, UCnonb3ylolee rpynnoBylo agpecauuio,
Hanpumep, BMAeOKOHepeHUnsa. TexHomnorna «MynbTUKacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxmBaeTcs cratndeckas M guHamumyeckas agpecauums. [pumepom
cTatnyeckmx agpecoB senstotca 224.0.0.1 — agpec rpynnbl, BKMAovawowen B cebs Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLupyTu3aTopbl fokanbHoOW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [An9 MPOTOKOMOB MapLipyTusauum u Opyrux
HU3KOYPOBHEBbLIX MPOTOKOMIOB  NOAAepXXku rpynnoson agpecaumun. OcTtanbHble agpeca
OVNHAMWYECKN  UCMOMb3ylTCA  NpUoXeHnsmMu. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKMBAIOT 3Ty ONUMIO (B MEHIO 0ObIYHO €CTb onuums, paspelwatowas IGMP

MPOTOKOM WU MyJbTUKACT).

NTP (Network Time Protocol / lMpoTokon CUHXpPOHM3auUM BPEMEHU) — CEeTEeBOW
NPOTOKOS AN CUHXPOHU3aLMN BPEMEHU C ncnosnb3oBaHnem ceten. NTP ncnonb3yeTt ona cBoemn

paboTtbl npotokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — crangapt NTSC
SBMSETCH TeNeBM3MOHHbLIM 1 BuaeocTangaptom B CLUA. Ctangapt NTSC goctaenset 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacneson ctaHaapT, onpeaenstoLwun

NPOTOKOIbI B3aMMOOENCTBUSA TaKuxX yCTpOVICTB, KakK |P-KaMepr, BunageoperncTpaTtopbl 1 CUCTEMbI
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ynpaeneHna Buaeo. MexayHapodHbli OpyM, CO3[4aBlUMKA  AdaHHbIA - CTaHdapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTkn U pacnpoCTpaHeHNs OTKPLITOrO cTaHAapTa AN CUCTEM CETEBOro BUAEOHAbNoAeHUS.

PAL (Phase Alternating Line / TeneBu3anoHHbin ctaHaapt PAL) — TeneBM3NOHHbLIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TENeBM3MOHHLIM CTaH4apTOM B cTpaHax EBponsbl.

TeneBunanoHHbIn cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/Cek.

PoE (Power over Ethernet / NMutaHne 4yepes Ethernet) — TexHonorus, nossonstoLlas
nepefaBaTb YAanéHHOMY YCTPOWCTBY BMECTE€ C [aHHbIMU 3MEKTPUYECKYH) SHEprui 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / Mopt - wuvaeHTMOMUMPYEMBLIN HOMEPOM CUCTEMHLIM PECYPC, BblAEMNAEMbIN
NPUMOXEHUIO, BbINONIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3N C NPUMIOXKEHUSMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMCne C APYrMMU NPUIOXKEHUSMM Ha 3TOM Xe
xocTe). B 0Bbl4HOM KNMEHT-CepBEPHON MoAeNnu npunoxeHne nubo oxuaaeT BXOASAWMX OAHHbIX
UNn 3anpoca Ha coeavHeHue («cnywaeT nopT»), NMbo nocbinaet AaHHble UNu 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (MpoTokon ABYXTOYEYHOr0 COE€AMHEHUA) — MPOTOKOM, MNO3BONSAIOLLNIA
ucnonb3oBaTb MHTEpdEnCc nocrnedoBaTenbHON nepefayn Ans CBsA3M Mexay ABYMsS CeTeBbIMU

ycTpouncTBamn. Hanpumep, nogkntodeHue MK k cepsepy nocpenctBoM TeNedOHHON IHUK.

PPPoE (Point-to-Point Protocol / lIpoTokon coeAnHeHUs «TOYKa - TOYKa») — NPOTOKON
Ons  nogknioyeHusa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k' UHTepHety  uepes
LLIMPOKOMOMOCHOE coeanHeHne, Takoe kak nimHua DSL, 6ecnpoBoaHoe yCTPOUCTBO Unun KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMpoKOnonocHoro Mogema nosib3oBateny nokanbHoOW ceTn MoryT
nony4yatb OOCTYNn C WHAMBWUAYarbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CEeTAM
AaHHbiX. O6beauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT apPEKTUBHBIN CNOCOO CO3AaHMA OTAENbHbBIX COEANHEHWI C yaaneHHbIM CepBEPOM

ONa KaXXgoro rnosjib3oBaTersid.

Progressive scan / lMporpeccMBHOe CKaHMpPOBaHME — 3TO TEXHOMNOMMA NpeacTaBneHus
KagpoB B BuAeoHabnogeHuu, nNpy KOTOPOMW Kaxabld Kagp BOCNPOM3BOAUTCHA MO OAHOW NMHMK B
nopsigke WX pasMeleHns Kaxayl LWecTHaguaTylo [OMn  cekyHabl. To ecTb CcHadana
nokasbiBaeTcsa NuHuA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpa3om, n3obpaxxkeHne He BbeTcs
Ha oTaenbHble nonykagpbl. B 3ToM cnyvae NONHOCTbIO mcyesaeT 3hdeKT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKNM.

RJ45 — yHUpUUMPOBaHHbLIM pasbéM, UCMOMNb3yeMbld B TENEKOMMYHMKauuax, umeet 8

KOHTakTOB. MicnonbayeTcs ansa co3gaqus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbl.
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Router / MapwpyTtusarop — 370 yCTPOMCTBO, KOTOPOE onpedensieT TOouKy Gnukanwien

CeTW, B KOTOPYI MaKkeT AaHHbIX AOMKEH OblTb HanpaBneH Kak B CBOW OKOHYATENbHbIA MYyHKT
HasHadyeHns. MaplpyTmu3aTtop co3gaeT uW/wnuM  noAaaepXkuBaeT — crnieuuwanbHyl  Tabnuuy
MapLUpyTU3aLUmm, KoTopasi CoXpaHsieT MHpopMaLMio, Kak TONMbKO OHA AOCTUraeT onpenereHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTv3atop BKMAOYEH B KadecTBe 4YacTu CeTeBOro

KoMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA MPOTOKON B pPEXMUMeE pearibHOro
BpeMeHU) — 3TO npoTokon IP ons nepegaynm gaHHbIX (Hanpumep, aygvo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HEOOXoanMble O51s
BOCCTAHOBJIEHMSI TOfloCa UNU BUAEOM300pakeHns B NPUEMHOM Y3fe, a Takke OaHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarTcsl BpEMEHHas METKa U HOMEP NakeTa. OT! NapameTpbl MO3BONSIOT NPU MUHUMATbHbIX
3agepXxkKax onpedenutb MNOpPsSiAOK U MOMEHT [OEKOAMPOBaHMSI KaXkgoro mnaketa, a Takke
WMHTEpNoNMpoBaTb MOTEpPsiHHbIE MakeTbl. B KayecTBe Hmxenexailiero nNpoTokona TpaHCNOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepsayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKOS YNPaBreHWs, KOTOPbIN CAY>KUT OCHOBOW ANS corfacoBaHns
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHomn nnu ogHoagpecHon nepegayn u ans
cornacoBaHus ucnonb3yembix kKogekoB. RTSP MOXHO paccMmaTtpmBaTh Kak MynbT AUCTAHLMOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpegocTaBnsaemMbiMmM cepBepoMm mynbtumenuna. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayectBe cTaHAapTHOrO MpOTOKONa And nepedadn ayguo- u

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmaTt kapTbl GnaL-
namsaTn, paspaboTaHHbLIA ONS UCMONb30BaHWA B OCHOBHOM B MOPTATUBHbLIX YCTpolcTBax. Ha
CErOAHSAWHUA [OeHb LIMPOKO WCMONb3yeTcsas B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
doToannapatax, MoOUNbHbIX TenedgoHax, KIK, kommyHuMkaTopax u cmapTdoHax, GPS-

HaBuUratTopax, BugeokamMmepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbLIN 3aTBOP — 3TO 3MEMEHT MaTpuubl, KOTOPbIA MO3BONSET
perynupoBaTb BPEMS HaKOMIEHWUs JIEeKTPUYecKoro 3apsiga. OTa [getanb OTBevyaeT 3a
ANUTENBHOCTb BbIAEPXKKM M KOMMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes hopMuMpoBaHMEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / MNpocTton npoTokon nepepayM nNoYTbl) —
npotokon SMTP wucnonb3yetcs ANa OTCbUIKA W NOMyYeHUs1 SMNEKTPOHHOW noyTbl. OgHako
MOCKOJIbKY OH SIBMISAETCH «NPOCTbIM» NO CBOEN CTPYKTYpPE, TO OH OrpaHNYeH B CBOEN BO3MOXHOCTU
Nno BMECTMMOCTM COOOLUEHWA Ha Mnorny4alrowem KOoHUe, U OH 0Bbl4HO MCMOoMnb3yeTcs C OOHUM U3

AOBYX OPYyrnx npoToOKOJ10B, POP3 unu MNPOTOKOJIOM UHTEPAKTUBHOIO A0CTyMNa K GJ'IeKTpOHHOIZ noyrte
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(I'IpOTOKOJ'I |MAP) ChyY NPOTOKOJIbl NO3BOJIAIOT NOJIb30OBATESTHO COXPaAHATb COO6LL|,€HVIF| B NMOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / [IpOTOKON TPaHCNOPTHOro YpPOBHA) — 3TK ABa npoTokona (npotokon SSL asngetca
npueMHuKkom npotokona TSL) gaBnsawTCcA  Kpuntorpaduyeckumu npoToOKONnamu, KOTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BonblumHcTBE cnyyaeB npoTokon SSL ncnonb3yetcs
yepes npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3aLMLEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe Onsl OCYLLECTBEHUS
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [lpoTokon SSL wmcnonb3yeT cepTudukaTthl

OTKPbLITOro KpUNTOrpadnyeckoro Krto4a, YTobbl NOATBEPXKAATb UOAEHTUYHOCTL CEpPBEpA.

Subnet mask / Macka noacetn — GutoBas Macka, onpegensioulas, kakas 4vactb IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakas — K agpecy camoro yana B 3TOW CeTW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTcs B ceTu
192.168.0.0.

Switch / KommyTaTtop — KOMMYyTatopoMm 4BRseTCA CeTeBOEe YCTPOMCTBO, KOTOpoe
COefVHSAEeT CErMeHTbl CETU BMECTE N KOTOPOE BbiGMpaeT MapLUpyT AN Nepecbisikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMYyTaTop siBNsieTca 6onee npocTbiM m
6onee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLUpyTu3aTop. HekoTopble KOMMyTaTopbl UMET

yHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / llpoTokon ynpaBneHua nepepayvyen) — ogvH 13
OCHOBHbIX CEeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHa4YeHHbI ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCNOPTHLIN MexaHu3M, NpeaoCcTaBsoLWwmm
NOTOK AaHHbIX C NpeaBapUTernbHOM YCTAaHOBKOW COeAMHEHNWS, 3a CHET 3TOro JaloLmii YyBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlydaemblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvYeHun ABYX KOMMKM OAHOro naketa (Cm.
Takke T/TCP).

TTL (Time to live) — npegenbHbIN Nnepnoa BpeEMEHU UM YMCMO UTepaumn unm nepexonos,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CylleCcTBOBaTb 4O CBOEr0 MCYE3HOBEHUHA. 3HayeHue
TTL mMOXeT paccmMaTpmBaTbCA Kak BEPXHAS rpaHULa BPEMEHU cyllecTBoBaHUsA IP-gentarpammel B
cetu. MNone TTL ycTtaHaBnveaeTcs oTnpaBuTenemM gentarpammbl U YMEHbLUIAETCH KaXabiM Y3rTIOM
(Hanpumep, MapLpyTU3aToOpoM) Ha MNyTU €ro CrnegoBaHWsl, B COOTBETCTBMM CO BPEMEHEM
npebblBaHUs B [OaHHOM YCTPOWCTBE WM COrnacHo npoTtokony obpaboTtku. Ecnm none TTL
CTaHOBUTCS PaBHbIM HymMO A0 TOro, Kak gevMTtarpamma npubyaeTt B MyHKT HasHaveHusl, TO Takas
aentarpamma otbpacbiBaetca u oTtnpasutento oTtcebinaetca ICMP-naket ¢ kogom 11 —

((npeBbILIJeHI/Ie BPEMEHHOIro nHTepBana».
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UDP (User Datagram Protocol / lpoTokon paentarpamm nonb3oBaTens) — 3TO

npoTtokon obMeHa [aHHbIMA C OrpaHWYEeHWsIMM  Ha MepecbllaeMble [daHHble MO CeTw,
ucnoneaytowen npotokon IP. TNpotokon UDP gaBnsetcsa anbTepHaTuBon npotokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ANsA Hero HeobsAsaTernbHa AoCTaBka BCEX
AaHHBIX N HEKOoTopble nakeTbl MOryT 6bITb NPOMYyLLEHbI, €CrN CeTb NeperpyxeHa. 3TO 0COBEHHO
yaobHO npu nepegaye BumgeomaTepuanoB B peXvMMe peanbHOro BPeMEHW, NMOCKOMbKYy He umeet
CMbICnia MOBTOPHO MepefaBaTb YCTapeBLUyl WH(OpMauuio, KoTopas BCe paBHO He Oyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TexHonorms, nosBonsiowasa nepcoHasnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpuMep, OXpaHHOMY obopyaoBaHMIO,
passriekaTenibHbIM  YCTPOMCTBaAM WM UHTEPHEeT-LUN3aM) CoeuHATbCAa  Mexay  cobon
aBTOMaTMyeckn u paboratb COBMECTHO 4vepe3 eauHyt ceTb. [Mnatdopma UPnP ctpoutca Ha
OCHOBE TaKMX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepXxunBaeT ceTeBble MHAPACTPYKTYpbl MpakTU4Yecku nboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx yncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnpoBoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeNnemOHHbIX NUHWUIA, NUHUIA anekTponuTaHus u np. lMoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIn yKa3aTtenb pecypcoB) — 3T0

CTaHO4apTU3NPOBaAHHbIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHoOM NpoTOKON nepeaavu faHHbIX) —
NPOTOKOM, CO34aHHbIM crneumanbHo gnsa GSM-ceTel, roe HYXHO YyCTaHaBnvBaTb CBSA3b
nopTaTMBHbIX YCTPOUCTB C ceTbto WMHTepHeT. C nomowbio WAP nonb3oBaTtens MOGUNBHOro

YCTPOWCTBA MOXET 3arpyxartb u3 cetn NHTepHeT niobble LndpoBbie OaHHbIE.

Web-server /| Beb-cepBep — 3710 cepBep, npuHumMarowmin HTTP-3anpocbl OT KIMEHTOB,
00bl4HO BeG-6pay3epoB, 1 Bbigarowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meama-noTokoM Unm ApYruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBasi Mapka
npombiwnenHon rpynnel «Wi-Fi Alliance» ans 6ecnposogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlboe obopygosaHue, cooTBeTcTBylowee cTaHgapty |EEE 802.11, moxeTr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 370 BecnpoBogHas nokanbHasd ceTb, UCMOMb3yoLas B
Ka4yeCcTBe HOCUTEMNS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMIOYEHME K CETU KOHEYHOrO NoNnb30oBaTens.

[1ns OCHOBHOW CETEBOM CTPYKTYPbl 0O6bIYHO MCMONb3yeTcs kKabenbHOe coeguHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHa4YeHHbIM ANg NofyaBTOMaTU4eCcKoro

co3aaHusa 6ecnpoBOHON AOMALLHEW CETMU. HPOTOKOJ'I npn3BaH OKa3aTb MOMOLLb MNOJ1Ib30BATENAM,

KOTopble He 00nagatT LMPOKMMU 3HaHUAMKU O 6e3onacHOCTU B GecnpoBOAHbLIX CETSX, U Kak
crneacTBue, UMEKT CIOXKHOCTM Mpu ocyllecTeneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMS ceTu U 3agaeT LWundpoBaHue, Ans 3alimTbl OT HECAHKLMOHUPOBAHHOMO AOCTyna B CETb, Npw

3TOM HeT HeobX0aUMOCTU BPYYHYIO 3a4aBaTb BCe NapameTpbl.

Anroputm cxatua BuAeo — 9TO MeToAuKa YMeHbLUeHUs pasmepa danna uLmngpposon
BMAeO3annucu nocpeacTBOM  yAaneHus rpaduyecknx 3reMEHTOB, He  BOCMPUHUMaeMbIX

4yenoBe4eCKM rna3om.

BapudokanbHbin OOGBHLEKTUB — OOBEKTMB, MNO3BOMSAOLWNA MUCMOMb30BaTh pasfiMyHble
hOKyCHble pPacCTOsiHUS B MPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PMKCUPOBAHHBIM  (POKYCHBIM

pacCTOsSIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa — Bua kabens cBs3W, npeactaBnsieT cobol OAHY MM HEcKonbkKo nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MIacTUKOBOW OGOMOYKON.
CeuBaHME NPOBOAHUKOB MPOWM3BOAUTCS C LIEMbl MOBBILEHMS CTEMEHM CBA3U Mexay cobow
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHMTHasi noMexa OfIMHaKoBO BNusieT Ha oba npoBoaa napbl)
N MOCNEAYILWEro YMEHbLUEHUS 3NEKTPOMArHUTHbIX NMOMEX OT BHELUHUX WCTOYHWUKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBalyli BpeMEHU, B Te4eHne KOTOPOro CBeT BOS,EI,e|7ICTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEINTIBHOIO MaTtepuana unu CBeTO‘-IyBCTBVITeJ'IbHOIZ MaTpuubl AnA COOGLLI,eHI/IFI emMy

onpenenéHHon aKcnosnunn.

[eTekTop ABMXEHUA — 3TO annapaTtHbIN NMMB0 NporpaMMHbIN MOAYMNb, OCHOBHOW 3adaven

KOTOpOro siBnsieTcs 06HapyXeHve nepemMeLLaroLLmnxcsl B Nosie 3peHnsi Kamepbl 0GbEKTOB.

[eTekTop caboTaxa — 3TO MpPOrpamMHbIA MOAYfb, KOTOPbIN NO3BONsieT OOHapyXuBaTb
TakMe cuTyauuun, Kak: pacOoKyCupoBKa, NepekpbiTMe UM 3acBeYnmBaHMe M300pakeHusi, OTBOPOT
Kamepbl, YacTuyHasa noteps curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHV WM3MEHEHMSI KOHTpacTa JfoKamnbHbiX obnacten kagpoB W3 BMAEONOTOKA,
nonly4aemMoro ¢ Teriekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4ecKkn BblibupaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOUMO OUEHMBaTb M3MEHEHME KOHTPacTHOCTU BO BPEMEHMU M, ecnuv
N3MEHEHME KOHTPACTHOCTM B 3TUX ob6nactax npesBblllaeT HEKOTOPbI OTHOCUTENbHbIA MNOpPOT,

NPUHNMaET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Ounadparma (ot rpey. didphragma — neperopopgka) — 370 oTBepcTue B 0ObekTuBe
Kamepbl, KOTOpPOe perynupyeT KONMMYecTBO CBeTa, nonajawolero Ha martpudy. WM3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBaTb LUenbld pad nokasaTtenen, BaxHbIX A5

nony4yeHmna Ka4yeCTtBeHHOro |/|306pa>KeH n4.
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JdomMeHHoe umsa — 3TOo onpeaeneHHas 6yKBeHHaFI nocreaoBaTternibHOCTb, 0003Ha4varoLLas

uMma caunTta unu ncnonbldyemMad B MMeHax 3JJIEKTPOHHbIX MOYTOBbIX ALLMKOB. ﬂ,OMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn UMHTEepPHeT-y3rnoB U pacrofioXeHHbIX Ha HUX CeTeBbIX peCypcoB

(Beb-cantoB, cepBepOB AMEKTPOHHOW NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka opme.

UK-noaceetka (MK-npoxekTop) — ycTponcteo, obecrneuvBaloliee MOACBETKY 0ObekTa

HabnoaeHNs ¢ n3nydYeHnem B MHPaKpacHOM AuanasoHe.

Kamepa «geHb/HOYb» — 3TO BUgeokamepa, npegHasHayeHHasa ans paboTbl KpyriioCyTOUYHO
B pa3sHbIX YCNOBUSAX OCBELLEHHOCTU. B yCcnoBusix ApKov OCBELLEHHOCTU M3obpaxeHne uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga spkui CBET nponagaeT, M HauYMHalTCs CyMepKu, n3obpaxeHue

CTaHOBUTCA qepHo-6enoe, B pe3yJibTaTte 4ero noBbillaeTCcA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBs3n Kodek aTo 0bbl4HO Koaep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoBaHHbIX LENsaxX WM MuKpocxemax Ans npeobpasoBaHus aHanoroBblX BMOEO- U
ayaguocurHanoB B umdpoBon dopmat anda nocnegytowen nepegadn. Kogek takke npeobpasyer
npuHMMaemMble UUdPOBbIE CcUrHanbl B aHanoroBbln dopmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Anst npeobpa3oBaHMs aHanoroBoro curHana B umdpoBon M LMdpPOBOro curHana B
aHanoroBbIn. TepMunH «Kogek» Takke MOXeT OTHOCUTBCHA K KOMNpeccun/gekoMnpeccun, n B aTom
crny4ae oH 06bl4HO O3HAYaEeT anropmTM NN KOMMbIOTEPHYHO NPOrpaMmy Ansi YMeHbLUeHMs obbema

dhainos n nporpamm.

Hopmaano 3aAMKHYTbI€ KOHTAKTbl — TakKad KOHCTPYKUMA OaTHUKa, KOTOpad B NnaCCMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTble KOHTAKTbl — TaKad KOHCTPYKUMA [OaTyuka, KOTopasda B

NacCNBHOM COCTOAHUN UMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O61bLEeKTMB — 3TO YacTb OMNTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYeHHas ans

¢hOoKyCHpPOBKM NOTOKA CBETa Ha MaTpULie BUAEOKaAMEPbI.

OTHoOLWeHne curHan/lym — YUCINEHHO onpenensieT cogep)kaHue napasvTHbIX LYMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3Ha4yeHMe OTHOLWIEHMS curHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKXEHUN nMeeT V|306pa>|<eH|/|e.

Mukcenb — 370 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundposoe nsodbpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmuKcersnsa coctaBndaeT KpOoLIEYHYo obnactb I/I306pa)KeHI/Iﬂ.

Mpokcu-cepsep (Proxy - npeactraButenb, YMNONIHOMOYEHHbIA) — cnyxba B
KOMMNbIOTEPHbLIX CETAX, MNO3BONSALWAA KIMEHTaM BbINOMNHATL KOCBEHHblE 3anpocbl K Apyrym
ceTeBbIM cnyx6am. CHavana KnNueHT MOAKMoYaeTCsl K MPOKCU-CEpBEpY M 3anpallmBaeT Kakow-
nmbo pecypc, pacrnonoXeHHbIV Ha ApYroM cepBepe. 3atem NpoKkcu-cepsep NMbo NOAKMYaeTcs K

yKazaHHOMY CepBepy W Mony4YaeT pecypc Yy Hero, Nvbo BO3BpallaeT pecypc U3 COGCTBEHHOro
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KaLlla. I'IpOKCM-cepBep No3BONSET 3aWmaTh KNNEHTCKNI KOMIMbOTEP OT HEKOTOPLIX CETEBbLIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensiowMin noBedeHWe QYHKUMOHamNbHbIX 6rokoB Mnpu
nepenadve pAaHHbiX. Popmanu3oBaHHble nNpaBuna, onpeaensawllMe MnocneaoBaTenbHOCTb U
dopmMaT CcoOOLLEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEBble KOMMOHEHThI, fexaline Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspeweHne n3obpaxeHNA — 3TO KOMMYECTBO MUKCENEN (TOYEeK) Ha eanHuuy nrowagm
n3o6paxeHus. MamepseTtcst B Meranvkcensax unv otobpaxaeTtcsi B Buae ABYX BEMUYUH — BbICOTbI U

LUMPUWHBI N306paxeHus. BelicoTa 1 WpuHa Takke B JAHHOM Cryvae U3MepsitoTCsi B NMUKCENSX.

Py4yHasa auadparma — npoTMBOMNOSOXKHOCTbL aBTOMaTU4eckon guadparmbl, T.e. HACTpPOMKa
anadparMbl  Kamepbl AOMKHA BbINOMHATECS BPYYHYK AONS perynupoBKM KONMM4YecTBa CBETA,

AJocTurarowiero 4yBCcTBUTESIbHOIO afieMeHTa.

CBeTocuna o6bLeKTMBa — 3TO XapakTepucTika, nokasbiBatoLlas, kakoe Konm4yecTBo cBeTa
cnocobeH nponyckaTb OaHHbIi 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AMaMeTp OTKPbITOW
AvadparMbl (UK, COOTBETCTBEHHO, YEM MeHblue F-4yucno), TemM Gonbllee KONMMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O MMNOCKOCTb, N TEM BblLLE CBETOCUI1A obbekTuBa.

Cumnnekc - npum CUMMMNEKCHOM CBA3N CeTeBOM Kabenb WNM KaHamn CBSA3N MOXeT

MCNonb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TOJNMbKO B OAHOM HanpasineHunn.

YnuyHaa Bupaeokamepa — 3TO Kamepa BMAEOHabnoaeHns, KOTOpas obnagaet Bcemu

HeobxoanMbIMUK XapakTepnctnkamm 3alllnTbl OT BITUAHUA BHELUHeNn cpeabl and pa6OTbI Ha ynuue.

LiBeTHas Buaeokamepa — 3TO Kamepa, KoTopas pfaeT uBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-benble, a Ans nonyyeHus UBETHOro nsobpakeHus
BO3MNe KaKOoW A4erkun MaTpulbl POpPMUPYIOTCS LBETHble hunbTpbl. NepBbin PUNbTP NPUBHOCUT
KpaCHY COCTaBISIOLLYIO LiBETA, BTOPOWN 3€NIEHYI0, @ TPETUI CUHIOK. Taknum obpa3om, Tpu SYEnKu
CTaHOBSATCS OAHOWM Toukon B LBeToBOM popmate RGB. CriegoBatenbHO, BMECTO TpexX NMUKCenemn

Ha pe3ynbTUPYHOLLEM U300paKeHUN Mbl MONy4YaeM TOSbKO OAMH.

AnekTtpomexaHnvecknn WK-cbomnbTp — npeacraBnser cobol YCTPOMCTBO, KOTOpPOE
CMOCOGHO B OOHOM peXumMe nogaeBnsaTb MHPaKpaCHbI AMana3oH nNpy NoMowy MHpakpacHoro
WK-punbTpa, a B apyrom pexume VK-cunbTp ybrpaeTca anekTpoMexaHuyeckn, Takmm obpasom,

aenaa AOoCTYNHbIM BECb CMNEKTP CBETOU3NTYYEHUA.
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