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Be\UARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpefoCcTOPOXHOCTU

MNepea ucnonb3oBaHMemM HEO6XOANMMO NOMHUTL HUXKecTeayoLlee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHoctn. OgHako, Kak 1 nobon
anekTponpubop, B cny4ae HenpaBuibHOrO UCMOMb30BaHMSA, MOXET Bbl3BaTb NoXap, YTO, B CBOO
oyepedb, MOXeT noBneyvb 3a cobon cepbe3Hble nocneacTevs. Bo msbexaHuMe HecHacTHbIX

cny4vaeB obs3aTenbHO n3yunte MHCTPYKUUIO.

BHUMAHUE!
Wcnonb3ayiiTe npu 3KcriyaTauuu TOMbKO COBMECTMMble YCTpoicTBa. Mcrnonb3oBaHWe YCTPOWMCTB, He

OD.O6peHHbIX npounssoaunTenem, HegonycTtnumo.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTaumu!
N3berante ONUTENbHOIO WCMOSMb30BAHMA WM XpPaHEHUs Kamepbl B HebnaronpusaTHbIX
YCIOBUSIX:

e [lpn CnNMLWKOM BbICOKMX UMW HU3KMX TemnepaTypax (paboyvas Temnepartypa yCTPOWUCTB
oT -45 po +50 °C).

e W3berante nonagaHns NPAMbIX COMHEYHbIX SlyYen B TeYeHUe ANUTENbHOro BpeMeHu, a
TaKke HaxoXxaeHus NobrM3oCcT OTONUTENBbHBLIX U 0O0orpeBaTenbHbIX NPUOOPOB.

e |3b6eranTte 6M30CTU C BOAOW UINMN UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octn c ycrtponcTeamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdpekTom.

e HeponyctMma ycTaHOBKa Kamepbl B MeCTax C CUIbHOW BUBpaumen.

e Heponyctm MOHTaX kamepbl Npu Temnepatype Huxke -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSHXKUTECH C cepBUCHBIM LieHTpom OO0 «HIIM «besapay.

B cnyyae HekoppeKTHOM paboTbl KaMepbl:
e [lpn oBHapyxeHun gbiMa nnu Heobbl4HOro 3anaxa.
e [lpy nonagaHum Bogbl NN ApYrnx NHOPOAHbLIX OGBHEKTOB BHYTPb.

° I'Ipvl nageHnn Kamepbl U1 noBpeXXaeHMn Kopnyca:

BbinonHuTe cneayrowme AeNCTBUA:
e OTknOUNTE Kamepy OT UCTOYHUKA NUTaHMSA U OTCOEANHUTE BCE OCTarnbHble NpoBoAa.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bl

MoXeTe HanuTu Ha canTe http://www.beward.ru/.
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Be\UARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNakoBKY Mpov3BOAUTENS UnK NtoGoin apyrow

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexaHune neperpeea, HM B KOEM Cly4ae He BNOKMpYyNTE LIMPKYNSLUIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArkylo Cyxyl TKaHb AN NPOTMPaHWA BHELLUHUX noBepxHocTen. [ns
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3ynWTe Hebonblloe KONMMYEeCTBO YMCTALLEro cpencrtsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuTENM, Takme Kak CnvpTocodepalime cpenctsa unu

O€eH3MH, TaK Kak OHU MOTYT NoBpeaAnTb JTaKOKpaCO4YHOE NOKPbITUE KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BC0272RV



Be\,UARD Tnasa 2. Obwue ceedenus

NnaBa 2. KomnneKT nocTaBKuU

o |P-BMgeokamepa C KpOHLLTENHOM M YCTAaHOBIIEHHLIM OO BbEKTUBOM
e KomnnekT kpenexa, KnoY-LLecTUrpaHHmK

e Bnaronornotutens

e MoHTaxHasa kopobka ¢ repmoBBOAOM (Onuuns)

¢ YnakoBo4dHas Tapa

BHUMAHUE!
BEWARD ocTtaBnseTr 3a cobov npaBO Ha W3MEHEHWE KOMMIeKTauuM oBOopyaoBaHUA M ero nobbix

XapaKkTepucTuk 6e3 npeaBapuTenbHOro yBeaoMIeHus.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BC0272RV



Be\«UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA

3.1. Paamepbl IP-kamepbl BC0272RV
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Puc. 3.1
Pa3smepbl ykasaHbl B MUSIIIMMETPAXx.

3.2. OCHOBHbIe 3N1eMeHTbI

OcHoBHble anemMeHTbl IP-kamepsl BEWARD B2530RVZ paccmoTpeHbl Huke (Puc 3.2):
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Puc. 3.2

O6bekTMB (1): MOTOPM3OBaAHHLIN OOBLEKTMB C MOCTOAHHOW WM MOLLIAroBOM PeErynnpoBKOWn
yrna o63opa 1 hokycnpoBKon (onmncaHbl B « PykoBoacTee no akcnnyatauum kamepbl BCO272RV»).
MK-noacseTka (2): B TeMHOe BpeMs CyTOK, NPpW HEAOCTaTOYHOW OCBELLEHHOCTU Kamepa
nepexoauT B pexunm «Houb» (YepHo-6enoe nsobpaxeHne) u BrrtovaeTca K- nogceeTka, kotTopas
no3BonsieT BecTU BuageoHabnogeHMe paxe B nonHon TemHoTe. VK-nmoacBeTka saBnseTcs

aJ'IbTepHaTI/IBOIZ CTaHOapTHOMY OoCBeLUeHUo, HO NpK 3TOM OHa Mano 3aMeTHa OKpyXatoL M.
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Be\UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

Datuuk cBeTa (3): doTO3NEMEHT, NpegHasHayYeHHbI ANns aBTOMaTUYeCKOro nepexoga

Kamepbl U3 pexuma «[deHb» B pexum «Houb» n obpaTHo.

ConHue3awmTHbIA KO3blpeK (4): npenatcTByeT MOnNagaHuio COSMHEYHbIX fyyYer Ha
0OBbEKTUB U KOPMNYC Kamepbl, UCKMNoYasd, TakuM 06pa3oM, BO3MOXHOCTb MOSIBIIEHUS COMHEYHbIX
6rMKOB Ha n3obpaxeHnu, a Takke BO3MOXHOCTb Ype3MEePHOro HarpeBsa KaMepbl CONTHLEM.

KpoHwTenH (5): npegHasHauyeH angd kpennenus IP-kamepbl K NOBEPXHOCTU, a Takke And
HaCTPOWNKN NonoxeHus ob3opa (CM. NyHKT 4.3).

Puc. 3.3
CeteBon pasbem (6): pasvem Ethernet ona nogkntoveHust kamepbl K ceTn VIHTepHerT,
poyTepy unuM koMmmyTtatopy npu nomowm craHgaptHoro 8P8C (RJ-45) wrekepa. [JaHHaa mogenb
Kamepbl UMeeT BO3MOXXHOCTb nofayn nutaHunsa Yyepes Ethernet-pasbem (TexHonorus PoE).
PasbeM nutaHua (7): npegHasHadeH Ans nogavv nNUTaHUA MOCTOSIHHbIM - TOKOM

HanpspkeHnem 12 B. MNMonapHOCTb NOAKITHOYEHNS: @'_C" @

BHUMAHUE!
OpHoBpeMeHHasi nofava nuTaHus ¢ 1cnosib3oBaHnemM TexHonorun PoE n pasbema nutaHusa sanpetyeHal

Mpn Nnogade nuTaHna Yepes pasbem, UCMOSb3YNTE TOSNbKO MCTOYHUKN, pekomeHaoBaHHble BEWARD!

C6poc HacTpoek (8): maHHasa KHOMKa npegHa3HayvyeHa Ans cbpoca Bcex HacTpoek Kamepsbl
B 3aBoACKune ycTaHoBKW. [Ina cbpoca HacTpoek Heobxoanmo 3axkaTb KHOMKy copoca Ha 10 cekyHA.
Cnot KapTbl namATW: MpegHasHavyeH [Ana  YCTaHOBKM KapTbl namAtv  dopmara
MicroSDHC/SDXC (cm. n. 4.4). Vicnonb3dynTe kapTy namMaTu Ans 3anucu BUMAEOAAHHbIX, Kak B
pexvMe TPeBOrn, Tak U B peXume MNOCTOSHHOM 3anucu. Takke npeaycMoTpeHa BO3MOXHOCTb

pe3epBHOWM 3anncu Npu OTCYTCTBMM COEAMHEHUS C CETbIO.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BC0272RV n



Be\UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume ceBegeHns o nogknroyveHnu IP-kamepbl BC0272RV Kk ceTn

IP-kamepa BC0272RV MoxXeT nogkntoyaTbCs K NokanbHOW cetu nubo cetn VHTepHeT npu
nomow nposogHoro coeaumHeHuns (Ethernet). MogknioyeHne MOXET OCYLLEeCTBNATbCHA Kak
Hanpamyto Kk TK, Tak ©“ npu nomowm BCNOMOraTenbHOr0 CeTeBoro 06OpyAOBaHUS
(mapwpyTtusartopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynsipHeIM cnocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKNIo4YeHNne Yepeal BblAENIEHHYIO JIMHUIO Ethernet.
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MapumpyTtusarop

Puc. 4.1

OcHOBHbIE Warn n pekomMeHgaunm no yCtaHOBKE U HaCTpOVIKe KamMmepbl OonncaHbl aanee B

[AaHHOM pyKOBOACTBE.
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Be\UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMM CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa BEWARD BCO0272RV npegHasHayeHa Onsl UCMOMb30BaHMsI B YCIOBUSAX C
npegenbHoOM TemnepaTypon akcnnyatauum ot -45 go +50°C.

e W3beranTte nonagaHusa Ha Kamepy NPsIMbIX COMHEYHbIX fy4yen B TedeHue OfUTeNbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobnm3ocTn OTonNUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBenéT K MNOSBMAEHMIO
HexenaTenbHbIX «CMnemnbiX» 30H, KOTopble OyaQyT OCTaBaTbCsd BHE MNONSA 3peHus
onepaTtopa.

e W3beranTte 6GnM30CTN C BOAOW UMW UCTOYHUKAMMU BNAXXHOCTW.

o |3berante ONM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMM MOLLHbBIX SMNEKTPOMAarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCTpoWcTBa C YyyeToM noaBoda
coefvHUTENbHbIX Kabenewn.

e U3Gerante cnocoba KpenneHus kamepbl, OOMYCKalOLWEro 3HavuMTenbHyl BuMOpauumio.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa ABWKEHUS W YEeTKOCTb
n3o6paxkeHnsi B LIENoMm.

e Kamepbl BuaeoHabniogeHns HeobxoaMmo pasMewatb Tak, 4YTOObl  WUCKMIOYMTb
cnyyvyanHoe WnuM cneuvanbHoe MNoBpexaeHue U U3MeHeHwe HanpasneHuss ob3opa
Kamepbl.

e HanpaBnenne o63opa (30Ha BuAeoHabMAEHUSA) kamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMW.

BHUMAHUE!
MoHTax kamepbl npu TemnepaTtype Huxke -10°C — HegonycTuM! B npoTUBHOM criyvae LienocTHOCTb

n3onaumm kabens KamMepbl MOXET ObITb HapyLleHa.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BC0272RV m



Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

PekomeHgauuu no npoKnagke kabens Tuna «BuTan napa»:

e B «kopugopax xenaTtenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CcnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM MO pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kaberb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3fEKTpuYeckme
kabenn B pasHbIX OTCeKax WM CeKUuMsaX, MUMeLWmMX ChrfowWwHble MpoaosibHbIe
neperopogkm € npegerioM OrHecToMkoctTu He MeHee 0,25 4 u3 Hecropaemoro
Martepuana ToNnbko B paboumx 30Hax Ha paccTtosHuM He ©onee 15-Tu MeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpuyeckre n cnaboTtoyHble kKabenu gonyckaeTcs NpoknaabiBaTe napannenbHo Ha
paccTosiHum He meHee 50 MM gpyr OT gpyra B pasHbix kabenb-KaHanax unm cekumsaix
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3neKkTpuyeckoro nonsi, obpasytolierocsi oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HEO6X04MMO YBENUYNTL PacCTOsIHUE
MEeXOy OneKTPU4eCcKUMM U craboTouyHbIMM  Kabenamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMmKHblI NepecekaTbCA TOMbKO MOA MPsiMbiM
yrnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OIMKHbI NPOXOAMTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHbiX flamn AHEBHOro ceeTa (JIOMUHECLEHTHbIX namn) u
APYrnX BbICOKOBOMbTHBIX YCTPONCTB, COAEPXaLLMX pa3paaHuKN.

e HeakpaHupoBaHHble BUTONApPHbIE Kabenu AormkHbl NPoKNaabiBaTbCHA Ha PacCTOSAHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWKOB CUSIbHbIX 3NEKTPOMAarHUTHbIX NOMeXx, obpasyowmnx
HaNPSYKEHHOCTb 3N1IEKTPUYECKOro noss cebile 3 B/m.

e PacnpepgenurenbHble YCTPOMUCTBA C 3a4eNaHHbIMN HEAKPAHMPOBAHHbLIMU BUTONAPHbLIMMK
kabensmMn [OOMKHbI pacnonaraTtbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWSbHbIX 3NIEKTPOMAarHUTHbIX MOoMeX, 0O0pasyroLmnx HanpskeHHOCTb
3MEKTPUYECKOro nons cebille 3 B/m.

e [lpoknagka BUTOW nNapbl MeXAy TOYKaMW MOAKMYEHNs OO0SPKHA NpPOM3BOAUTLCS
uenbiMn Kyckamu, Npu 3TOM HanpasfeHue Tpacchbl cnegyeT 3apaHee npogymaTtbh Tak,
4YTOObI €€ NPOTSHKEHHOCTL OblNa Kak MOXXHO MEHbLLE.

e  MuHumanbHbI paguyc u3rmba gns kabena — deTblpe AnameTtpa kabensa (mnm 1
ANM=2,5 CM), HO CyLeCcTBYIOT pekoMeHAauun pasmelwatb kabenb Takum obpasom,
4yTOOLI 06ecneynsaTb U3rnb pagunycom 2 aronma (5 caHTUMETpPOB).

e MakcumanbHas onvHa cermeHTa gormkHa ObiTb He 6onee 100 meTpoB.

BHUMAHUE!
Mpoknagka kabens Tuna «BuTasa napax» B NBX nsonsuum npu temnepatype Hmke -10°C — HegonycTumal

B NPOTUBHOM CJly4ae UernnoCTHOCTb n3onAaunm kabens mMoxeT ObITb HapyLlleHa.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BC0272RV n



Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.3. MoHTax IP-kamepbl

O6wmn Bna npouecca MoHTaxa |P-kamepbl npuBeaeH Ha PucyHke 4.2:

I ll - __rm
< e} o}
s} o

Puc. 4.2

[na moHTaxa IP-kamephbl BbINONHUTE crieayloLmne encTBUS:

War 1: pacnakynte IP-kamepy.

LWar 2: HameTbTe OTBEPCTUS HA NMOBEPXHOCTM CTEHLI/MOTONKA ANst kpennenus IP-kamepsbl.
Mpoceepnute oTBepCcTUS. BcTaBbTe nnactukoBble Aobenn B OTBEPCTUS.

War 3: sakpenute IP-kamepy npu MOMOLLM BUHTOB M3 KOMMMEKTA NOCTaBKW, UCMOSb3ys
OTBEPCTUSA B OCHOBaHMU KPOHLUTENHA KaMepbl.

LWar 4: otperynupynTte HanpaeneHne ob3opa kamepsbl. [1ns atoro ocnabbte BUHTLHI 1, 2, 3
KPOHLUTENHa Kamepbl Mpyv NOMOLLUM LLIECTUrPaHHOIO Kr4va U3 KOMMNeKTa rnocTaBKu, pa3BepHUTe

Kamepy B TpebyemMoe NonoxeHne u 3atsHuTe BUHTHI (Puc. 4.3).

1 2 3
Puc. 4.3
War 5: pasmectute coedVHUTENbLHYD YacTb NPOBOAA B HEAOCTYMNHOM ANA nonagaHuns
Bnary MecTe UM B MOHTa)XHOW KOPOOKe CO CTEMNEHbIO 3alLUUTbl OT BHELLHEN cpeabl He MeHee |P54
(cTeneHb 3awWnTbl 3aBUCUT OT MecTa pa3melleHus), Hanpumep — TYCO 67051 ¢ pasmepamu
120x80x50 mMm. Mecta BBOOa kabenew OOMKHbI ObiTb OOMOSNTHUTENBHO 3arepMeTU3MpPOBaHbI

repMeTukamu C BbICOKOM CTENeHbio aare3nn k matepuany kabens (MBX) n MOHTaXXHOW KOPOBKW.
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BHUMAHMUE!

MoHTaxHas kopobka HE BXOOUT B KOMNNeKT NnocTaBkn Kamepbl U npuobpetaeTca OTAENbHO.

BHUMAHUE!
MoHTax kamepbl Mpy TemnepaType Huxke -10°C — HegonycTum! B NpoTUBHOM criyyae, LenoCTHOCTb

nsonaunm kabens KamMmepbl MOXET ObITb HapyLleHa.

War 6: ¢ nomowpbo Kabena  «naty-kopAa»  nogknwounte  IP-kamepy K
KomMMyTaTopy/MapLLpyTU3aTopy ¢ nogaepxkon texHonormm PoE (nnbo vyepes PoE-nHxekTop).

Ecnn Bbl He ucnonb3yete nogayvy nutaHus no TexHonormn PoE, To, Kpome nogkmnoyeHus
IP-kamepbl kabenem «naTy-kOpPA» K KOMMYTATOpPYy UM MapLupyTu3aTopy, K pasbemy nutaHua IP-

Kamepbl HEO6X0ANMO NOAKITUYNTL 610K NMUTaHMSI NOCTOSTHHOIO TOKa HanpshkeHnem 12 B.

BHUMAHUE!
Bo n3bexaHme NOJIOMKU OGOpyD,OBaHVIFI, VICI'IOJ'Ib3yI7ITe TOJ1IbKO KOMMIeKTyruwune,

pekoMeHgoBaHHble BEWARD
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4.4. YctaHoBKa / usBrne4vyeHue KapTbl NaMmATH

NMPUMEYAHMUE!
Ha HekoTOpbIX KaMepax MOXEeT OTCYTCTBOBATb BO3MOXHOCTb 3arvcu Ha KapTy namsTu.

[ns 3anvcy nHdopmaumm B pexxumax TpeBorn 1 NOCTOsIHHOM 3anucu NCNonb3yeTcs KapTa
namatu popmata MicroSD/SDHC. Kpome Toro, npegycmMoTpeHa BO3MOXHOCTb aBTOMaTUYECKOM

pe3epBHON 3anMcKu Ha kKapTy NaMaTK B Cry4ae NoTepyn CoeanHEHUs! C CETbIO.

BHUMAHUE!

Ecnn kopnyc kamepbl Obifl BCKPbIT MPU YCIOBUSIX OKPYXKaloLWen Ccpedbl, OT/AMYHbIX OT YCIOBWUMA B
npownssoactTeeHHoM Lexe OO0 «HIMIM «besapa», TO B npoLiecce fanbHENULLEn aKcnnyaTaumMm BO3MOXHO
obpasoBaHue KoHAeHcaTa Ha NOBEPXHOCTM CTEKNa NepeaHen KpbILLIKK.

[ns npepoTBpalleHns obpa3oBaHUsa KOHAEHCAaTa nepen 3akpbiTUEM KPbILLKM HE0OX0o4MMO pacnakoBaTb 1
NOMEeCTUTb BHYTPb KaMepbl ABa NakeTa BraronornoTuTens 13 komnnekra noctaeku (Puc. 4.5).

I'Ip|/| KaXaom nocrnengyruwem BCKPbITUM  KaMepbl peKoMeHOyeTCA MNpouM3BOAUTb 3aMeHy MNakeToB

BaronornioTuTenAa Ha HoBbl€e. I'Iou,poGHee CM. NYHKT 4.5.

[nsa ycTaHoBKW UKW U3BneYvYeHns KapTbl NaMSATU BbINOMHUTE Cneayowme warm:

LWar 1: oTknounTe NUTaHNE Kamepbl, CHAMUTE COMHLE3aLLMTHBIN KO3bIPEK U OTKPYTUTE
nepegHIoK0 KpbILLKY KOpryca kamephbl, NoBOopa4vBas ee npoTuB YacOBOW CTPESIKW.

War 2: ycraHoBuTe (u3Bnekute) kapty namatm MicroSD/SDHC B croT, OTMEYeHHbIn
cTpenkon Ha PucyHke 4.4. [Ins aTOro pasBepHUTE KapTy KOHTaKTaMu K CNoTy U K MOBEPXHOCTH
nnaTtbl U BCTaBbTe B CMOT A0 LUenyka.

[na n3sneyeHns KapTbl NAMATU HAXXMUTE Ha ee Topey, [0 LWenyka — NPYXNUHHbIN MEXaHU3m

BbITOJIKHET KapTy U3 CcrnoTta.
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Kapta namaTtu

Puc. 4.4

War3: co6ep|/|Te N NOOKNKYNTE KaMepy, BbINOJIHMB LWarun 1B O6paTHOM nopsaake.

4.5. NpepoTBpalweHne 3anoTeBaHMUA CTeKNa nepeaHen KpbILWKK

Ecnn kopnyc kamepbl Oblsi BCKPbIT MpPU YCMOBUAX OKPY>KaloLWen cpefpbl, OTNINYHbIX OT
ycrnoBui B npousBodcTtBeHHoOM uexe OOO «HIIM «beeapag», To B npouecce garnbHenWwemn
3KcnnyaTaumMm BO3MOXHO obpa3oBaHMe KOHAeHCcaTa Ha MOBEPXHOCTWU CTekna nepegHen KpbILKK.
[nsa npegoTtBpalleHns obpa3oBaHMsa KOHAEHCaTa KaMepbl KOMMEKTYOTCA BNaronornoTuTenem.

lMocne 3aBepLUeHNss AENCTBUN, ONUCAHHbBIX B MYHKTE 4.4 1 TpelyoLmnx BCKpbITUS Kopnyca
Kamepbl, He06X0OMMO pacnakoBaTb M NOMECTUTb BHYTPb Kamepbl ABa NakeTa BnaronornoTutens
13 KomnnekTa noctaeku (Puc. 4.5), n cpasy (B TeveHne 5-10 muHyT!) cobpaTtb KOpnyc kamepsl.

Puc. 4.5
3akpyumBanTe NepPeaHIoO KpbILKY KOpnyca akkypaTHO, KOHTPOMMPYS NOSIOXKEHWE MaKeToB

BriaronornoTuTens.
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B cnyyae ecnu Bam HeoGXxoOMMO BCKpbITb KOPMyC Kamepbl MOBTOPHO (Hampumep, Ans

3aMeHbl KapTbl MNaMATM WU NOACTPOMKM OOBbEKTMBA), BRaronornoTuTeNnb pekoMeHayeTcs
3aMeHuTb HOBbIM, ABa naketa no 2 rpamma, FOCT 3956-76.

BHUMAHUE!
lMepen wvcnonb3oBaHueM BRaronornoTuTens ybeautecb, YTO OH XPaHWUICH B repMETUYHO 3aKpbITOW

ynakoBke, B NPOTUBHOM Clly4ae, ero ncnosfib3oBaHme 3anpeLieHo.

B cnyyae ecnu npuobpeteHne wunu nNpaBUIbHOE XpPaHEeHWe BMaronornoTUTens
HEBO3MOXHO, AOMYCTUMO MCMOMb30BaTb MOBTOPHO BMNAronorroTUTenb M3 KOMMSEKTa MOCTaBKMK,
npeaBapuUTENbHO MPOCYLUMB €ro B NPOTOMHOM FrOpsiYeM BO3AyXe WU B CYLUMIIbHOM LiKady npu
Temnepatype 150-180 °C B TeyeHue 3-4 4 ons yaaneHus agcopbupoBaHHOW Briaru.

NMPUMEYAHUE!

Mpn onpeaeneHHbIX BHELIHUX YCNOBMSAX AONyckaeTcs (OOHAKo He pPEeKOMeHOYeTCs) KpaTKOBpEeMEHHoe
BCKpbITME Kopnyca kamepbl 6e3 3ameHbl Bnaronornotutens. [Jonyctumoe cyMMapHOe BpeMsi HaxoxgeHus
Kamepbl CO CHATOW MnepedHen KPbIWKOW cocTaBnsgeT: npu Temnepatype Bbiwe 0°C — 20 MuH., npu
Temnepatype Huke 0°C — 60 MUH.

4.6. NMpoBoaHoOe noakntoYeHUe KaMmepbl K ceTu

Mcnonb3ys coeguHuTenbHbii kabenb ¢ pasbemom RJ-45, nogkniounte [P-kamepy K
nokansHon ceTtu (k LAN-uHTeppency mapLipytusatopa).

B cnyyae Heo6xoouMmMocCTu, COeaNHUTENbHBLIA Kabernb MOXHO NpMoGpecTn OTAENbHO Mnu,
npy HanM4YnmM Heob6XOAMMbIX MaTepuarnos, MHCTPYMEHTOB U OMbiTa, N3rOTOBUTb CAMOCTOSATENBHO.

BapuaHTt «npsimoro» kabens (UTP kateropum 5e) ¢ pa3bemom RJ-45

C o4HOW CTOPOHDI C opyrou CTOPOHbI
1. beno-opaHxeBbIN 1: beno-opaHxeBbii
1 8 2: OpaHxeBblii 1 8 2: OpaHxeBbliii
it 3: beno-3enéHbin it 3: beno-3eneHbin
CRISY: 4: CuHUIA CHIASY. 4: CUHUI
5: beno-cuHuin 5: beno-cuHuin
CMEPEAM: % 6: 3enéHbin CMEPEAM: E% 6: 3enéHbin
138 7: beno-Kopu4HeBbIN 138 7: Beno-kopuyHeBLIN
8: KopnyHeBsblii 8: KopnyHeBsblivi

[na narotoBneHusa «npsmoro» kabena Heobxoammebl: kabenb UTP (BuTas napa kateropum
5e unu Bbiwe), ABa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke MOAKMYeHUs nap (ykasaHHoM B Tabnuvue) obecneumBatoTcs
rapaHTMpPOBaHHbIE NPOM3BOAMTENEM BENWYMHA W pacnpefeneHve 3agepXek pacnpocTpaHeHus

CuUrHana, a criegoBaTersibHO, M 3asiBfieHHas CKOPOCTb nepedaydn gaHHolx 100 MouT/c.
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B Criydae ucnosnb3oBaHUA O60pyD,OBaHVIF| Cc I'IO,D,LI,ep)KKOVI TexHonornn PoE pgoctatoyHo

NOAKMIYNTE KaMepy C MNOMOLWbio kKabensa Tuna «Butass napa». [lpu 3TOM uMcnonb3oBaTb
OOMNOSTHUTENbHBIN UCTOYMHUK MUTaHUS HE HYXXHO.
Ecnu Bbl He ncnonb3yete ob6opyaoBaHus ¢ nogaepkkon TexHonornm PoE, nogkntounte IP-

Kamepy K UCTOYHUKY nuTaHusa 12 B, pekomeHgoBaHHoMmy BEWARD.
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MnaBa 5. HacTponka npoBogHOro coegUHEHUs

Ins Toro 4ytobbl IP-kamepa BC0272RV paboTtana B Balen nokanbHOM CETU COBMECTHO C
Apyrum obopyaoBaHMeM, He06X0AMMO BbINOMHUTE €€ NOAKIIOYEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XO/J,I/IMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHME!
OnuncaHne yCTaHOBKM M HaCTPOMKM COeAMHEHMsT BbiMoNHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHnsi HEKOTOPLIX MYHKTOB MEHI0 U (DYHKUMIN MOryT oTnudatecsa ot Bawen sepcun Windows, ogHako

anropuTM NpuBeAeHHbIX OEVWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNIbHOW CeTU

B cnyyae nogknioyeHnss no kabenio Ethernet Heobxogmmo onpegenuTtb  Tekywime

HaCTPOWKN NPOBOAHON CETH.

,D,J'IFI onpeneneHna TeKywnx HacTpoek HpOBOﬂ,HOVI nokKanbHOM CceTu I/lCI'IOJ'Ib3yl7ITe

KOMMbIOTEpP, NOOKINIOYEHHbIV K 3ToN ceTu. Haxxmute llyck — lMaHens ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Fomyucs

Wzobpaxennn

Myzbika

Wrpei
m BRSController

Komnetotep
m BEWARD IP Visor

TNarens ynpaenenns
@ BEWARD Player

YcTpoiicTea W NpUHTEPEI

L, Crpwmn
L Mporpamusi No ymonuaHnto

[
ﬁo Cny#Bbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Bcenporpammel
[ Haiimu npozpasnas: u gaine £ | [Saeepiienne paborer || »|
A,

5 B & & ©
Puc. 5.1

B oTKpbiBlwEMCHA OuanoroBOM OkHe Bblbepute NyHKT [[IpOoCMOTP COCTOSIHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).
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Hacrpoiika napameTpos KoMneoTepa

Cuctema u Be30NacHOCTb
MpoBepka COCTOAHNA KOMNLIOTERE
APXMBMPOBEHME A3HHbIX KOMNBHOTEDE
Mownck u ncnpaeneque npoénem

Cetnn MuTepHeT
@ocmo‘rp COCTOAHMA CETH W 3334 I
BuiGop napameTpoe gomMaluHedd rpynnel u obwero

- 143 | vernavenuyrpeareni o

MpocmoTp:  Kateropua ~

YueTHble 3aMWcK NONL30BaTENER W

CEMEMH...
@' JoBasneHne u yAaneHne yHETHbIX 3anncei
nonb3oeaTencei

@' YcTaHOBKE POANTENECKOTO KOHTPOA ANA BOEX
nonb3oeaTencei

Odopmnerme 1 NnepcoHannsauma

AOCTYNa K AaHHbIM MzmeneHne Tembl
WMzmenenne dona pabouero crona

Oﬁopyﬂosaﬂne W 3BYK Hacrpoiika paspewierng sxkpana

MpocmoTp ycTpoicTe M NPUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

CmeHa packnajkn KIaEnatypbl WIn 4pyrix
cnocoBoB BBOA

Mzmenenne Asbika MHTepdeiica

Mporpammbl
¥aaneHwe nporpammel
CneumansHble BO3MOXHOCTH

P Lyt Windows nap pbl
OnTurMKnsaumMa n3oBpakeHnA Ha 3KpaHe

Puc. 5.2
B oTkpbIBLEMCSA AnanoroBom okHe HaxxmuTe [[oakntoyeHune no nokanbHou cetu] (Puc.
5.3).

[ ]
) - . - -
@ eprer b Lentp ynpasnenua cetami n oBuyim goctynom - || [Mouck & naneau ynpasnerus pel

Manens ynpasneqnsa -

T S MpOCMOTP OCHOBHbIX CBEAEHMNIA O CETW U HACTPOWMKa NOAKNHOUEHMNIA

4 | ..-.
Mzmenenmne napametpos m!&' -,

aaanTepa BEWARD
(3T0T KomnsoTER)

MpocMoTp NonHoi KapTel

Heckoneko cetei Wureprer
VEMeHnTe gononHaTENBHBIE

napametpel obuero goctyna MpocmoTp akTMBHbX CeTei

Cemn 4
OBuecTBeHHan ceTb

MogkntoYeHne naK OTKAMGHEHNE

Tun goctyna: WHTepHeT

Mogrntouenna:

Wzmererne CeTeBbIX NapaMeTpoe

yl Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOTO, npaMoro nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyNa,

? MeaenrounTeca k ceTi

Mogknroyenne WM NOBTOPHOE NOAKMNIOHEHNE K GECMPOBECAHOMY, NPOBOAHONMY, MOZEMHOMY
CETEBOMY €1 WAN MoK K VPN,

BulBop AomMaLLHER rpynnkl W NapameTpos oBLUEro AocTyna

Cra. Takcke ,ﬂ,OCI'yI'I K d)aﬁﬂEM W NPUHTEPAM, PACNOAOKEHHEBIM Ha DY THX CETEEBIX KOMNBHOTERAX, MAK
_ W3MEHEHWE NapameTpoe oBLLUEero JocTyna.
Bpanamayzp Windows P P

Jowmalunaa rpynna YCTpaHERME HENONAA0K

CeoiicTea obospesatens JWarHocTiKa 1 MCNPaENEHNE CETEBLEX NPoBAEM UNKM NofyYeHUe CBE1EHMA 06 ncnpaBneHun,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKOSMbKMNX NOOKIHOYEHUN BblﬁepI/ITe TO, K KOTOPOMY MniiaHMpyeTCA NOAKITHO4HNTb IP-Kamepy.
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33

CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lﬁ! = [puHATO
o
BaifT: 79 188 190 I 805 509 770

[ rS'Cﬁmﬁcnfia ][@'OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4
B AQvanoroBom OKHe CBOWCTB CETEBOr0O MOAKIMYEHUsT HeobxoaMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).

L.:J MoaxntoueHWe NO ACKaNbHO# CETH - CcBOCTEa g

Cem | Opemyn

MNopknioueHie yepes:

l.-'lf‘ Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OTME‘-IeHHb\e KOMMOHEHTEI MCNONE3YIOTCA 3TMM NOKNICYeHUEM
Bl Kaspersky Anti-Vinus NDIS 6 Fiter -

gﬂnanmpcﬁmm nareTos QoS
gCnyxﬁa L0CTYME K Gainam v NpuHTEpam ceTei Micre—,
-2 [lpoToKen VHTepHeTs Bepci & (TCP/IPyE)

- P Mpotokon WHTepHets sepom 4 (TCP/IPv4) .
~i llpaiisep B/B TONONOra KAHANLHOM O YPOBHA | 4
& OTBeT4MK 0BHADYXEHMA TONONOMM KaHaNEHOr D YPoE =

[ER] i | [
v |([cooieme )

Onucanne

m

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKkpoeTcsi OKHO, B KOTOPOM oOToOpaxaeTca MHGOpMaumMss O HaCcTporkax CeTeBOro
noakntodeHnsi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. Nonyuntb IP-appec aBTOMaTMyecku: IP-agpec HasHavyaeTcsa aBTomaTudeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aand

onpefeneHns napameTpos JIoKarnbHON ceTun nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTsa.
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—_—
Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) &lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE T ——

(o [ omen |

Puc. 5.6
2. Ucnonb3oBaTb cneayowmn IP-agpec: |IP-agpec 3agaetcs nonb3oBaTenem BpPYYHYHO
(Puc. 5.7):

Ceoiicrea: Mpotokon Wuteprera sepcuw 4 (TCP/IPv4) .i Iéu
Obwme

MapameTpil IP MOryT HA3HEYATECA SETOMETHHECKM, ECTH CETE
NOAAEPHUBAET STY BOSMOXHOCTE, B NPOTHEHOM Cy4ae NapaMeTphl
IP MOMHO MONYUNTE Y CETEBOrD aAMMHWCTPATOPE.

() Mony4uTs IP-3ApEC BBTOMATHHECKH

(@ Wmonb30BaTk cieayowmil IP-anpec: I

IP-anpec: 192.168. 0 .
Macka nogceTu: 255 . 255 . 255 .

OcHOBHOM Wo3: 192.168. 0 .

Mony4uTe anpec DNS-Ccepsepa aBTOMaTUHECKN

(@ WMcnonb30BaThE CNeayowmWe aapeca DNS-cepeepos:
Mpeano4MTaemsii DNS-cepsep: 192.168. 0 . 1

ANbTEpHATUBHBIA DNS-CEpsep:

[T NoaTsepauTs napameTpil npu seixone

Puc. 5.7
3anvwunTte, Nbo 3anomHMTE NnapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTepa, TO MOCMe HacTPOMKM Kamepbl GyaeT
HEBO3MOXXHO BEPHYTb MX B NepBOHa4aribHoe COCTOAHME A1 BOCCTAHOBIMEHNSA MOAKITIOYEHNS K NOKarbHOM

ceTtu n/vnu cetn VIHTepHer.
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5.1.1. OnpegeneHue napaMmeTpoB ceTu Npu agMHamuyeckom IP-agpece

NMPUMEYAHMUE!

[aHHbIN NYHKT PyKOBO,D,CTBa npeaHasHa4deH Ona onpeaeneHna napamMeTpoB nokanbHOM ceTun npu

HasHauyeHun IP-agpeca Bawewmy MK asromatnyecku (DHCP-cepepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOIZ ceTtun

HaxwvuTe lMyck — MaHenb ynpaeneHus (Puc. 5.8).

9 Internet Explorer
Q=

| X = Micrasoft Office Excel 2007
-

.ﬂ Bnoknot
@ DVR Server

BRSController
BEWARD IP Visor
BEWARD Player

k- ’j, ChnyxBel
Chy:xBel KOMNOHEHTOE

»  Bce nporpamms

[ Hatimu npozpasms: u gatins:

~
a =

Puc. 5.8

BEWARD

HoxymenTsl

VzoBpaxenna

Myzeika

Wrpsi

Komnetorep

Manens ynpasnexmns
YeTpoiicTea u npukTepb
Mporparmsi No yMon4aHnto

Crpasia n noagepsia

_—_—
3asepiuerne paboTel I'T1

B oTKpbiBlWEMCA [uanoroBOM OkHe Bblbepute MNyHKT [[IpocMOTpP COCTOsIHUA ceTu

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

E5 v Manens ynpasnenna »

Hacrpofiika napameTpos KomnaioTepa

Cucrema v BesonacHocTs
MpoBepka COCTORHNA KOMNEIOTEPE
ApXMBHpOBAHINE A3HHBIX KOMMBROTERS
Mewnck n ncnpaeneqne npobaem

|ﬂ§QtMQTp COCTOAHWA CETH 1 33434 I

Beifop napameTpos AoMaLuHed rpynnel  obwerc
ACCTYNE K AZHHBIM

OBopynoBaHWe W 38yK
MNpocMoTp yCTpoRcTE W NPUHTEPOR

' JoBaenenune ycrpoicTsa

MporpaMmel

Yaanenne nporpanmel

Puc. 5.9

Mpocmotp:  Kateropwa ™

YueTHble 3anMcyu NoAbL30BaTenei u

cemeliH...

@,ﬂnﬁasnamﬂem YAANEHME YHETHBEK SanUCei
noABIOBaTENE

1) YcTaroeKa poMTENECKOrD KOHTPOA AR BCEX
nonszoeaTenei

OdopMAeHHE 1 NEPCOHAAN3ALWA
VIsMEHEHME TEMbI

Wzmenenne donHa pabouere crona
Hactpoiika paspewlerus 3kpana

Yacol, A3BIK W pervoH

CheHa packnagkn KNaBmaTyphl WM Apyrig
cnocoboe BECAR

Msnerenme sssica nHTepdeiica

CneunansHble BO3MOXHOCTH
Pexomengyenbie Windows napamerpel
OrTunMsaLIA nS0BpaKEHA Ha IKpaHE

PykoBoacTBo no nopakntoyveHuto IP-kamepsl BC0272RV
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B oTkpbiBLIEMCA AnanoroBom okHe HaxxmuTe [MoakntoyeHune no nokanbHou cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Talcke
Bpanamaysp Windows
[Jomalinas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHMUE!

© & RIS ————w— -4 | Mo rorens yrpasresn P

[poCMOTP OCHOBHLIX CBEJEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

&I' [ 0 MpecMoTp noanoi KapTel

BEWARD Heckoneko ceteit WrTeprer
(3ToT KoMNbrOTER)

MpocMmoTp aKTMEHBIX CETER MogkntoueHne nin CTEAOYEHHE

Cets 4 Twun goctyna: WHTeprer
OBuwecTBeHHaRA CETh MogknioueHna:

Mzmenenne ceTeBbX NapameTpoE

ﬁi HacTpoiika HOBOMO NOAKNMOMEHHUA WK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHORD, MOAEMHOro, npamaro uan YPN-nogenoderns
WA ¥E HACTpoliKa MapLUpyTUSaTopa WNK TOUKK A0CTYNa.

‘s. MoAKNHUNTEECA K CETH

HOAKJ'IKIHEHME WAKN NOSTOPHOE NOAKMHIYEHWE K GECﬂpOBOﬂ.HDMy, NPpoBE0AHOMY, MOAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntodedie K VPN,

Buibop Aomalunei rpynnel v napameTpos ebLere qoctyna
JocTyn k daiinam u NpuHTEPaM, pacnonoKEeHHBIM H3 APYTNK CETEBbIX KOMMBHOTEPAX, WK

W3MEHEHNE NapameTpos ofillero gocTyna.

¥eTpanenue nenonagok

JuarHocTuka U MCnpaeneHne ceTeBeix Npob. cBegeHMiA 06 nCnpasneHum,

Puc. 5.10

Mpy HanUUMKM HECKOMNbKUX CETEBbIX MOAKIOYEHUA BbiIOepuUTe TO, K KOTOPOMY MIaHMpyeTCcs MOAKMYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHoMnKy [CBeaeHus] (Puc. 5.11).

@ Cocroanune - MNogxaH4eHne No NOKaNBHOR ceTh M

it
Obuwme

MogknodeHue

IPv4-noaknoHeHme: WHTepHET
IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocTosaHKe cpedbl: MoaknioyeHo
AnuTensHoCTL: 04:47:33

CKOpOCTE: 100.0 MéauT c

AKTUBHOCTE

1
OTnpasneHo —— %g ——  [puHATO

79 188 140 I 805 508 770

[ @Cﬂoﬁcraa ] [@Cﬁmmuwa] [ AuarHocTuka ]

Puc. 5.11

PykoBoacTBo no nopakntoyveHuto IP-kamepsl BC0272RV
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B okHe «CBegeHus 0 ceTeBOM MOAKMIOYEHUN» MpeAcTaBneHa crneayollas uHgopmaums

(Puc. 5.12):

CBeAcHUA O CETEBOM NOAKMOHEHMA

==

[lononHuTEnEHEIe CEEASHWA 0 CETM

Ceoircteo
OnpeneneqHent ans no..
Onucanve

Pusuyeckuil agpec

3raueHne

Realtek RTLB1BEC(F)/B111C(F) Family F
00-24-1D-57-45-20

HCP exniouen
ec IPvd
Macka noncem IPvd
Aperga nonydera
ApeHpa ucTexaeT

DHCP-cepeep IPv4
DMScepeep |Pvd
WINScepsep [Py

Wnioz no ymanyanio IF ...

Mokaneren [PvE-aapec..
linios no ymonuaro [P
DMScepeep |Pvb

Oa

192.162.0.14

255.255.255.0

11 smgaps 20111 10:27:11
11 pespana 2011 r. 10:27:11
192.168.0.1

152.168.0.1

192.168.0.1

Cnyxfa NetBIOS uepes... Oa

fe80::3126:2820:8112:163%11

< i

Puc. 5.12
Ecnm B atom okHe Bbl yBugenu crtpokn — «DHCP BknroveH-[a», «Apgpec IPv4-

XXX XXX XXX XXX» (FOE «XXX.XXX.XXX.XXX» — 3Ha4yeHune |P-agpeca),— 3HauuT IP-agpec Bawemy MK

HasHayeH aBTomaTmyeckn. Macka noaceTn ykasaHa B cTtpoke [Macka noacetu IPv4], agpec

ceteBoro wni3a — B ctpoke [LUno3 no ymonuyanuto IPv4], agpec DNS-cepBepa — B cTpoke

[DNS-cepBep IPv4]. 3anuwwute, nubo 3anomHuTe p[aHHble napameTpbl (IP-agpec, Macka

noacetn, Ceteson wno3, DNS-cepsep).
BHUMAHUE!

cetn n/wnu cetn VIHTepHeT.

BHUMAHUE!

Baluemy cuctemMHoOMy agMUHUCTPATOPY.

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KoMMnbOTEpa, TO MNocle HaCTpOVIKM KamMepbl 6y,c|,eT

HEBO3MOXHO BEPHYTb UX B NepBoHa4asribHoOe COCToAHUE AJid BOCCTAHOBIIEHNA NOAKITHOYEHUA K nokasibHon

Ecnn B okHe «CBepeHusa o ceTeBOM nogkmno4veHum» Bbl yBugenun ctpokm —«DHCP BknroueH- Oav,
«IPv4-appec aBTOHACTPOMKM-XXX.XXX.XXX.XXX»(FOe XXX.XXX.XXX.XXX — 3HayeHue |P-agpeca),— 3HauuT
Bam He yganocb nogkmtountbes K npoBogHon cetn (DHCP-cepeep He npucsoun IP-agpec Bawemy [1K).

I'IpOBepre npaBuUIIbHOCTb MOAKITHYEHUA K I'IpOBOﬂ,HOVI cetn. B cny4dyae HeobxoQMMOoCTH, O6paTI/ITer K

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BC0272RV



Be\&UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

5.2. UameHeHMe napameTpoOB fIoKarnbHOW ceTu AN NPOBOAHOro NOAKIIYeHUs

K IP-kamepe
Mo ymonuanmio IP-kamepa BCO0272RV wnmeer |IP-agpec 192.168.0.99. YTt06bI

MOAKIIOYMTBCA K Kamepe AMs NepBOHaYanbHOW HAcTPOWkn Heobxoaumo, 4Tobbl Baw komnbloTep
Haxoauncs B TOM e NogceTn, Yto n kamepa. MNpu atom IP-agpeca kamep, KOMNbIOTEPOB U NHOObIX

APYrX YCTPOWMCTB B CETU HE AOMKHbI CoBMNaaaTb Mexay coboin.

BHUMAHUE!
IP-kamepa BEWARD BCO0272RV no ymonuyaHuto umeet IP-agpec 192.168.0.99. Ecnn Bbl nnaHupyeTe
NOOKITOYUTL HECKOSbKO IP-kamep, TO Ansa UCkKnoyYeHns KoHdnukta IP-agpecoB nogkntovante kamepbl No

OAHOM 1 n3meHsanTe nx IP-agpeca Ha ntobble cBob6oaHbIE B Baller nokanbHom ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yto Baw [1K, nogkntoveHHbIn K NpoBOAHOWM ceTu, u |IP-kamepa, dusanyecku
MOAKIIOYEHHAas K TOM xe ceTu, Nnbo Hanpsamyto Kk Bawemy MK, HaxogsTca B ogHon noacetu, Bol moxeTe

cpasy nepewnTtu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

D,J'IFI M3MEeHEHNA TeKylMX HaAaCTpPpOEeK KOMMbTepa B nokarnbHoOMn I'IpOBO,ElHOIZ CeThn HaXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

@ Internet Explorer
C

@ Skype BEWARD

NokymenTe

| X8 Microsoft Office Excel 2007
H

,ﬂ BnokHot
Mysbika
ﬁ DVR Server
Wrpei
@ BR5Controller

MzobpasceHmna

Komnetotep

Q BEWARD IP Visor
@ EEWARD Player

_':f"-'.; Crvad
Loz, Cye

MNaHens ynpasneHns
YerpoiicTea n npuHTEPSI

Mporpammel no ymonuatuo

)
o@, Cny#Bbl KOMNOHEHTOE
Crpaska n nogaep:ka

» Bce nporpammae

3aBepLUeHne paboTel

e N - MBanenmienme nabo 51
| Hatimu npozparmei u gaiibi I ||
g | SaBCPTTENTE PIDOTH |

T 8 o
Puc. 5.13
B oTKpbiBlEMCA OManoroBOM OkHe Bblbepute nyHKT [[IpocMOTP COCTOSIHUA ceTu M
3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).
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Gu

Cuctema 1 Ge30NacHOCTh
Mpoeepka cocToAHMA KOMNBIOTEP2
ApxMBMPOBAHNE J3HHBIX KOMMBIOTEPE

HacTpoiika napameTpos KoMneoTepa

Mownck 1 ncnpasnedne npobnem

Ceth i MHTepHeT

||-|éOCMOTp COCTOAHMA CETW W 33434 I

Buifop napameTpos ACMaLLHER rpynnel n oBLero
ACCTYNa K A3HHbBIM

ObopyaosaHue 1 38yK

MpocroTp ycTpofcTe  NpUHTERCE

lNporpammel

¥AaneHue nporpammel

B oTkpbiBLIEMCA OKHE HaxmuTe «loaknovyeHne no nokanbHomn cetn» (Puc. 5.15).

ca

Manens ynpaeneqma -
AOMALLIHAA CTPaHMLA

W3meHeHnE NapameTpos

apsnTepa

WMzmennts ACNONHUTENEHEIE
napameTpel obLLEre AocTyna

Cr. TakoKe
Bpanamay3p Windows
Jomawnan rpynna

CeoiicTea oBospesatenn

NMPUMEYAHUE!

I'Ip|/| HanM4mMm HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl66pVITe TO, K KOTOPOMY nnaHNpyeTcA NOAKIIOYNUTb

IP-kamepy.

- | | TMouck & naHenu ynpasneHus

Mpocmotp:  Kareropua >

nonL30BaTENEN

noL30BaTENEl

YueTHble 3anucK NoAb30BaTenei u

CEMEMH...
'@' JloBagneHne n yaneHNE YUETHBEX 33MUCER

'@' YcTaHoBKa POAWTENECKOTD KOHTPONR 408 BCEX

OgopmaeHne M NepPCoHaNnsaLmMa
Mzmererme Teme
W3menenne dona paboyero crona
HacTpoiika paspeluenna axpana

CreHa packnagkn KNasmaTypsl WK Apyria

cnocoBos BEoda
Mzmenenne aspika nHTepdeica

CI'IELLI‘IaIIthIE.‘ BO3MOXHOCTH
Pexomengyenebie Windows napamerper
ONTMMU3ALNA M30BPEKEHNA HA 3KpaHe

Puc. 5.14

8
! Jl
[loBasnerne ycrpoiicTea Q Yackl, ASLIK M PETMOH

MpocMOoTp OCHOBHLIX CBEAEHWIA O CETU M HACTPOMKa NOAKNHOUYEHUA

A E

BEWARD Heckoneko cetei
(3ToT KoMMsOTER)

MpocMoTp akTneHER: ceTei

Cem 4
OBLecTEeHHaA CETE

3meHEHNE CeTeBbIX Na PaMeTpoB

?g Hacrpoiika HOBOTO NOAKAFONEHNA MW CETK

WrrepHer

Tun goctyna:

Mogkntouerna:

Mpecvotp nonHoil kapTel

MogknioueHe WNKM OTKIIOUEHKHE

Wnreprer

HacTpofika BecnpoBciHOro, LUMPOKCNOADCHOrD, MOAeMHere, npaMore wan YPN-noaknrovedna
WK KE HACTPOMHKE MapLUPYTU3aTopa MK TONKN A0CTyna,

's. MogrntoumnTeca K cetn

MogKNHOYEHNE NN NOBTOPHOE NOAKAHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEQMHEHMIC WK nogntouenne k VPN,

QQ Brifiop gomaluneii rpynne v napamerpos obLwero goctyna

Joctyn K daiinam n NpUHTEPaM, PACNONCKEHHEIM HA APYTHX CETEBBIX KOMMNEBHTEDAX, WK

W3MEHEHWE NAPAMETPOE OﬁLLI,EI'O AocTyna.

YCI'pEH EHWE HENON3Z0K

JnarHocTika n WCNPaBnNeHNE CETEBLIX I'IpOﬁJ'IEM HAK NONYYEHNE CEELEHWI 0f WCNPaBneHn.

Puc. 5.15

B oTkpbiBLIEMCA OKHE HaxmuTe kHonky [CBoncTBa] (Puc. 5.16).
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E] Caocroanue - Mogk no no| ¥ cemm g
Ofiwme

MoaknodeHie

IPv4-noakmoYeHre: WHTepHeT

IPvG-NoaKnoHeHHE: Bes gocTyna K MHTEpHETY

CocTosHWe cpeab!: MoaknoyeHo
AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MBmT/c

AKTWBHOCTE

OTnpaeneHo — k! ——  [MpuHaTo
e
79 185 140 I 805 509 770

[ I@Cﬁcﬁcrﬁa ][@OTmmunTb] [ﬂnarHochKa ]

Puc. 5.16
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMYEeHUs HeobxoaMmo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

—
U Mogkniosenme no noKansHOR CETH - CBOMCTEA M

Cemw | Ooctyn

I'Io:u(moueﬂue yepes:

I? Healtek RTL8135/810« Famity Fast Bhemei CETEE0A 3

CmveyeHHEIE KOMMOHEHTE! HCNONB3YIOTCA 3TMM NOAKNIOYEHWEM |

3B Kaspersky Anti-Virus NDIS 6 Filter -
¥ Q MnaHuposwmk nakeTos QoS

vl gCnyxﬁa O0CTYNE K $ainam v npuHTepaM ceTei Micr—
- [lpoToKg P

-. i I'Ipomnon HHTepHem BEPCHN 4{TCF‘ IFv-iI .

wde J1f anﬁep B/B TONONOra KaHaneHoro YpoBHA

m

4. OTBETUMK 0GHAPYXEHWA TONONOrMKM KaHaNbHOro YPoE ™

[l I [

Onucanme

MpoTokon TCP/IP - cTaHaapTHER NpoTokon rnofansHemE
ceTeil, 00ECTIeYMBEIOILNIA CEASE MEX Y PESNHHBIMK
B3aMMOSACTEYIOLLMMI CETAMM.

0K ] [ Ommena

Puc. 5.17
B nosiBuBllemMcsi OKHe HeobxoaMmo yCTaHOBWUTbL 3HayveHus IP-agpeca v mackv nopcetu.
Buibepute nyHkT [Mcnonb3oBaTtb cneayrwowun IP-agpec] n Beegute ceobogHbii IP-agpec n3
nogcetn kamepbl, Hanpumep 192.168.0.20, n Macky nopacetn — 255.255.255.0. OcTtanbHble

3HayeHus BBOAUTb HeT HeobxogumocTu (Puc. 5.18).
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e —
Ceoiictea: MNpotokon Mktepreta sepcnn 4 (TCP/IPv4) - @u
OBwme

MapaMeTphl IP MOryT HESHEYETHCA BETOMETMHECKM, ECTW CETh
MoAAEpHUEEET STY BOSMOKHOCTE, B MPOTHEHOM Cnydyae napameTpel
IF MOMHO MONY4MTE ¥ CETEB0M0 AAMAHMCTPETOPA.

() Nony4uTe IP-aApeC S5TOMATHHECKN

(@ Wcnonesosate cienytowmi IP-agpec:
IP-appec: 192.168. 0 .20

Macka nogceT: 255 .255.255. 0

OCHOBHOI LUMKO3:

Mony4uTe agpec DNS-Cepeepa aBTOMaTHHEKI
(@ Wcnonesosate cieaytowme agpeca DNS-cepsepos:

MpeanoynTaemsi DNS-cepeep:

ANETEpHaTHBHEN DNS-cepeep:

[FIneaTeepauts napameTpel npw seixone
" Ok il OTreHa

Puc. 5.18

[na npyMeHeHnsa n3ameHeHun HacTpoek Haxkmmute kHomnky [OK] Bo BCex OTKPbITbIX OKHaX.
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5.3. NMonyyeHue goctyna K IP-kamepe ¢ nomowbro 6pay3sepa Internet Explorer

[na pgoctyna K kamepe c nomoubio Gpaysepa Internet Explorer 3anyctute ero n B

agpecHon ctpoke BBegute 3anpoc: http://<IP>:<port>/, — rge <IP>- IP-agpec kamepbl, a <port>—

3HayeHne HTTP-nopta. MNocne atoro Haxmute [MepenTtun] nudo [Beoa] (Puc. 5.19).

BHUMAHMUE!

NMPUMEYAHUE!

IP-kamepa BEWARD BCO0272RV no ymon4yaHuto umeet IP-agpec 192.168.0.99, HTTP-nopT 80.

[ocTaTo4yHO BBECTM B agpecHon ctpoke «http://I<IP>/», roe <IP>-— |[P-agpec kamepbi.

-

G{\Liﬂ (= hitp://192.168.0.99/ P-3X | = MycTan cTpaHnua ok L

-

Puc. 5.19

5.4. NonyyeHue goctyna K Be6-nHTepcency IP-kamepbl

Ecnn gna HTTP-nopta ucnonb3yetca 3HadeHue 80, Toraa Ans [ocTyna K Kamepe 4yepe3 OGpaysep

Mocne 3arpysku cTpaHuubl Beb-mHTepdenca kamepbl npu nomown 6paysepa Internet

Explorer Bl yBnamnTe OKHO aBTOpMU3aLnn. Beeaute nmsa nonb3osarens u naponb. Mo YMOJ4YaHMo

ncnonb3yeTtcs MMs nonb3osartens — admin, naponke No ymonyanuio — admin (Puc. 5.20).

BesenacHocts Windows

iexplore.exe

[ns Bxopa Ha cepeep 192.168.0.153 Hy>KHbI MMA
nob30BaTens U naponb. Cepeep cOOBLLEET O TOM, UTO OH
HaxoauTtca B BCO2T2RV H.264 IP Camera - 186882353757,

‘ admin ‘

LLi2 1 1) ‘

D 3anoMHuTL YUETHBIE AaHHBIS

OK OTtmeHa

X

Puc. 5.20
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NMPUMEYAHUE!

[ns koppekTHoi pa6oTkl BEO-nHTepdeiica IP-kamepbl Heobxoauma Bepcust Gpaysepa Internet Explorer

He Huxke 9.0.

Ona npocmoTpa wu3obpaxeHna ¢ |IP-kamepbl u4epe3 ©Opaysep Internet Explorer
ucnonbe3yoTca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
COCTaBe M 3arpyxaeT MUX HenocpeAcTBEHHO C Kamepbl ANd nocreayrowen ycTaHoBKU. B HkHewn

YyacTu okHa Bpaysepa NosiBUTCS BCMMblBaloLLee onoBeLleHne cuctembl 6esonacHoctu (Puc. 5.21).

BEWARD T ST ST
OB couer B2t 2 [ a0 P, 0 Cromczmen, B O [ =——

Puc. 5.21

HaxmuTe Ha KHonky [YcTaHOBUTB] NS yCTaHOBKU KOMNOHEHTOB ActiveX.

BHUMAHUE!
YcTtaHoBka KomnoHeHToB ActiveX, Heobxooummblx Onsi NpocMoTpa M3obpakeHusi ¢ Kamepbl, BO3MOXHa

TonbKO Ha 32-6uTHyto Bepcuto Bpaysepa Internet Explorer.

Mpwn yctaHoBke ActiveX ana OC Windows 7 vnn Vista cuctema 6esonacHocTn Bpaysepa
Internet Explorer 6ynetr aBTomaTtuyeckum 6nokmpoBaTb ycTaHoBKYy ActiveX. [Ons npogosmkeHus

YCTaAHOBKMN HaXXMUTE KHOMKY [YCTaHOBUTb] B OKHE NoATBEPXAEHUSA yCTaHOBKM (Puc. 5.22).
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r]nternet Explorer - MNpeaynpexaedye cnoremel BesonacHocTy ‘ u

YCTAaHOBMT b 3TO NporpamMuoe obecneyenna?

@ Mma: ActiveX Control (2013.11.04)
Mzpatens: BEWARD Co., Ltd

AononHUTENEHD YCTEHOBUTE ] lHe YCTAHAENMBETD ]

|®] D&EMANE M3 MHTEPHETE MOrYT DbiTe NONE3HEl, HO 3TOT THN HaHNa MOKET

NOEPEAMTE KOMMBHOTED, CnegyeT YCTaHaENMBaTE NPOrpattel, MomyYeHHEIE
TONBKO OT AOBEPEHHOMD M3aaTend, DaKTopel DUCKE

Puc. 5.22
lMocne aToro nosiBUTCA OKHO, MHopmupyowee Bac o HeobxogMmocTu 3akpbiTusi BEG-

Opaysepa ans ycraHoBku. 3akpownTe Internet Explorer n Haxmute kHonky [OK] (Puc. 5.23).

rWaming ﬂ

IE windows must be close before install ocx, OK?

oK OTtmena

Puc. 5.23
3aTem, OTKpOeTCst OKHO yCTaHOBKM komnoHeHToB ActiveX. Haxmute kHonky [Install] (Puc.
5.24).

oo L e
@" Install ‘ ‘ Uninstall ‘

Puc. 5.24
Mocne ycnewHon yctaHoBku Bbl yBuamnte coobueHne «Register OCX success(C:\)» B

HWXHen cTpoke okHa. Haxxmute kHornky [Close] ons Bbixoaa u3 okHa yctaHoBku (Puc. 5.25).
vromon NI e
Install ‘ Uninstall ‘

Register OCX success(CNetVideoX)

Puc. 5.25
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NMPUMEYAHUE!

B onepauuoHHon cucteme, otnnyHom ot Windows 7, unu B 6paysepe, otnudHoMm ot Internet Explorer 9.0,

Ha3BaHUA MEHK WU CUCTEMHblE COO0OLLEHMS MOryT OTnn4aTbCA OT Ha3BaHUN MEHI M CUCTEMHbIX

coobuweHun B apyrnx OC cemerictea Windows unu B gpyrux 6paysepax.

NMPUMEYAHMUE!

Mpun yctaHoBke ActiveX gns OC Windows 7 unu Vista npu BKMOYEHHOM KOHTPOSIE YYETHbIX 3anuncewn
OyneT OOMONMHUTENBHO MPOM3BOAMTBCS GNMOKMPOBKA YCTaHOBKM, O YeM nonb3oBaTtento byaeT BblgaHo
JononHutensHoe onoselleHne. [na paspelleHns ycTaHOBKM HEOOXOAMMO yTBEPAUTENbHO OTBETUTHL B

NnoABUBLLEMCA OKHE.

B apgpecHon ctpoke 6pay3sepa BBeguTe IP-agpec kamepbl n Haxmute [Enter]. OTtkpoeTcs
OKHO aBTopu3auuu. Beeante mmsa nonb3oBartens u naponb. Mo ymonyaHuto Mcnonb3yeTca nums

none3oearens — admin, napone no ymonyaxuio — admin (Puc. 5.25).

BHUMAHUE!

Mocne aBTopusaumm Bbl MOXeTe U3MEHUTb UMS MOMb3oBaTenss U Naponb B MeHw Hacmpolka —
CucmemHble — [Monnib3ogamenu. Ecnu naponb unu nmsa nonb3oBartenst yTepsiHbl, To0 IP-kamepy MOXHO
BEPHYTb K 3aBOACKMM ycTaHOBKaM. [nsi cbpoca HacTpoek Heobxoaumo 3axaTtb KHomky cbpoca Ha 10

cekyH,.

beszonacHocts Windows X

iexplore.exe

[na Bxona Ha cepsep 192.168.0.153 Hy>HBI M~
nonb30BaTens W naponb. Cepeep coobLLaeT O TOM, UTO OH
Haxoautca B BCO272RV H.264 IP Camera - 186882353757.

‘ admin ‘

L1211l ‘

D 3anoMHMTE YUYETHbBIE AaHHBIE

QK OTtmena

Puc. 5.25
Mocrne ycnelwHon aBTopu3aumm Bel nonyunte ocTyn K aneMeHTam ynpasneHnsa kamepbl U

n3obpaxeHuio ¢ Hee (Puc. 5.26).
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BEWARD ——
8 cumoc B 3anuc =) usamnc § Moo [IR
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5.5. UameHeHMe HacTpoek noagkntoveHus IP-kamepbl yepe3 Be6-mHTepcenc

Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €e HACTPOWKM Takum obpasom,

YTOObI OHa Haxoaunacb B OAHOW NOACETU C ocTanbHbIM 060pyAOBaHNEM.

BHUMAHUE!

[ns coBmecTHOW paboTbl HECKOMBKMX YCTPOWCTB B OAHOW NoaceTy Heobxoammo, YTobbl y HUX coBnaganu
nepBble Tpu Yactu IP-agpeca, 1 NONHOCTLIO COBNagana macka noaceTw.

Hanpumep, IP-agpec Bawero MMK: 192.168.50.40. IP-agpec pasgeneH Toykamu Ha 4veTbipe okTteTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 50, 4 okTeT — 40. Bam He06X0AMMO N3MEHUTL
IP-agpec kamepbl Tak, YTobbl MX NepBble TPM OKTeTa coBnaganu, To ecTb IP-agpec kamepbl OOMmKeH
nmeTb Bua: 192.168.50.XX. YeTBepTbii OKTET IP-agpeca kaXkgoro yCTponcTBa 0b6a3aTenibHO JOMMKEH ObiTh

CBOUM.

[ins M3aMeHeHusi ceTeBbIX HAaCTPoeK B BEO-MHTepdElice HaXXMUTE B MMaBHOM MEHIO kamepbl

kHonky [HacTpownku] n nepengnte B meHio Cemb — LAN (Puc. 5.30).
BG\VARD

JokankHele Hactpoika LAN

Bupeo

Cetn Hcnonssosats IPv6 [

v
> Ocrostbie Bepcun IP | IPV4

e R
> PPPoE T
i A 255. 255. 254. 0

OcHoewod wnos | 10> 16g. o . 251

> Bonjour

> E-mail MONYYMTE AETOMATHUECKA

> NAS AneT WONS | o g 0 0
> DDNS MAC-agpec 18-68-82-36-24-49

> PPTP
Mposepra cew

> RTSP

> HTTPS
CoxpaHuTs

> VeepomneHne

3anuck

Tpeeora

HeTeKuuna nuy

CucreMmuble

Puc. 5.30
B TekctoBbix nonsix [IP-appec], [Macka noacetn], [OcHoBHOM wWMO3],
[Mpeanountaembin DNS], [AnbTepHatuBHbIn DNS] HyXHO BBECTM Takume 3Ha4yeHus, 4ToObI
Kamepa nonana B OAHY nogcetb C ocTanbHbiM obopypoBaHuem (Puc. 5.30). Ona aTtoro
obpaTutech Kk paHee 3anncaHHbIM, TEKYLLMM HAacTPOMKaM NPOBOAHOW NOKanbHOM CeTh (CM. MyHKTbI

5.1 vnn 5.1.1) 1, B COOTBETCTBMM C HUMU, YCTAHOBUTE BblLLEYKa3aHHbIE NapaMeTpsbl.

NMPUMEYAHMUE!
B cnyyae HeobGxoaumocTu, AN HACTPOMKM CETEBbIX NapamMeTpoB YCTPOWCTB obpatutech k Bawewmy

ceTeBoOMy aMUHUCTPATOPY.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BC0272RV



Be\«UARD I nasa 5. Hacmpotika nposoOno2o coeduneHnus

[ns NnpMMeHeHUs 3MeHeHWIn CeTeBbIX HACTPOEK Kamepbl HaXmuTe KHomnky [CoxpaHuTb],

nocne 4ero NosiBUTCA yBeOMIEHNE O nepesarpyske yCTPOnCTaa.
Mocne nepesarpysku, IP-kamepa Byaet gocTynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HaCTp0I7IKa npoBOAHOIO NOAKNMK4YeHNA |P-KaMepr 3aBepLlieHa.
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I nasa 5. Hacmpoiika nposoono2o coedunenus

YT06bl BEPHYTb 3HAYEHMSI MPOBOAHOIO CETEBOro MOAKIIOYEHWUSI K YCTaHOBMIEHHbIM paHee
3Ha4YeHUsIM, BbINOSHUTE CrieaytoLne OeicTBuS.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.31).

9 Internet Explorer >
@ Skype Ml sewarD
2 ) NoxywerTol
I':'E: Microsoft Office Excel 2007 2 .
WsoBpaxenna
-ﬂ BroxHoT »
Myssika
@ DVR Server
Wrpsi
m BRSCentroller

Komnbrorep

w BEWARD IP Visor
w BEWARD Player

T
Tiagn, Ty
oy, Gl

Makens ynpasaerns
YcTpoiicTea 1 NpUHTEpL

Mporpammel Mo yMon4aHu:

)
&, Cnyxbel komnonenTos _
Cnpaska u nogaepxka

> Beenporpaue

o= - | T ———
‘ Hadmu npozparmsi u alisei | 3asepLuenne pabotel | F

Puc. 5.31
B oTkpbiBlEMCA OuanoroBoM OkHe Bblbepute nNyHKT [[IpoCcMOTP COCTOSIHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.32).

Mouck & na

HaCTpDﬁKa napaMeTpoE KOMNbHITERA Mpocmorp:  Katercpua =

Cucrema v DesonacHoCTs
MpoBepka cOCTOAHNA KOMMNBIOTERE
ApXMEWPOBAHME JAHHBIX KOMMEHITEDE
Mownck u ncnpasneqne npobaem

NHTepHeT
[1 OCHMOTE COCTOAHWMA CETW M 33434 I

BeiGop napameTpoe gomaluHei rpynnel u obuere
A0CTYN3 K A3HHBIM

ObopyaosaHWe 1 3BYK
MpocmoTp yeTpoicTs U NpPUHTEROE
JloBasnenne ycrpoiicTea

[porpammel

¥aaneHne nporpammbl

Puc. 5.32

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

'@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
nons3oeaTened

'@' ¥CTaHoBKa POANTENECKOrO KOHTPOA 4NA BCEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrieHa packnagkv KNaBmaTypbl Wan apyrix
cnocoboe BEOA

MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

B oTkpbiBLEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.33).
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(€18}

LY <« CeTbu WnTepHer b LLEHTp yNpaBnenus ceTaAMM 1 0BLLMK AOCTYNOM

ynpaenesus o

Marens ynpasnenis -
T p——

Vimenerme napamerpos
apanmeps

Vistennts gononsmtenshsie
napameTpel obuero gocTyna

Cu. Taroke
Bpanamayap Windows
[lomatumas rpynna

CaoiicTea oBospesaTenn

MpocMOTP OCHOBHBIX CBEAIEHWIA O CETW W HACTPOiiKa NOAKAKYeHWH

N K
BEWARD
(707 KomnbroTEp)

Heckonsko cereii
MPocMoTp akTMeHBIx ceTeil

Cem 4
OBuwiectsenran ceTs

Vamenerme ceresei napanmerpos

G Hacrpoiixa Hosore nogkoueHnn wn cetn
-

0 MpocmoTp nonHof kaprs!

Whreprier

Mogknrodenme nan oTkroNeHe

Tun gocryna: Vreprer

MNoaknrouenvs:

Hacrpoiixa 6ecnp o, wnp

HOro,

o, npAioro naw VPN-nogkaroueHis

WA e HACTPOIiKa MapLLUPYTHIATOPa WA TaHKN AOCTY N,

MogkntounTecs K ceTn

.

MoaknioueHme wan nosTopHoe

K Becnp:

ceTesomy coeanHERIID AN MoaKARYeRNe K VPN,

]

Bei6op AoMalLHeii rpynnbl n napameTpos oBLero gocTyna

JocTyn K baiinant i NPUHTERaM, PACTONOKEHHBIM Ha ABYT VX CETERBIX KOMMEIOTEPAX, WM

UsMeHeHIE napameTpos obLLEro AocTya,

Ycrpanenne Henonagox

/IMAFHOCTHKS 1 MCMPaBAEHHE CETEB X MPOBAEM WAN MDAy EHUE CaeAeHmii 06 MCTPaENeHIN.

Puc. 5.33

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBomncTBa] (Puc.5.34).

e ——
@ CocroaHue - MNogknioyeHne No NoKANLHOH teruA

Ofume

MNoaknoueH1e
IPv4-NoaroHeHne:
IPvE-NoAKMOHEHNE:
CoCToAHWE Cpeabl:
JNUTENBHOCTE:

CHOpOCTL:

AKTHBHOCTE

Bes noctyna K MHTepHeTY

WHTEepHeT

MNoaxnoyeHo
04:47:33
100.0 MBuT fc

C =4

79 138 140 |

-
OTnpaBneHo —— &! ——  TpuHATO

805 509 770

[ @Cﬁoﬁnaa ][@D‘rmﬂl—u‘rb] [ﬂuarHochKa ]

Puc. 5.34

B OTKpPbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMST HeobxoamMmo Bbl6paTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHornky [CBoncTBa] (Puc. 5.35).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

-2 [poToron MH £I3 BE

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA

& OTBETMK 06HAPYXEHWA TONONOMMK KEHANEHOrD YDOE ~

[l

YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMMHHEIMKM
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.35
OTKpoeTCs MeHI, B KOTOPOM HeOoBGXOAUMO YCTAHOBWUTb 3HAYEHWUS HavarnbHbIX HACTPOEK,
3anuncaHHbIX BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).
Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHavyancs aBTomMaTuuyecku, Torga Bblbepute
nyHkTol [Monyuntb IP-appec aBtomatuyecku] wu [Monyuntb apgpec DNS-cepBepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbITbiX OKOH (Puc. 5.36).

Ceoitcrea: MpoTtokon MuTepreta sepcun 4 (TCP/IPv4) lélg

Obme ANbTEPHATHEHARA KOHQHM ypaLmMs ‘

MNapameTpel IP MOryT HasHAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOMOMHOCTE, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE Y CETEEOr0 AOMMHUCTPATOPA.

(@ Monyunts IP-aApec a5TOMATUNECKI I

{0) MNoNb30BaTE CREAYHOWMA [P-aapec:
IP-aapec:
Macka NoAreTH:

OCHOBHOA WK

| (@ MonysnTb anpec DNS-CepEEpa SETOMETHUHECKK I

(7) Mnons308aTh CNEAYIOWKE aapeca DNS-Cepsepos:

MpeanouMTaeHeR DHS-cepeep:

ANLTEPHATHEHEIN DN3-CepEep:

MNonTEEpANTE NEPEMETPEI NPK BbIX0AE ——

Puc. 5.36
Ecnu nsHavaneHo |IP-agpec Bawewmy MK 6bin 3agaH BpyuyHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTtb cneaytowmn IP-appec] v 3anonHuTe Heobxogumble nonsg (CM. NyHKT 5.1

AaHHoro PykoBoacTtea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbix OKOH (Puc. 5.37).
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapameTpel IP MOTYT HAHEHEATLCA AETOMATUHECKM, ECIM CETh
NOAAEPHMBAET 3TY BOSMOMHOCTE, B NPOTUBHOM Cy4ae napameTphl
IP MOKHO NONYUMTh ¥ CETEBOMD AAMMHWCTPETOPA.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ Wcnonb3oBaTh cieayowme anpeca DNS{epBepoB:I
MpeanounTaemeni DMS-cepsep: 192.168. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[T NoateepanTs napameTpe! npn sbixone

Puc. 5.37

5.7. TlpoBepka npaBUNBLHOCTM HacTpoeKk noaknyeHnsa IP-kamepbl K
foKanbHOW ceTu

Ons  KOHTpoOnsi npaBUMbHOCTM CETEBbIX HACTPOEK Kamepbl M KOMMbHTEPA HYXHO
NOAKMYNTLCS K Kamepe Yepes 6pay3aep Internet Explorer.

3anyctute 6paysep Internet Explorer. [ina atoro Haxmute Myck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].

Beeante B agpecHom cTpoke |IP-agpec, nMpUCBOEHHbLIN Kamepe  (HanpuMmep:
http://192.168.0.99) (Puc. 5.38).

a@ & hitp://192:1680.89/ R T —p—— x N e

Puc. 5.38
Mpn npaBuUnbHbLIX HACTPOMKax OTKPOETCA OKHO aBTopu3aumu. [ns aBTopu3aumu BBeAUTE
UMA Nonb3oBaTensa u naposnb, nocne yero Haxvute [OK] (Puc. 5.39).

BHUMAHMUE!

Vma nonb3oBaTens no ymonyaHuo: admin. Mapone no ymonyaHuto: admin.
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BesonacHocts Windows >

iexplore.exe

[na xona Ha cepsep 192.168.0.153 Hy>KHBI MMA
nonb30BaTeNA W naponb. Cepeep co0BLLAET © TOM, UTO OH
HaxoauTca B BCO2T72RV H.264 IP Camera - 186882353757.

‘ admin ‘

D 3anoMHUTE YUYETHBIE AaHHbIE

oK OTtmenHa

Puc. 5.39
Mpy NpaBMNbHO BLINOJTHEHHbLIX AENCTBUSAX Bbl cMoxeTe 3anTn B BeOG-mHTEpdenc yepes

Gpaysep 1 yBnaetb nsobpaxeHue ¢ Bawewn IP-kamepbl (Puc. 5.40).

Qo

& hitp://192.168.099/login.asp P~

& WEB SERVICE

ANLTEPHATHBHBIA @ |

el | Sl
<3 T

Puc. 5.40

NMPUMEYAHUE!
B cnyyae HeygauHOro CoefuHeHVs C KaMepow, MpoBepbTe MPaBUMbHOCTb MOAKMHOYEHUS K MPOBOLHOM
CEeTW, BEPHUTECh B HAa4Yaro AaHHOM rnaBbl U NOBTOPUTE HAcTpoliky. B cryyae HeobGxogumocTv obpatutech

K Ballemy cucTeMHOMY aAMUHUCTPATOPY.
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MnaBa 6. MNogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHna o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM CeTu, HO U U3 ceTn NIHTepHeT.

B atom cnyyae ana ogHoBpemeHHoOW paboTbl KOMMbOTEPOB, HOyTOykOB, IP-kamep u

apyroro obopyaoBaHus B ceTn MIHTepHeT, Yalle Bcero, NCNonb3yeTcs MapLupyTM3aTop.

Mpn opraHusaumm poctyna K IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

ncnonbe3yTca creaylowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHWn ctatudeckun IP-agpec nnu PPPoE-
coeauHeHune. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONbKO OAHOW IP-kamepbl U He MOXEeT BbiTb Ha3Ha4YeH eLe Kakomy-
nmnbo yCTponcTBay.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW cTaTtudeckunn |P-agpec, KOTopbIn
Ncnonb3yeTcsa Ans NogKtoYeHns K cetn MHTepHET foKanbHOW CeTu, K KOTOPOK, B CBOKO
oyepedb, nNMaHMpyeTca NOAKMIOYUTL OOHY WM HecKonbko IP-kamep. [lpu Takom
NOAKMIOYEHNN UCNOoNb3yeTca MapLupyTnsatop. Npn 3ToM YMCno NOAKMYaeMbIX Kamep
3aBWUCUT, B OCHOBHOM, OT KOJIMYECTBA NepeHasHavyaeMbIX MapLupyTU3aTopoM NopToB.

3. lNpoBangep He BblaensieT BHewHWW ctatudecknn IP-agpec. IP-agpec HasHavaeTcA
npoBangepomM ANHAMUYECKN, TO €CTb TakK, YTO MPU KaXXgoM HOBOM MOOKMHOYEHUN 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHSieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cny4yae, 4TOGbI
obecneuntb BO3MOXHOCTb MOAKMOYEHUS OOHOW WM HECKOSMbKMX Kamep K ceTu
MHTepHeT, BHe 3aBMCUMMOCTM OT TOro, kakon |P-agpec BbloeneH npoBangepom B
OAHHbIA MOMEHT, HeobXxoaMMO 3afenCTBOBaTb MHTEPHET-CryxObl, paboTtatowme
OVWHaAMUYECKUMU agpecamu.

[anee, aTM BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbl nogpobHee.
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6.2. NoakntoyeHune npu ctatuyeckom BHewHem IP-agpece/PPPoE-coeauHeHun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ona nogkrntoyeHuns IP-kamepbl kK cetn MHTepHET HeobXxoouMO U3MEHUTb €€ ceTeBble

napameTpbl B COOTBETCTBUM C AaHHLIMW, NOSlyYeHHbIMU OT npoBanaepa. Kak npasuno, npoeanaep

npegocTtaBnsieT cnegylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),

Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

[ns nonyyeHuna goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy

Heo6X04MMO BbINOMHUTL CrieaytoLLmMe LWaru:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy TK.

LWar 2: nameHnTe ceTeBble HACTPOMKM NPOBOAHOIO coegnHeHus IP-kamepbl (CM. NyHKT 5.5

OaHHOro PyKOBOLI,CTBa) B COOTBETCTBUN C HaCTpOVIKaMM, npenocrtaBiieHHbIMU Bawum MHTepHeT-

nposangepom (Puc. 6.1).

BEWARD [ cocaponsecaeun

TNokansHebie Hacrpoiika LAN
Bupeo
CeTh Mcnonssosats IPv6 [
> OcHoBHuE Bepeua IP IPV4 v
| | MonyuKTE AETOMATAUECKN

> UPne Macxa nogcem

0
OctosHOA WA0S | 192, 168. 0 . 251

MonysuTs asTomaTieckn

> Bonjour
> E-mail

> F1P MpeanosnTaeusii DNS.

> NAS AneT WDNS [ 0 o . o0 o

> DDNS MAC-anpec 18-68-82-36-24-49

> PPTP

Mposepra cemn
> RTSP

> HTTPS
COXpaHHTE
»> YEe#oMmnexue
3anuck
Tpeeora
JleTexuyus nuy

Cuctemunie

Puc. 6.1
War 3: nogkntounte IP-kamepy k BblaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kKamepa AomkHa ObiTb 4OCTyNHa B ceTn VIHTepHerT.

B npuBeaeHHOM nprmMepe npoBangep npeaocTasun cneayolme aHHble:
e IP-apgpec: 173.194.122.202

e Macka nogcetu: 255.255.255.252

e OcHoBHOM Wnt03: 173.194.122.211

o [lpeanountaembin DNS: 173.194.122.1

e AnbTepHatuBHbIN DNS: 173.194.122.2
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B obwem cnyyae, gna obpaweHuns Kk IP-kamepe vepes ceTb VIHTEpHET B agpecHOn CTpoke
Opaysepa BBoguTcs cnegywowmi 3anpoc: http://<IP>:<Port>, roe <IP>- IP-agpec kamepbl,
<Port>— 3HadeHne HTTP-nopta. Tak kak B gaHHOM MpuMmepe ucnonb3yetcs 3HavyeHue HTTP-
noprta, 3agaHHoe no ymondauuio («80»), TO, 4TOGLI OOpaTuTbcs K IP-kamepe 4yepes ceTb
NHTepHeT, Heobxogumo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopkntoyeHun K kamepe 4deped HTTP-nopT, 3agaHHbIi NO ymonyaHuio (3HadeHue paBHO «80»),
3anpoc B agpecHoun ctpoke b6paysepa nmeet sua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeanHeHus

NHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMAYeHWe no cratmdeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT goctyn kK cetu WHTepHeT udepe3 PPPoE-
coeavHeHune. B aTom cniyyae, oH npegoctaBnsgeT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa BCO0272RV nogaepxuBaet PPPoE-coeguHeHne. [Ons ero ucnonb3oBaHUs
Heob6xoanMO BbINONHUTL CreayoLme Wwaru:

War 1: nogkntounTte IP-kamepy k Bawlei nokansHon cetu unu Hanpsimyto K MK (cm. Maey 5).

LWar 2: songute B meHto PPPoE HacTtpoek IP-kamepbl: Hacmpoltiku—Cemsb — PPPOE.

War 3: B TekcToBbIX nonsix [[lonb3oBatens], [[laponb] BBEAUTE 3HAYEHUS, NOSTYHYEHHbIE
oT VIHTepHeT-npoBangepa (Puc. 6.2).

BEWARD T (T T ST SN

TokansHbie Hacrpoiika PPPoE
Bugeo

(B Brarouwrs []

A
» OcHoBHEE b Pap

5 apec [ ]

e —
PPPoE
L —
> UPnP
C——

> Bonjour

> FTP

> NAS

> DDNS

> PPTP

> RTSP

» HTTPS

> Yeepomnenue
3anuce
Tpesora
Mevexuns nuy

Cucremubie

Puc. 6.2

War 4: Bbibepute TMN wudgposaHmsa “CHAP” unu “PAP” gona npoBepkn nogfiMHHOCTU
COeaNHEHMS.

LWar 5: Anga npuHATAS U3MEHEHU HaxxMuTe KHOMNKy [CoxpaHuTb].

BHUMAHUE!

[ns BCTynneHus ceTeBbIX NapaMeTpoB B cUy TpebyeTcsa nepesarpyska yCTponcTaa.

War 6: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.
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BHUMAHUE!

Mocne nogkntoyeHns IP-kamepsbl k BblaeneHHon cetu Ethernet, oHa Byaet goctynHa B cetn MIHTepHeT nopg

IP-agpecom, np1ucBOeHHbIM e Bawwimm npoBarigepom n otobpaxaemebliM B none [Agpec] (cm. Puc. 6.2).

Ona obpaweHus k IP-kamepe B cetn VHTepHeT B agpecHon cTpoke Gpaysepa BBOAMTCA
cnenyowmin 3anpoc: http://[<IP>:<Port>/,— rge <IP>— IP-agpec kamepbl, HasHa4eHHbI Balmm
nposangepomMm npu yctaHoerneHun PPPoE-coeguHeHus, <Port>— 3HayeHne HTTP-nopta (no

ymon4yaxuio pasHoe «80»).

NMPUMEYAHMUE!
Mpu nopkntoyeHun Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke b6paysepa nmeet sua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.
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6.3. MNoakntoyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, HaxogAawmmcs B

nokanbHoOu ceTu
Ecnu goctyn B ceTb NHTEpHET ocyLlecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHON CeTU NCMOoNb3yeTcs MapLupyTU3aTop.

BHUMAHUE!

[ns vcnonb3oBaHUS AaHHOrO MeToda MOAKMIYEeHWst Heobxoammo 3apaHee npuobpectn y Bawero
npoesamgepa ny6nuyHbIn cTaTudeckum |[P-agpec. [poBangep npedocTaBnseT, Kak npaBuio,
OUHaAMUYeCKUM BHYTPEHHUW |IP-agpec, KOTOpbI AOCTYMEH TOMbKO B MOACETM npoBavigepa. [Moatomy

yTOUYHUTE TWN ucnonb3dyemoro Bamu IP-agpeca 3apaHee.

Ana Toro 4Tobbl NnogknounTbCs K IP-kamepe n3 cetn VIHTepHeT, Hago obpatuTtbea no IP-
agpecy, BblgaHHOMY npoBangepom («BHeLWHUn» IP-agpec maplupytmsartopa), U K onpegeneHHomMy

nopTy.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Ons Bcex Kamep, HaxoOsWMXcs B OOHOW JloKanbHOW CeTw,
cyllecTByeT Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIN npoBangepom). MNoatomy Ans gocTtyna K 9Tum

Kamepam HeobXoaUMO Ha3Ha4YUTb Kaxkaomn cBoe 3HavyeHne HTTP-noprta.

[na atoro TpebyeTcs BbINONHUTL CReayoLmne 4eNCTBUS:

e /I3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawewn nokanbHon cetn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rioKarnbHOu ceTn).

e Hactpoutb yHKUMIO NepeHanpaBneHnss nopToB. [aHHaa yHKUMS nos3sondet
nepeHanpaensaTe obpaweHns u3 cetn VIHTepHeT K KakoMy-nnbo yCTpOWCTBY,
NOOKIMYEHHOMY K NnokansHom ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4ECcKM 1obbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTudauum (nepeHanpasneHus

nopToB):

1. ucnonb3oBaHue TexHororm UPnP B mapLupyTusatope 1 kamepe;

2. pyYHas ycTaHOBKa napamMeTpoB Tabnuubl MapLIpyTU3aLum.
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6.3.1. Ucnonb3oBaHue TexHonorum UPnP

[Ons opraHmsaumm goctyna K IP-kamepe u3 cetn IHTepHeET HYy)XHO caenaTb creaytolee:

e PaspelwmTb Ucnonb3oBaHne 1 HacTpouTb pyHkumo UPNP Bawwero maplpyTtusaTopa.

NMPUMEYAHMUE!

Hactpoiika pyHkumm UPnP mapupyTtusatopa gomkHa 6biTb OnucaHa B npunaraeMon K HeMy UHCTPYKLUA.

BHUMAHUE!
He Bce mogenu mapLupytmusaTopoB nogaepxusatot dpyHkumio UPNP ana nepeagpecaumm nopto LAN- 1
WAN-unHTepdencos. Ecnn Baw mapwpyTtusatop He nogaepXuBaeT OaHHYH OYHKUMIO, TO OH Tpebyet

OOMNOSTHUTENbHOW HACTPOWKK (CM. NYHKT 6.3.2).

e PaspelwnTtb ncnonb3oBaHne n HacTpouTb yHkumnio UPNP IP-kamepsbl.

BHUMAHUE!
Mpy ucnonbsoBaHun UPNP yaaneHHbI NMpOCMOTP BMOEOMOTOKA C ABYX M 6Goree kamep MOXeT He
paboTaTb NMbo pabGoTaTb HekoppekTHo! Ecnu y Bac Bo3HWMKNM npoGrembl, HacTponTe napameTpbl

nepeHanpaBneHns NOpPToB BPYUHYH (CM. MYHKT 6.3.2).

LWar 1: B meHio Hacmpoltiku — Cemb — OCHOBHbIe OTMETbTE rarioukon NyHKT « BKnounTb
nepeagpecaumio NOPTOB», YTOObI BKMOUYNTL (DYHKLMIO Nepeagpecanmm NnopToB MapLupyTusaTopa
(Puc. 6.3).

BE\VARD

JlokaneHuie OCHOBHLIE HACTPOHKH

Bupeo

(Farie MopT AaHHbX

B AT

& ONVIF-nopt

> PPPoE
[ BrmouTs nepeaapecauno nopros

> up )
T - NonywTs HacTpoitu UPNP-cepaepa asTomaTnyecs

> Bonjour UPnP-cepsep 192.168.0.251

> E-mail BrewHni IP-agpec

> FP Mopr AaHkEIx

> NAS HTTP-nopr

> DDNS RTSP-nopt
> PPTP ONVIF-nopt
> RTSP

> HTTPS

> Ysepomnesns

3anmck

Tpesora

LeTeKuun nuy

Cuctemusie

Puc. 6.3
War 2: oTtmeTbTe ranoykon NyHKT «Monyunte Hactpoukn UPnP-cepBepa

aBTomMaTuMyecku» N Haxmute [CoxpaHuTb]. lMocne 3TOro B COOTBETCTBYHOLMX Monsx 6yayTt
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ykasaHbl |IP-agpec UPnP-cepBepa, BHewHun IP-agpec Kamepbl U 3HA4YeHUA ee npoBpOLLEHHbIX

(BHELLHWX) NOPTOB.

Ecnu B Bawen cetn Heckonbko UPnP-cepBepoB, TO, 4TOObI NOAKNIOYUTLCA K OQHOMY M3
HUX, cHumuTe ranoyky «lMonyunTb HacTtpomkun UPnP-cepBepa aBTOMaTtu4yecku», B Mone
«UPnP-cepBep» BBeaute Tpebyembin IP-agpec un Haxmute [CoxpaHutb]. [Nocne atoro B
COOTBETCTBYIOWMX Monax OyayT ykasaHbl BHewHun |P-agpec kamepbl W 3Ha4YeHUs ee
NPoBpPOLLEHHBIX MOPTOB.

War 3: 4tobbl Nnony4nMTb OOCTYN K Kamepe n3 ceTn VIHTepHeT, Hago obpaTuUTbCs K HEN MO

ee BHelwHemy IP-agpecy n HasHayeHHoMy e nopTy HTTP.
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6.3.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHeT C€ noOMOoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpowka 60nblUMHCTBA OYHKLUMIA MapLupyTNU3aTopoB
pasnMyHbIX MOAENEN BbINONHAETCS CXOXNUM 06pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn UHTepHeT yxe
HacTpoeHo. MaplpyTmsaTop UMeeT cnefyowmn nyonmyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — «BHYTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnica
MapupyTtmsatopa), «192.168.1.199» —IP-agpec kamepbl. [1na HaCTPOMKM NCNOSb3YyEM KOMMNbIOTEP,
MOAKITHOYEHHbIN K 9TOWN NOKanbHON CeTW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTca HasHauuTb MOpPThbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kKamepsbl. B
NnoKanbHOM cCeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadeHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopTt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Onsi BCex Kamep, HaxoOsWuxcs B OOHOM JlOKanbHOW CeTw,
cylecTByeT Tonbko oauH IP-agpec (BblgaHHbIM npoBangepom). Noatomy onst goctyna K 3TMM Kamepam

HeobxoQMMO KaxaoW Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE criefytolimMe AencTBUS:

BHUMAHMUE!
MopT AaHHbLIX 0653aTeNbHO AOMKEH TPAHCNMPOBATLCA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pasrinyHble 3Ha4YeHnA nopTa AaHHbIX.

War 1. B BeG-uHTepdelice kamepbl OTKponTe pasgen MeHw Hacmpoliku—-Cemb —

OcHoeHble. (Puc. 6.4).

BEWARD [ rouciors L socmorsepome | racyonn [_tpmon [__bwron

acTpoiiiu UPnP-cepaepa astouaTsecisn

52.168.0.251

Puc. 6.4
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YMOIn4aHuio. Hanpleep, NyCTb B Ka4eCTBe NnopTa AaHHbIX UCMOJ1b3YEeTCA NOPT «5001»

War 3: ana npumeHeHUs HacTpoek HaxkmMuTe KHoMKy [CoxpaHuTb).

Takum obpasom, nopTbl Anst 4OCTyNa K AaHHOW KamMepe BHYTPW nokanbHOW ceTn OyayT:
HTTP-nopT — «80», NopT gaHHbIX — «5001», RTSP-nopT — «554».

[ns BTOpOM Kamepbl MOXHO BblbpaTb cnegywowme nopTbl: HTTP-nopt — «80», lNopT
AaHHbIX — «5002», RTSP-nopT — «554» u T.4.

Kamepa HacTpoeHa. OcTanocb NpaeunbHO HACTPOUTL MapLLIPyTM3aTop.

[AnAa HacTpoOMKKU MapLUpyTu3aTopa BbINOSIHUTE crieaylowme AeNCTBUA:
War 1: BBeauTe B agpecHowm cTpoke Opaysepa IP-agpec mapwpytmsaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aL MK BBeAUTE NOTMH M napornb. [locne

yAa4yHON aBTOpU3aLmm OTKPOETCS OCHOBHAs CTpaHuLa HacTpoek mapLupyTtudatopa (Puc. 6.5).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK

Status

WPS
Network

Firmware Version: 3.13.27 Build 121207 Rel 61955n
Wireless

DHCP
USB Settings
Forwarding LAN

Hardware Version: WR2543ND v1 00000000 E

Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
192.168.1.1
255 266 2650

Wireless

Wireless Radio:

Name (SSID):

HaxmuTe kHorky [Add New] (Puc.6.6).

Enable
TP-LINK

Puc. 6.5

War 2: Bbibepute nyHKT MeHio Forwarding — Virtual Servers. B nosiBuBLUEMCA MEHHO
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450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Status

Virtual Servers

Protocol Status Modify

Quick Setup
WPS
Network

Internal Port IP Address

Wireless
DHCP
USB Settings

Enable All Disable All Delete All

— Previous Next
- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.6
LWar 3: no6aBbTe NpaBuna nepeHanpaeneHus noptos ans IP-kamepsl (Puc. 6.7). 3apanTe

cneayoLwme napameTpbl:
[Service Port]: ykaxunte nopt, KOTOpbI ByAeT ncnonb3oBaTbCs ANa AOCTyNa K Kamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MCMONb3ynTe AN NepeHanpasreHns nopToB 3aperncTpupoBaHHbIe

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne nopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxute nopT, ncnonb3yembin B AaHHbLIN MOMEHT ANA AOCTyNna K Kamepe 13

nokansHowu ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, AnA KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NyHKTbI HEe TPEOYIOT HAaCTPOWKM.

Hob6asbTe npasuno anga nopta HTTP (Puc. 6.7).

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

TP-LINK'

Status
WPS
Network
oo Service Port: 31 (O4-XX 0r XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwardi Protocol: All -
- Vi s Status: Enabled -
- Port Triggering
== Common Service Port: —Select One— -
-UPnP
Security
Parental Control Save
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.7
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War 4: Haxmute kHOnKy [Save], 4To6bl coxpaHuTe npasuno. Mpasuno gobaeneHo (Puc.

6.8).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

T ID  Service Port Internal Port IP Address Protocol Status Modify

T 18 80 192.168.1.199 Al Enabled Modify Delete
FP— 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwi

Virt AddNew... | [ Enable Al | [ Disable Al | [ Delete All

- Port Triggering

-OME Previous | Next

-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.9
LWar 6: n ewe ogHo npasuno ans lNopTta gaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-nopTbl 1 RTSP-nopTbl kKamep MOXHO nepeHanpaBnsATb C NOMOLLbIO BUPTYanbHOrO cepeepa, 0OgHaKko

MOPT AaHHbIX KaMep AOMKEH ObITb PasHbIM U TPAHCNIMPOBATLCS «MOPT B MOPT»!
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Model No. TL-WR2543ND
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Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

181 80 192.168.1.199 Al Enabled Modify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete
P 3 5001 5001 192.168.1.199 Al Enabled Modify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-uPnP
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.10
War 7: Ecnv Bbl ucnonb3yeTte HECKONbKO Kamep, To Bam HeobxoamMmo noBTopuTh warn 2-6

ANnsa octanbHbIX Kamep (Puc.6.11).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port 1P Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 Al Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 5002 5002 192.168.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding [_Previous ]

Dynamic DNS

System Tools

Puc.6.11

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbI NOAY4YMTL AOCTYN K Kamepe u3 ceTn MHTepHeT, Hago obpaTuTbCsa K Her no
IP-agpecy, BblgaHHOMY nNpoBanaepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 HasHa4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIN kKaMmepe Ons nepeagpecaunun, — «81». 3HauuT, Anga obpalleHna K Kamepe u3 cetu
WHTEepHeT Heob6xoanumo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npueeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAaHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Lnio3 192.168.0.1
Nmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkrntoveHnem obopyaoBaHUA HEOHXOANMMO 03HAKOMMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHel cootBeTctBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCNOJTHEHNSI YCTPONCTBA).

B) [1nsa noBbllWEHNA HagexXHOCTK paboTbl 060pyaoBaHMs, 3aWwmTbl OT OPOCKOB B NMUTAIOLLEN
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS crnegyeT WUCMNOoNb3oBaTb CeTeBble PUNbLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 0bopygoBaHMe COOTBETCTBYET TpebOBaHUSIM anekTpomarHuTHon cosmectumoctn EN
55022, EN 50082-1. HanpsikeHne paguonomMex, cosgaBaemMblX annapaTtypour, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PykoBOACTBE MO aKchnyaTauum ns
KOHKpPETHOro yctponctea. [na YyCTPOWCTB CO BCTPOEHHbIM WCTOMHMKOM MUTaHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 Iy +3%. [N yCTPOMCTB C BHELUHUM
NCTOYHMKOM NUTaHUS — 3TO cTabunumampoBaHHbii agantep 5 B £5% nnun 12 B £10% (HanpsixeHune

nynecauun — He 6onee 0.1 B).

B4. 3azemneHune

Bce ycTponcTtea, umetoLme BCTPOEHHbIM BNOK NUTaHUS, AOMKHbI ObiTh 3a3eMneHbl nyTem
MOAKIMIOYEHNss K creumanbHbiM po3eTkaM  SMNEeKTPONUTaHUs C  3a3eMieHueM unu nyTem
HenocpeacTBEHHOIO 3a3eMiieHMs Kopryca, €cCnM Ha HeM npefycMOTpeHbl cneuuarnbHble
KpenexHble 3nemeHTbl. 3a3emneHve 9nekTponpoBOAKN 34aHUA OOMKHO ObiTb BbIMNOMIHEHO B
cooTtBeTCcTBMU € TpeboBaHuamu MYS (MpaBuna Yctponctea InekTpoyctaHoBok). O6opyaosaHue
C BbIHOCHbIMW OriokamMu nNUTaHWs WM aganTepamu TakkKe [OIMKHO OblTb 3a3eMneHo, ecnu 3To
nNpeayCMOTPEHO KOHCTPYKUMEN Kopryca WM BUMKM Ha LWHype nuTaHud. MoHTax BO3A4YLUHbIX
NVHUIA anekTponepesayn u NUHUA, NPOKNaAblBaeMblX MO HapPYXXHbIM CTeHaM 30aHWA U Ha
Yyepdakax, JOIPKeH BbITb BbINOSTHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMrneHbl ¢ ABYX KOHUOB. [lpyyem, ecnu oamvH KOHeL, 9KpaHa MoAKrovaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHus, TO BTOPOM — MOAKMYaeTCa K 3a3eMreHuo Yepes

paspsgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA W NUHWUA, UOYLLUMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NoMeLLeHUsIM, Ha BXxogax obopynoBaHUS AOSMKHbI ObITb YCTAHOBMEHDI

YyCTPOWCTBA MOMTHME3ALLMTDI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHMMarnbHblE 3HAYEHUsI TemrnepaTypbl SKCnyaTauunm U XpaHeHusi, a
Takke BNaXHOCTW, Bbl MoxeTe nNoCMOTpeTb B TEXHUYECKOM OMUCAHUM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas paboyvas Temnepartypa — 3TO TeMnepaTtypa, Bbllle KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPMyC YCTPOWCTBA B NMpoLiecce ANUTenNbHOM paboThbl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOroO
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenu ycTtpowctBa. [lpu ycTaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad wunuM  CcTonky JomkHa ObiTb  obecneyeHa Heobxopmmas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCs YyCTaHaBnMBaTb B LWKady cneumanbHbid  6nok
BEHTUNATOPOB. TemnepaTypa OKpy)KalLlero BO3gyxa W BEHTUNAUMA LOMKHbl obecnevmBaTtb
HeobxoauMbIA  TemnepaTypHbi  pexum obopyaoBaHus (B COOTBETCTBMM C  TEXHUYECKMMM
XapakTepUCTUKaMm KOHKPETHOro 060pyaA0BaHMS).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayloLwmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTM NOMELLEHMS.

6) OTcyTCTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX Cpea.

B) B nomewleHun, roe ycrtaHaenvBaeTca o0OOpyaoOBaHWE, He [OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewatb Ha 060pyaAOBaHUN NOCTOPOHHME MpPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxoommo obcnyXmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C Uenbl yganeHus ua3 Hero nbiiv. JT0 no3sonut obopypoBaHuio paboTtatb 6e3 cboes B

Te4YyeHune npoaoInKUTESNIbHOro BpeMeHw.

B9. NMoakntovyeHne nHtepdencor
O06opyaoBaHMe AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIMN «beBapg» He rapaHTupyeT, 4YTo 0b6opyaoBaHne GyaeT paboTaTb AOMKHLIM
00pa3om B pasnumyHbiX KOHUrypaumsx n obnactax NpUMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
yTO 0GopyaoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMWU KIMEHTa npwm
ero NpMMeHeHun B cneundunyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 06s3aTEeNbLCTBAM NpU
NOBPEeXOEeHUN BHELWHUX WHTepdencoB obopyaoBaHUs (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.M.) 1 camoro o6opyaoBaHusl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM U YCINOBUI XpPaHEHUS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak NnoXkap, HAaBOAHEHME, 3EMITETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHWM MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumy,;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLNBKE;

[) NCNONb30BaHNSA HE NO Ha3HaYeHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BMOAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOAAT 3@ paMKM OO0MYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NnpeayCcMOTpPEHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

X) BO3OENCTBMSA BbICOKOTO HanpskeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpPU4ecTBO U

T.M.).
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2023.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MEHEHbI 6e3 NpeaBapuUTENIbHOIO YBELOMINEHUS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beapa». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, 4YTO annapaTHble cpeacTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMbIX WU BbIPAXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTocnocobHOCTM MNpu Mchonb3oBaHuM B creundunyeckmnx uenax. OO0 «HIMIM «besapa»
NPUNoXnno Bce ycunusa, 4tobbl caenartb 310 PyKoBOACTBO Mo akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPoOMycKuK, KOTOpble, BO3MOXHO, NPOM3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

MHdpopmauua B nobon Yactn PykoBoacTBa No aKcniyataumm N3MeHseTcs U OOMNoSHseTcs
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenms. OO0 «HIM «besapa» He Gepet
Ha cebs HMKaKON OTBETCTBEHHOCTM 3a NtoOble NOrpeLlHOCTN, KOTOPble MOTYT COAEPXaTbCsA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebsa OTBETCTBEHHOCTM M HE OAET rapaHTun B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U ocTaBnseT 3a cobOM NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onvcaHHble B Hem, B Nnioboe Bpemsi 6e3 npegsapuTenbHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa siBNseTcs
HenpaBUNbHOMW WNW  HEMOMHOW, wunu BBOAMT B 3abnyxaeHwe, Mbl Oyaem Bam «kpawviHe

npu3HaTesibHbl 3a Bawu KOMMEHTapun 1 npeaioxXeHuns.

C3. Npeaynpexaexnsa FCC

3710 06opyaoBaHME ObINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOWNM TpeboBaHNAM
NoNOXeHMUs O LNM(POBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepanbHon kommceum no ceasm (FCC). 3tu orpaHnyeHus Gbinn paspabotaHbl B Lensix
obecneyeHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HMKaTb MPUM WUCMONb30OBAHWUA
obopynoBaHUA B KOMMEPYECKMX Lendx. OTo obopygoBaHMe MOXeT uanydaTtb, reHepupoBaTb U
ncrnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn pgaHHoe obGopydosaHve 6yaet
YCT@HOBMNEHO W/unu 6yaeT MCNonNb3oBaTbCA C OTKMNOHEHWAMM OT Hactoswero PykoBoacrtea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paanoceA3n, a npu yCtaHOBKE B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTom cnyyae Bnageney Gyaet o6s3aH McnpaBnsiTb

nocnencTtena speagHoro BO3OENCTBMS 3a CBOM CYeET.

C4. NpepynpexaeHne CE

OTO YCTPOMCTBO MOXET BbI3blBaTb PAAMONOMEXM BO BHELLUHEM OKPYXXeHUW. B aToM cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBDI.

C5. NMoppepxka

Ons uHdopMaunnm OTHOCUTESNIBHO CcepBUCa U NOAOEPXKKW, MOXanynucrta, CBSXKUTECH C

cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MoXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TExXHWYECKOW NOAOEPXKW, MNOoXKarnywucra, noarotoBbTe

cneayoLyo nHpopmMaumio:

ToyHoe HammeHoBaHue u IP-agpec Bawero obopyaoBaHus (B cnydae npuobpeTteHus
IP-o6opynoBaHus), ata nokKynku.

Coo6LweHuns 06 owwmnbkax, KOTopble NOABAANNCL C MOMEHTA BO3HUKHOBEHUSI NPOBneMbI.
Bepcua npowwmBkM K 4Yepe3 Kkakoe obopygoBaHue paboTano YCTPOWCTBO, Koraa
BO3HWMKMNa npobnema.

MNponsBeneHHble Bamu gencteus (No waram), npeanpuHATbie Ans CamoCTOATENbHOro
peLlueHnst npobnemsl.

CKPUHLLOTbI HACTPOEK U NapameTpbl NOAKIOYEHUS.

Uem nonHee O6ygeT npeactaeBneHHas Bawmu uvHdopmaums, Tem ObicTpee Hawm

crneumanucTbl cMoryT noMoyb Bam pelwnts npobnemy.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BC0272RV
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MpunoxeHue D. Mmoccapumn

3GP - mynbTUMeaunnHbI KOHTENHep, onpeaensdembln MapTHEpckum [MpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) gona mynbtnmeguiiHeix cnyx6 3GUMTS.
MHorne coBpemMeHHble MOOUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPOrpaMMHOro obecneveHus
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-0B), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparieHusi ActiveX, gokyMeHTamm
ActiveX wn cueHapusmmn ActiveX. OnemeHTbl ynpaBneHusa ActiveX 4acTo 3arpyxawTcs U
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvsaembl. Cama no cebe gaHHas TexHonorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTrpuyHaa uudpoBas
aboHeHTCKasA nUHUA) — MOAEMHasi TEXHOMOorusi, npeBpallalrollas aHanoroBble CUrHanbl,
nepefaBaemMble MNOCPEACTBOM CTaH4APTHOM TeNegOHHON NHWUK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), no3BOJIAA BO BpeMA pa6OTbI COBeEpPLUAaTb 3BOHKW.

Angle / Yron o630opa — 370 yrosn, KOTopbIi 06pa3yoT Nyyn, CoOeauHAOLLME 3a4HIOK TOYKY
ob0beKkTMBa 1 guaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OOblMHO Yyron 3peHuMs U3MepsieTcs Ha nuH3e, (OoKyCc KOTOpOou
yCTaHoBreH B 6eCKOHeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHus, o6bekTuBbl AENST Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale Bcero Mcnonb3ylTcsa A4S NaHOpaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro obbekTuBa coctasnsaeT 30 rpagycos.

ARP (Address Resolution Protocol / [potokon onpegeneHus appeca) -
NCNONb3YIOLWMNCA B KOMMbIOTEPHBLIX CETAX MPOTOKOST HM3KOrO YPOBHSA, NpefHa3Ha4yeHHbI Ans
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3TtoT npotokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTpouncTBa. 1o nokanbHOW ceTu TpaHcnupyeTcs 3anpoc gns noucka yana ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio /| ®opmaT 3KkpaHa — 3T0 (bopmMaTHOE OTHOLLEHME LUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WCMNOMb3YEMbIN AN TENEBU3UOHHbIX 3KPAHOB M KOMMbIOTEPHbLIX
MOHUTOpPOB, cocTaendeT 4:3. TenesugeHne Bbicokon YyeTkoctTn (HDTV) ucnonessyet doopmaT kagpa
16:9.
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Authentication / AyTeHTudmkauma — nposepka NPUHAONEXHOCTU CyObekTy AocTyna

NpeabsBNEHHOr0O MM MAEHTMdUKaTopa; noaTBepXXaeHue nognmHHocTn. OamH m3 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mosfib30BaTenbCKOro
naeHTudumkaTopa, B NPOCTOPEYUN HasbiBaeMoro «rormHom» (logink — perucrpaunoHHoe nms
nonb3oBaTensd) W Napofnd — HEKOW KoHduAaeHUManbHOW WHOPMaUuMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOfb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HaA4YeHMEeM, KOTOpOe XpaHUTCA B chneuuanbHou 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Autolris / APl (ABTOperynupyemas guacpparma) — 370 aBTOMaTN4ECKOE perynnpoBaHme
BENMMYMHbI AguadparMbl Ansi  KOHTPONS KONuMyecTBa CBeTa, MOMNafarollero Ha Martpuuy.

CywiectByeT gBa BapmaHTa aBToMatmyeckon perynnpoBku anadparmel: DirectDrive n VideoDrive.

Bitrate / Butpent (CkopocTb nepegayn AaHHbIX) — OyKBaNbHO, CKOPOCTb NPOXOXAEHNS
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb30BaTb NPU U3MepeHun 3PPEKTUBHOM CKOPOCTH
nepegayn uvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nones3Horm WHgopmaumm»

(nomMMMO TakoBOM, MO KaHany MOXeT nepeaaBaTbCs Cry»xebHasi MHopmMauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMNeHcauus
3agHero cBeTa). TUNWYHBIA NpUMep HeoBXOAUMOCTU UCMONb30BaHMA: YenoBek Ha )OHEe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0OLLy0 OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" Bcen KapTUHKW. BkritoveHue pyHkuumn «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty AdBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHusi cepBucos (cryx6), ncnonob3yemoin B
onepaumoHHon cucteme Mac OS X, HadmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS UCMONb30BaHWUS B JOKarbHbIX CETAX W UCMONb3yeT CBeAeHUs (3anucu) B cryxbe AOMeHHbIX
nmén (DNS) ana obHapyXeHust Opyrmx KOMMbIOTEPOB, PaBHO KaK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B BrivKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR /becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, anrn. CIDR) —
meTop IP-agpecaunn, No3BoNA0LWMIN TMHBKO ynpaenaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauuun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BOfdeT 3KOHOMHO
NCNonb30oBaTbh OrpaHUYEHHbIN pecypc |IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHNE Pa3fMyHbIX

MacoK NnofceTen K pasnuyHbiM NoaceTaM.

CCD / N3C-maTpuuia — 3TO CBETOYYBCTBUTENbHbIN 3SIEMEHT, UCNOMb3YIOLWMINCSA BO MHOTMX
UMPOBLIX Kamepax M NpeacTaBnsaoWUin COBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLYI U3
COTEH TbICAY 3apsfoB (NUKcenewn), KoTopble nNpeobpasyloT CBETOBYH SHEPIUIO B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctaBndatb 1/4", 1/3", 1/2" nnu 2/3".

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RVZ



Be\.UARD Ipunosxcenus

CGl (EaMHbin wno30BbIA  UMHTepdenc) — cneumdbukaums, onpegenstolas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oaTb CGl-nporpammy ana o6paboTkm AaHHbIX OPMBbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanIoOKCUAHbLIA MNOSMYNPOBOAHUK) — 3TO LUMPOKO MCMOMb3yeMbIA TN MNONYNPOBOAHMKA,
KOTOPbIA MUCMONb3yeT Kak oOTpuUaTenbHyl0, TaK W MNOMNOXUTENbHYIO 3MEKTPUYECKyo Uuenb.
lMockonbKy TONbKO Of4Ha M3 3TUX TUMOB Lienen MoXeT OblTb BKOYeHa B Noboe AaHHOe Bpems, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIeKTPOIHEPruM, YeM MUKPOCXEMbI, MCMOob3yoLime
TOMbKO OOMH TWM TpaHaucTopa. Takke gatunkm nsobpaxkeHus KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTKM, OQHAKO 3TO NPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [MM3C-

AaTt4ynkamun, KoOTopble ABNAKTCA TakKe bonee OopormMun B Npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ans
Ha3HayYeHWs1 MOCTOSIHHOrO JOMEHHOIO MMEHN YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP vnn no IPCP B
PPP-coeauHeHuax (Hanpumep, npu yoanéHHoMm [ocTyne 4depes mogem). [dpyrme MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coegunHeHne C 3TOM MaLUMHOM NOo AOOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / Tlpotokon AuHamuyeckown
KOHcUrypaumm ysna) — 9TO CETEBOW NPOTOKOM, MO3BOSISKOWMNIA KOMMbIOTEPAM aBTOMaTU4ECKU
nony4vatb IP-agpec v gpyrne napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nsi aBTOMATMYECKOW KOHMUrypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHUrypaumm CceTeBOro YCTponcTBa ofOpawaercs K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt OoT Hero Hy>Hble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmManasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo yHKUUIO NOAAEepXKMBaOT

NnpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LiucppoBoe yBenuyeHne — 370 yBenvyeHne pasmepa kagpa He 3a cueT
ONTWUKK, @ C NOMOLLbIO KaappOBaHWS NOMYy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hudero He
yBENMUMBaET, a TOMbKO BbIpe3aeT HYXHYI 4YacTb Wu300paxeHua u pacTarmBaeT ee [Jo

nepBoHaYarnbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKe JOMEHbI MOTyT OblTb MCNOMb30BaHbI
OopraHmsaumsiMM, KOTOpble XOTAT LEHTPanu3oBaHHO YMNpaBnsaTb CBOMMM KOMMbiOTEPaMu (Ha
KOTOpbIX YyCTaHOBMEHbl onepaunoHHble cuctembl Windows). Kaxabli nonb3oBaTenb B pamMkax
AOMeHa noriyqyaeT Y4YeTHYH 3anucb, KoTopasd OOblMHO paspeluaeT 3aperncTpupoBaTbCs U

ncnonb3oBaTb nodomn KOMMNbOTEP B AJOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKOTEP MOIyT ObITb
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HalrloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABIAeTCA cepsep, KOTOprVI

ayTeHTVId)I/ILI,MpyeT nonb3oBaTteneun B ceTu.

Ethernet— nakeTHasi TexHonorusi nepefadv [OaHHbIX MPEUMYLLECTBEHHO B JTOKanbHbIX
KOMMblOTEPHbLIX ceTsx. CrtaHaapTel Ethernet onpepensitoT npoBoAaHble  COEAMHEHUS U
SMeKTpUYeckme curHanbl Ha ou3ndeckoMm ypoBHe, hopmaT kaZpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackue ycTaHOBKM MO YMOJIYaHMIO — 3TO YCTAHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu BO3HMKHET HEOGXOOUMOCTb NepPeyCcTaHOBUTbL YCTPOWCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ans GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbLIO

nepeycraHaBsnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHBI MOSIb30BaTENEM.

Firewall / Bpangmayap — GpaHamayap (MexXceTeBoM aKkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMU, Hanpumep, MeXxay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM NONb3oBaTensM OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpaHamayapom MoxeT OGbITb nporpaMMHoe obecneveHue, paboTatollee Ha KOMMNbOTEpe,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHMe — u3MepsemMoe B MuUNNUMeTpax ¢OKyCHoe
paccTosiHne 06beKTMBa Kamepbl, onpeaensioLlee WUPUHY ropu3oHTanbHOM 30Hbl 0630pa, KoTopoe
B CBOIO ovepedb uamepsdeTcsa B rpagycax. Onpegensdercsa Kak pacCTodgHWe oT nepeaHen rnaBHOM
TOYKM OO nepegHero dokyca (ana nepegHero OKyCHOrO pPacCTOSIHUA) U Kak pacCTosHue oT
3aHewn rmaBHON TOYKM 00 3adHero dhokyca (ang 3agHero ooKyCcHoro paccrtosaHus). MNpu atom, noa
rMaBHbIMKM TOYKaMKU MNoOOpa3yMeBalOTCA TOYKM MepeceveHus nepegHen (3agHen) rnaBHOM

MITOCKOCTU C ONTUYECKON OCbIO.

Fps / KagpoBasa yacTtoTa — KONMYecTBO KaapoB, KOTOpOe BuaeocucTeMa (KOMMbIOTEPHas!

urpa, Tenesusop, DVD-nneep, Bnaeodann) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcd nonHoe BuageomsobpaxeHue. B dopmate 2:1
YepecCcTpoyHOW  pasBépTkm uHTepdperica RS-170 m B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETA MO pPagvoBELLaHMI0 Kaap co3gaeTcs u3 ABYX OTAeNbHbIX obnacren
TNIMHUIN YEepPecCTpPOYHON pas3BepTkn 262.5 nnn 312.5 Ha vacTtoTte 60 mnm 50 'y anga toro, 4YTobbl
copmMupoBaTh MOSHbIA Kagp, KOTOpbIN 0ToBpasnTca Ha akpaHe Ha ydactote 30 wnm 25 Tu. B
Bugeokamepax C NPOrpecCUBHOM pPasBEPTKON KaXabl Kagp CKaHMpyeTCA MOCTPOYHO U He

SABISIETCH YepeCcCTPOUHbIM; BONbLUMHCTBO M3 HUX OTOOpaxaeTcsa Ha YacTtote 30 n 25 Ny,

FTP (File Transfer Protocol / Tlportokon nepegaun ¢dannoB) — 3TO MNPOTOKON
NPUIIOXEHWS, KOTOpbIN ucnonb3dyeT Habop npotokonoB TCP / IP. OH ucnonbayetcsa, 4ToObI

obmeHuBaeTca pannamu Mexgy KomnbioTepamu/yctponctBamum B ceTn. FTP  nossonser
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nogkntoYaTbes Kk cepepam FTP, npocmaTtprBaTth coaepXumMoe KaTanoroB M 3arpyxatb gainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTcs K NpoTOKOMam MNpUKNagHOro YPOBHA U ANd
nepefayn AaHHbIX UCNoNb3yeT TpaHCcnopTHbIN NpoTtokon TCP. KomaHabl 1 AaHHbIE, B OTNMYUe OT
GonbLlUMHCTBA APYrMX NPOTOKOMOB NepeaarTcsi No pasHbiM nopTam. [opT 20, oTKpbIBaeMbIA Ha
CTOPOHEe cepBepa, UCnonb3yeTcsa Ang nepegayn aaHHblX, NnopTt 21 - Ansa nepegayv komada. MNopt

ana npuemMa gaHHbIX KnMeHToM onpenendaeTcd B Ananore corriacoBaHu4.

Full-duplex / MonHbIn gynnekc — MOfHbIA Aynfekc npeacTtaenser cobon nepepady
AaHHbIX OHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3ByKoBOCMpOU3BEOEHMS 3TO MOXHO
onucatb, Hanpumep, TenedoHHbIMM cuctemMamu. Takke nonyaynrekcHas cBs3b obecneumBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHX 3a O41H pas.

G.711 — crangapT gns npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takum obpasom, G.711 kogek

co3aaéT noTtok 64 Koéut/c.

Gain / KoadphumumeHT ycnneHmsa — koapdmLUMEHTOM YCUNEHUSA ABNAETCA KOIPPUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbl YCUNMTEMb YCUNUBaeT Cuny curHana.
KoadbpmumeHTbl yemnenunsa obbl4HO BbipaxatoTcs B eanHuLax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHna ycuneHua ycunmtens.

Gateway / MexceTeBOM LWNKO3 — MEXCETEBLIM LUMO30M 4BMASETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTvBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLUNA B KA4eCTBE MEXCETEBOro LUM03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOM 3alumTbl. MexceTeBow LN03 4acTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaBnaTb NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN NPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro w3a and AgaHHOoro nakeTra.

H.264 — 370 mMexayHapoaHbIM CTaHO4APT KOAMPOBaHWUS ayaumo M BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbI CTaHAApPT COAEPXMUT psg HOBbIX
BO3MOXHOCTEN, MO3BONSAKLINX 3HAYUTENBbHO MOBLICUTL 3MPEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLuyto MTMOKOCTb NPUMEHEHUS B pa3HOODOpas3Hbix CeTeBbIX cpeadax. Vicnonb3yeTtcs B LMdpOBOM

TenesnaeHun Bbicokoro paspewerns (HDTV) n Bo MHOrux gpyrmx obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / NMpoTtokon nepegayun runeptekcra) — 3ato Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumMeama cannamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemerictee npoTokorioB TCP/IP. B gaHHOM npoTokone nobon naket nepegaeTcs 4O MOMyYeHus

noateepXxaeHua o ero npaBsuniibHOM npuneme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuweéHHbIM NpOTOKON nepeaayu

runepTekcra) — pacwupeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepefaBaemble no npotokony HTTP, «ynakoBbiBawOTCA» B KpunTorpadguyeckuin npoTtokon SSL
unn TLS, Tem cambiM obecnevnBaeTcsa 3alumuTa 3TUX gaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOM KOHLEHTpPATOP - CETEBOMN KOHLIEHTPATOP UCMNONb3yeTcs ANns NogknyeHns
MHOIOYMCMNEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLEHTpPATOp nepeaaeT Bce AaHHbIE B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOMbKO nepefaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTeBoW NMpOTOKOSN ynpaBnsoLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXxoaswmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Anst nepefady cooOLleHuMn 06 owmnbKax u OpYrnx UCKMYUTENbHBLIX CUTYyauusix,
BO3HUKLUMX NPV Nepeaade AaHHbIX, HAaNpMMep, 3anpawvBaemasi ycnyra HegocTyrnHa Unm XocT nunm

MapLIpyTU3aTop He OTBEe4aloT.

IEEE 802.11 / Ctanpgapt IEEE 802.11 — 370 cemMelCcTBO cTaHAapToB ANnst 6ecrnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedady AaHHbIX Ha ckopoctn 1 unum 2
M6uT/cek Ha nonoce 2.4 Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepenadn AaHHbIX 11
M6uT/cek Ha nonoce 2.4 ['Tu, B To BpeMsa kak ctaHgapT 802.11a no3BonseT 3aaaTb CKOPOCTb A0

54 M6wuT/cek. Ha nonoce 5 'Tu.

Interlaced video / YepeccTpouHas pas3BepTka — 3TO BMOEO3aNNCb CO CKOpPOCTbio 50
n3obpaxeHui (Ha3biBaeMbIX NONSAMM) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTenibHbIX Nons
(nonykagpa) 3atem obbeauHswTca B 1 kagp. YepecctpodHas passepTka Obina paspabotaHa
MHOrO feT Ha3aj Ans aHanoroBoro TeneBuaeHuUs U 40 CUX Mop WKMPOKo npumeHsietcs. OHa aaet
XOpolune pesynbTaThl NPy NPOCMOTPE ABWXKEHUS B CTaHAAPTHOM M300paxkeHuu, XOoTa Bcerga

CYLLECTBYET HEKOTOPOE UCKaXEHNE N30BpaKeHUs.

Internet Explorer (IE) — cepusa 6paysepoB, paspabaTtbiBaemasn kopnopauuen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepaunoHHbIx cuctem cemernctea Windows. Asnsietcsa Hanbonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — aTo ctangapT 3awnTbl 060pya0BaHMS, KOTOPbIA ONUCLIBAET
nblfie- U Bnaro- 3awuty Kamepbl BuaeoHabnogeHus. Nepas umdpa obo3HayaeT ypOBEHb
3almMTbl OT nonagaHus TBEpAbIX YacTuy (Hanpumep, umdpa 6 o6o3HavYaeT NoMHoe UCKMYeHue
nonagaHusa neinun). Btopaa umdpa obos3HayaeT ypoBeHb 3aliuTbl OT MNOMNadaHus XuOKoCTewn
(Hanpumep, undpa 6 obosHavyaeT 6esynpeydHyo paboTy kamepbl MNPy BO3AENCTBMM MaCCUBHbIX

BOAAHbLIX MOTOKOB BOAbI NI Bpe€MEHHOM OGJ’II/IBHHI/IVI.)
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IP-kamepa — uudpoBasa Bugeokamepa, OCOOGEHHOCTBbIO KOTOPOW sIBNAETCA nepedada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbayrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beauMHeHHOM rpynnbl
aKkcnepTtoB B obnactu oTtorpadhmm) — oanH U3 NONYyNsipHbIX rpaduyecknx opmartos,
NPUMEHSIEMbIA AN XpaHeHus hoTon3obpakeHnn 1 NogobHbIX UM n3obpaxkeHun. MNpu cosgaHmm
n3obpaxeHma JPEG nmeetcs BO3MOXHOCTb HAaCTPOWMKM UCMONb3YyeMOro koadduumeHTa cxaTusl.
Tak kak npu 6Gonee Hu3koM KkoadppuuneHTe cxatns (T.e. CaMOM BbICOKOM KadecTBe)
yBenuumBaetcs obbem dhainna, cywecTByeT BbIOOp Mexay KayecTBOM M3obpaeHus n oobeMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa n3amMepeHnsa CKOPOCTU NOTOKa AaHHbIX,

T.e. 3TO CKOPOCTb, Ha KOTOPOW onpeaeneHHoe KONMYecTBO OUTOB MPOXOAAT 3a4aHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4MCNUTENbHAA CETb) — KOMMbIOTEPHAs CETb,
nokpbiBatLasi 06bIMHO OTHOCUTENBHO HEDOMbLUYD TEPPUTOPUIO U HEBONbLUYO TPYyNny 34aHWUA

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONPeaeneHHYI0 reorpauyeckyto 30Hy.

Lux / Jlrokc — egnHuua n3MepeHna OCBELLEHHOCTU. OnpenenﬂeTc;l KakK OCBEeLlEHHOCTb
NOBEpPXHOCTN nnowanbio 1 KB.M. CBETOBbIM MOTOKOM 1 NOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YyBCTBUTEJIbHOCTU KaMep.

MAC-aapec (Media Access Control address / AnnapaTHbIM agpec yCTPOMCTBa) — 3TO
YHUKanbHbIN NOEHTUUKATOP NPUCOEAMHEHHOrO K CETU YCTPOMUCTBA UNK, TOYHEE, ero nHTepdenic

OnAa NOAKNKYEeHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — aTO Mepa M3MEPEHUA CKOPOCTM NOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3a4aHHYH TOYKY. OTOT NnapamMeTp 06bIYHO
ncrnonb3yeTcs, 4ToObl NpeacTaBUTbL «CKOPOCTb» ceTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unu 100 MéuT/cek.

MJPEG (Motion JPEG) — nokagpoBbil METOA4 BMAEOCKATUS, OCHOBHOW OCOBEHHOCTbIO
KOTOpPOro SIBMSIETCA CXKaTWe KaXO4oro OTAENbHOro kagpa BMAEOMNOTOKa C MOMOLLbI anroputma
ckatna wusobpaxenHun JPEG. [Mpu coxatum metogom MJIPEG wMexkagpoBasi pasHuua He

Y4YUTbIBaAETCA.

MPEG-4 — 370 MexayHapoaHbI CTaH4apT, UCNONb3yeMbli NPEUMYLLECTBEHHO NS CKaTuA
undcpposoro aygmo u Bugeo. CrtaHpgapt MPEG-4 B OCHOBHOM WCMOMb3yeTcs AN BelaHus
(noTokoBoe BUAEO), 3anucu OUNbMOB Ha KOMMAaKT-AUCKM, BuaeoTenedoHun (BuaeoTenedoH) u

LLNPOKOBELLAaHUA, B KOTOPbIX aKTUBHO NUCNOJNb3yeTCA CXKaTune LLI/I(*)pOBbIX BMOEO 1N 3BYyKa.

Multicast / F'pynnoBas nepepa4a — cneumanbHas ¢oopma LUMPOKOBELLAHUS, MPU KOTOPOW

KOMMM NaKeToOB HanpaBnsalTcs onpeaenédHHoMy MOAMHOXECTBY aapecatoB. Hapsay c
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NPpUNOXeHnaAMn, YycCTaHaBnMBawWMMU CBA3b MeXOy WCTOYHUKOM U OOHUM nony4vaTternem,

CYLLIECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK Nocbinan uHdopmMaumo cpasy
roynne nonyyatenen. [lpun TpaguuunoHHon TexHonorun |P-agpecauun Ttpebyetcs Kaxgomy
nonyyaTtento UHgopmaLmM nocrnatb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumm npeactaBnsaet cobon paclumpenme |IP-
agpecaumu, No3BoNAKLLEEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydyarensMm. MHoXecTBo
nony4artenen onpegenserTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPETHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynmbl MOMAY4atoT TOMNbKO YNeHbl 3TOW rpynnbl.

TexHonornsa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NPEUMYLLECTB MO CPaABHEHMIO
C TpaavUMOHHbIM Noaxodom. Hanpumep, gobasrneHne HOBLIX NoNb3oBaTenen He BriedeT 3a cobon
Heobxogumoe yBenuyeHne nponyckHOW CrocoBHOCTU ceTu. 3HaYnUTENbHO COKpallaeTCcs Harpyska
Ha nocbinalvwun cepBep, KOTopbli 6Gonblle He AO0S/MKEeH noadepXuBaTb  MHOXECTBO

[ABYXCTOPOHHUX COEAUHEHWIA.

Ana peanusaumn rpynnoBon agpecauuu B fOKanbHOW CeTU HeobOXOoAuMMbl: MOAAepKKa
rpynnoson agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
OnNs OTNpaBKK 3anpoca 0 NpUcoeMHEHWM K rpynne 1 NoslyYeHumn rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOW KapToW, MPUOXEeHWe, UCMonb3ylolee rpynnoBylo agpecauuio,
Hanpumep, BMAeOKoHepeHunsa. TexHonorma «MynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cTratumdeckas M guHammyeckas agpecauums. [Mpumepom
cTatnyeckmx agpecoB ssnsiTcs 224.0.0.1 — agpec rpynnbl, BKrovawLwen B ceba Bce yanbl
nokansHonm cetn, 224.0.0.2 — Bce MapLlpyTu3aTopbl foKanbHOW ceTu. [uanasoH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBUpoBaH [Ans MPOTOKOMOB MapLipyTU3auun u  gpyrux
HU3KOYPOBHEBLIX MPOTOKOSIOB  NoAAepXXku rpynnoson agpecaummn. OcTtanbHble agpeca
OVNHAMUYECKNn  UCMOMb3ylTCA  NpuioXeHnsmun. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKMBAIOT 3Ty ONUMIO (B MEHIO 0ObI4HO €CTb onuus, paspelatowas IGMP

MPOTOKOMN UKW MYJbTUKACT).

NTP (Network Time Protocol / lpoTokon CUHXpOHM3aLUM BPEMEHMU) — CEeTEeBOW
NPOTOKOM ANS CUHXPOHU3aLMN BPEMEHU C ncnosnb3oBaHnem ceten. NTP ncnonb3yet ona cBoemn

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctangapt NTSC
SIBNSAETCH TENeBMU3NOHHBLIM 1 BuaeocTangaptom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacneson ctaHaapT, onpegenstoLwmun
NPOTOKOSbI B3aMOAENCTBUSA TakUX YCTPOWCTB, Kak |P-kamepbl, BUaeopernctpatopbl U CUCTEMbI

ynpaBnenns Buaeo. MexayHapogHbii OpyM, CO3[aBlWIMKA  [aHHbIA  CTaHOapT, OCHOBaH
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komnaHuammn Axis Communications, Bosch Security Systems n Sony B 2008 rogy c¢ uenbto

pa3paboTkn U pacnpoCTpaHeHNs OTKPLITOrO cCTaHAapTa AN CUCTEM CeTEBOro BUAEOoHabnioaeHus.

PAL (Phase Alternating Line / TeneBuanoHHbIn ctaHpapT PAL) — TeneBu3nOHHbIN
ctaHgapTt PAL saBndaetcs npeobnagarowmm TeNeBM3MOHHBbIM CTaHAapTOM B CTpaHax EBponbl.

TeneBunanoHHbIN cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/Cek.

PoE (Power-over-Ethernet / NMutaHue 4yepes Ethernet) — TexHomnorusi, nossonstoLuas
nepegaBaTb YAanéHHOMY YCTPOWCTBY BMECTE€ C [aHHbIMU 3MEKTPUYECKYH) SHEeprui 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / Mopt - wuaeHTMOMUMPYEMBIA HOMEPOM CUCTEMHBLIA PECYPC, Bblaendembln
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3N C MNPUMOXEHUSMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM Yucne C APYrMMU NPUOXEHUSIMU Ha 3TOM Xe
xocTe). B 0Bbl4HOM KNMEHT-CepBEPHON MoAenu npunoxeHne nnubo oxumaaeT BXOASAWMX OAHHbIX
UnM 3anpoca Ha CoeduHeHue («CcrywaeT MopT»), NMbOo NochbUTaeT AaHHble WNKU 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (MpoTokon ABYXTOYEYHOr0 COE€AMHEHUA) — MPOTOKOM, MNO3BONSAIOLLNIA
ucnonb3oBaTb MHTEpdENC NocrnedoBaTenbHON nepefayn Ons CBA3WM MeXay OBYMsS ceTeBbiMU

ycTpouncTBamn. Hanpumep, nogkntodeHue MK Kk cepBepy nocpenctBOM TeNedOHHON NIMHUK.

PPPoE (Point-to-Point Protocol / lpoTokon coeAnHeHUs «TOYKa - TOYKa») — NPOTOKON
Ons  nogknioyeHna  nonb3oBaTenieM cetn  crtaHgapta  Ethernet k UHTepHeTy  uepes
LLIMPOKOMOMOCHOE CoeAnHeHNe, Takoe kak nmHma DSL, 6ecnpoBogHoe yCTPOMUCTBO UK KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOrO Mogema nosib3oBaTteny nokanbHOM ceTn MoryT
nony4yatb OOCTYNn C MHAMBMAYanbHOW MPOBEPKOW MNOAMMHHOCTM K BbICOKOCKOPOCTHLIM CETAM
AaHHbiX. O6beguHas Ethernet n npotokon PPP  (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT apPEKTUBHBIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yAaneHHbIM CepBEPOM

Ona KaXXgoro nosjib3oBaTtersid.

Progressive scan / lMporpeccMuBHoe CKaHMpPOBaHME — 3TO TEXHONOMMA NpeacTaBneHns
KagpoB B BuAeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW NMHMK B
nopsigke WX pasMelleHns Kaxkayl LWecTHaguaTylo [JOMn  cekyHabl. To ecTb cHadana
nokasbiBaeTcs NMMHKUA 1, 3aTeM 2, 3aTeM 3 1 Tak ganee. Takum obpasom, n3obpaxeHne He ObeTcs
Ha oTAenbHble nonykagpbl. B aToM cnyvae nonHOCTbO McyesaeT ahdekT mepuaHus, no3aTomy

Ka4eCTBO OTCHATOro BUAeo nony4yaetca ©onee BLICOKMM.

RJ45 — yHMPUUMPOBaHHbLIM pasbéM, UCMNOMNb3yeMbld B TENEKOMMYHMKauuax, umeet 8

KOHTakTOB. VMcnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenewn BUTon napbl.

Router / MaplpyTtusatop — 370 YCTPOWCTBO, KOTOpoe onpeaensder TouKy Onvkanwien

CeTWN, B KOTOPYH NMakeT AaHHbIX OOJDKEeH ObITb HanpasJlieH Kak B CBOM OKOH4YaTeIbHbIN NYHKT
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Ha3Ha4YeHu4. MapmpyTM3aTop co3gaet n/vnm nogaepXueaeTt - cneuyunaribHyro Ta6r||/|u,y

MapLlpyTn3aumn, KotTopasa CoxXpaHdeT I/lH(bOpMaLl,I/II'O, KaK TOJIbKO OHa AJocCTuraeTt onpepnerneHHbIX
NYHKTOB Ha3Ha4YeHUA. MHorga MapLlpyTn3aTtop BKrYeH B Ka4dectBe YacTtu CeTeBoro

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN NPOTOKON B peXUMe peanbHOro
BpeMeHMu) — 3TO npoTokon IP gns nepefaynm gaHHbIX (Hanpumep, aygvo Unu BUMAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, Heobxoanmble Ons
BOCCTAHOBIIEHMSI TOfloCa UNN BUAEOM300pakeHns B NPUEMHOM Yy3fe, a Takke OaHHble O Tune
koguposanusa nHdpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarnTcsl BpeMEHHas MeTKa U HOMep nakeTa. OT! napameTpbl MO3BONSIOT NPU MUHUMANbHbIX
3agepXxkax onpegenutb MNOpPsSiAOK WU MOMEHT OEKOAMPOBaHMS KaXkgoro mnaketa, a Takke
WHTepnonupoBaTb NMOTEPSIHHbIE MaKeTbl. B kauyecTBe HuKenexawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, Kak npaBunio, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepeaa4yn NOTOKOB B pexume
peanbHOro BpeMeHU) — aTO NPOTOKOS YNpaBneHusi, KOTOPbIN CAY>KUT OCHOBOM ANS corfacoBaHus
TPaHCMOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHom nnu ogHoagpecHon nepegayn v ans
cornacoBaHus ucnonb3yembix kKogekoB. RTSP MOXHO paccMmaTtpmBaTh Kak MynbT AUCTAHLMOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpegocTaBnsaemMbiMu cepBepom mynbtumeaua. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayectBe CTaHOaApTHOrO npoTokona Ans nepefadv ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu Tuna SD) — cdbopmaTt KapTbl dnaLu-
namatv, paspaboTaHHbIN AN UCMONb30BaHMS B OCHOBHOM B MOPTATMBHbLIX YyCTpoucTBax. Ha
CEroAHSAWHUA [OeHb LIMPOKO WCMOMb3yeTcss B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
doToannapatax, MoOUNbHbIX TenedgoHax, KIK, kommyHuMkaTopax u cmapTdoHax, GPS-

HaBuratTopax, BugeokamMmepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / OneKTPOHHbLIW 3aTBOP — 3TO 3MEMEHT MaTpuubl, KOTOPbIA MO3BONSET
perynupoBaTb BpPEMSI HaKOMIEHWUs JIeKTPUYecKoro 3apsiga. OTa  [getanb OTBevyaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes hopM1MpoBaHMEM

n3obpaxkeHus.

SMTP (Simple Mail Transfer Protocol / MNpocTton npoTokon nepegayM NouTbl) —
npotokon SMTP wucnonb3dyetcs ANs OTCbIMKM W MOMyYeHUs SMNeKTPOHHOM noyTbl. OaHako
MOCKOSIbKY OH SIBNSAETCH «MPOCTbIM» MO CBOEW CTPYKTYpE, TO OH OrpaHUYeH B CBOEN BO3MOXHOCTU
No BMECTMMOCTM COOOLLEHMI Ha MOJSlyYaroweM KOHLUE, U OH OBbIYHO MCMOMb3yeTcd C OOHUM U3
ABYX Apyrnx npotokosios, POP3 nnn npoToKoNoM MHTEPAKTMBHOIO AOCTyNa K 3N1EKTPOHHOW noyTe
(npoTokon IMAP). 3TK NpoTOKOsbI NO3BOMSOT MOSIb30BaTENIO COXPAHATL COOBLLEHUS B MOYTOBOM

ALLUKE cepBepa 1 nepnoanyveckn 3arpyxatb nx U3 cepeepa.
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SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awmieHHbIX

cokeToB / [IpOTOKON TPaHCNOPTHOro YPOBHA) — 3TK ABa npoTokona (npotokon SSL asngetca
npuemMHUKoM npoTtokona TSL) aBngaTca  KpuntorpaduMyeckumy  NpOTOKONaMu,  KoTopble
obecneunBatoT 6e3onacHyto cBa3b B ceTu. B BonblumMHcTBE cnyvaes npoTtokon SSL ucnonb3yetcs
yepes npotokonn HTTP, 4toGbl chopmmpoBaTb NPOTOKON 3alMLLEHHON MNepedayvn runeprekcTa
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOrO, Hanpumep, B MHTepHeTe Onsi OCYLLECTBAEHNS
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [lpotokon SSL wucnonb3dyeT ceptudmkaThbl

OTKPbLITOro KpUNTOrpadnYeckoro Krtoya, YTobbl NOATBEPXKAaTh AEHTUYHOCTL CEpPBEpA.

Subnet mask / Macka noacetn — GutoBass mMacka, onpegensioLllas, kakas 4vactb IP-
agpeca y3na ceTu OTHOCUTCA K agpecy CeTu, a Kakas — K agpecy camoro yana B 3TOW CeTwu.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogntcs B cetu
192.168.0.0.

Switch / KommyTatop — kOMMyTartopom 4BMSIETCA CETEBOE YCTPOMWCTBO, KOTOpPOe
COefVHAET CErMeHTbl CETU BMECTE N KOTOpOe BblOMpaeT MapLupyT Ans Nepecbiikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaToOp siBNsieTca 6onee npocTbiM m
B6onee ObICTPbIM MEXaAHU3MOM, YEM CETEBOW MapLUpyTu3aTop. HekoTopble KOMMyTaTopbl UMET

hyHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / llpoTokon ynpaBneHna nepepayen) — ogvH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbld NS ynpaBneHus nepepaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCMNOPTHLIN MeXaHu3M, NpeaocTaBsoLwmnm
NOTOK AaHHbIX C NpeABapuUTENbHOM YCTAaHOBKOW COeAMHEHMS, 3@ CHET 3TOro Jal0LWMN YBEPEHHOCTb
B AOCTOBEPHOCTM NONyYaeMblX OaHHbIX, OCYLLECTBMSET MOBTOPHLINM 3anpoc [aHHbIX B cryvae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMMKW OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time-to-live) — npeaencHbIN Nepnoa BPEMEHU UMW YMCAO UTEPaLMIA UM NEPEXOAOB,
3a KOTOpbIN Habop AaHHbIX (NaKkeT) MOXeT CylleCcTBOBaTb 4O CBOEr0 MCYE3HOBEHUHA. 3HayeHue
TTL mMOXeT paccMaTpmBaTbCH Kak BEPXHAS rpaHULa BPEMEHU cyllecTBoBaHUSA IP-gentarpammbl B
cetn. None TTL ycTtaHaBnNuBaeTcsa oTnpaBuTeneM gentarpaMmbl U YMEHbLLIAETCHA KaXdbIM Y3roM
(Hanpumep, MapLIpyTM3aTOPOM) Ha NyTU €ero crefoBaHWsi, B COOTBETCTBUM CO BPEMEHEM
npebbiBaHUs B AaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS pPaBHbIM HYs 4O TOro, Kak gerWTtarpamma npubyaeTt B MyHKT HasHaveHusl, TO Takas
agentarpamma otbpacbiBaetca u  oTnpasutento otceinaetca ICMP-naket ¢ kogom 11 —

«[MpeBbllLUeHVE BPEMEHHOMO NHTEpBanay.

UDP (User Datagram Protocol / lpoTtokon pgeutarpamm nonb3oBartens) — 370
NpoToKON OOMeHa [aHHbIMA C OrpaHWYEeHWsIMA Ha MepecblflaemMble AdaHHble N0  CeTw,

ucnoneaytowien npotokon |IP. lNpotokon UDP saensetcsa anbTepHaTuBon npoTtokony TCP.
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npel/IMyUJ,eCTBO NpoTOKONa UDP cocTtouT B TOM, YTO AN HEro HeobGsidaTenbHa OOCTaBka BCEX

[AaHHbIX N HEKOTOpble NakeTbl MOryT ObiTb NPONYLLEHbI, ECX CETb NeperpyxeHa. 3To 0CoGEHHO
yaoGHO npu nepegave BMaeoMaTepuarnioB B peXuMe pearibHOro BPpEMEHW, MOCKOMNbKY He UMmeet
CMbICria MOBTOPHO NepefaBaTb YcTapeBLUyld MHGMOPMaUMo, KoTopasi BCe paBHO He 6yaet

oTobpaxeHa.

UPnP (Universal Plug-and-Play) — TexHomnorusi, nosBonsiowias nepcoHanbHbIM
KOMMbIOTEPAM U MHTENNEeKTyanbHbIM CETEBLIM CUCTEMaM (HanpuMmep, OXpaHHOMY 0B6OpyAOBaHWIO,
pasBriekaTenibHbIM  YCTPOMCTBAM WM UHTEPHEeT-LUN3aM) COoeauHATbCA  Mexay cobon
aBTOMaTMyeckn u pabortatb COBMECTHO 4depe3 eauHyt ceTb. [Mnatdopma UPnP ctpoutca Ha
OCHOBE TaKMx WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorma UPnP
nogaepxunBaeT ceTeBble MHAPACTPYKTYPbl NpakTUYeckn noboro Tuna - Kak NpoBOAHble, Tak U
OecnpoBoaHbie. B 1x yncno, B 4acTHOCTW, BXoaAT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTm Ha ocHoBe TeneMOHHLIX NMHUA, NNHUIK 3nekTponutaHua u np. [loggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIn yKa3aTtenb pecypcoB) — 370

CTaHO4apTU3NPOBaAHHbIN cnocob 3anncu ajipeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHOM NpPOTOKON NepeaAaym AaHHbIX) —
NPOTOKOM, CO34aHHbIM crneumanbHo ansa GSM-ceTell, roe HYXHO YyCTaHaBnvBaTb CBS3b
NopTaTUBHbLIX YCTPOWUCTB C ceTbto MHTepHeT. C nomowpbto WAP nonb3oBatenb MoOOGUIbHOMoO

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu IHTepHeT ntobble UMdpoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumawowmnm HTTP-3anpocbl OT KNNEHTOB,
06bl4HO Beb-6paysepos, 1 Bbligatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, annom, Meamna-noTokoM U ApYruMu AaHHbIMMN.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBasi Mapka
npombiwnenHon rpynnel «Wi-Fi Alliance» ans 6ecnpoBogHbix ceTten Ha 6ase crtaHgapta |IEEE
802.11. Jl6oe obopygoBaHue, cooTBeTcTBylowee cTaHgapty |EEE 802.11, moxetr ObiTb
npotectuposaHo B Wi-Fi Alliance ans nonyyYeHusi COOTBETCTBYHOLLErO cepTuduMkata U npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHaa LAN — 5710 GecnpoBoaHasl nokanbHas ceTb, UCMOMb3yoLwas B
KayecTBe HOCUTENSA PagnoBOSHbI: 6ECNpPOBOAHOE MOAKMOYEHNE K CETU KOHEYHOrO NOofb30oBaTens.

[ns OCHOBHOW CETEeBOWN CTPYKTYpPbl 06bIMHO UCNOMNb3yeTcs KabernbHoe coeanHeHne.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npeaHasHavYeHHbIN ANS NoslyaBTOMaTN4eCKoro

co3faHuns 6ecnpoBoaHON AoMallHel ceTu. [poTokon npu3BaH okasaTb MOMOLLb MONb3oBaTensm,

KOTOpblEe He obnapatoT LUNPOKNMMU 3HaAHUAMU O ©e3onacHocTn B 6eCI'Ip0BOD,HbIX ceTdax, N Kak

cneacTeMe, MMET CIIOXKHOCTU Mpu ocyllecTBrneHun Hactpoek. WPS aBToMaTtnyeckun obosHavaeT
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nMMA Ccethn n 3agaet LIJI/I(*)pOBaHVIe, ana 3awnTtbl OT HECaHKUMOHMPOBAHHOIO AOCTyMNa B CETb, Npu

3TOM HET H606XOD,I/IMOCTI/1 BPY4HYHO 3alaBaTb BCE NMNapaMeTpbl.

AnNroputm cxaTtusi BMAEO — 3TO MEeTOAMKa YMeHbLUeHUsi pasmepa daiina umndpoBon
BMOEO3anuMcK MocpeacTBOM  yaaneHust rpaduUyeckmx SfeMeHTOB, He  BOCTNPUHMMAaEMbIX

4yenoBe4yeCKMM rna3om.

BapudokanbHbin OOGBHLEKTUB — OOBEKTMB, MNO3BOMSAOLNA WUCMOMb30BaTh pPasfiMyHble
hOKyCHble pPacCTOsHUS B MPOTMBOMOSOXKHOCTL OOBLEKTMBY C (PMKCUMPOBAHHBIM  (OOKYCHBIM

pacCcTosiHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa — Bua kabens cBsA3W, npeactaBnsieT cobol oAHY MM HEeCcKonbkKo nap
N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbLIThIX MIAcTUKOBOW OGOMOYKOMN.
CBuBaHME NPOBOAHUKOB MPOWM3BOAMUTCS C LIEMbl MOBBILEHUS CTEMEHM CBA3M Mexay coboi
NPOBOAHMKOB OAHOM Napbl (3NeKTpoMarHuTHasi noMexa OfMHAKOBO BNUSieT Ha o6a nposoaa napbl)
M NOCNEeayLero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX MOMEX OT BHELUHUMX WMCTOYHWKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHaros.

BblAep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBeT BOS,EI,e|7ICTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEINTIBHOIO MaTtepunana unu CBeTO‘-IyBCTBVITeJ'IbHOIZ MaTpuubl AnA COOGLLI,eHI/IFI emMy

onpenenéHHon aKcnosmunn.

[eTeKkTop ABMXKEHUA — 3TO annapaTHbIi NMB0O NPorpaMmHbIA MOAYb, OCHOBHOW 3adaven

KOTOPOro ABndeTtcsa 06Hapy>|<eHV|e nepemMeLlarLllnxca B none 3peHnda Kamepbl 00BbEKTOB.

[eTekTop caboTaxa — 3TO MpOrpamMHbIA MOAYSb, KOTOPbIA NO3BONsieT OOHapyXMBaTb
TakMe cuTyauuun, Kak: pactOoKyCupoBKa, NEPEKPbITUE UM 3acBeYMBaHME M300paXKeHusi, OTBOPOT
Kamepbl, YacTuUyHas noteps curHana. [puHUMN OEencTBMA OCHOBAH Ha aHanuMse B pexume
peanbHOro BPEMEHW W3MEHEHMSI KOHTpacTa moKanbHbIX OOnacTen KagpoB M3 BUOEOMNOTOKA,
nony4aemMoro ¢ Teriekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4eckn BblibupaeT obnactu
KagpoB, MO KOTOPbIM HEOOXOAMMO OLIEHMBaTb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHU U, ecnu
N3MEHEHNE KOHTPACTHOCTM B 3TUX 0O6nacTaAX NpeBblaeT HEKOTOPbIA OTHOCUTESbHbIA MOpPOr,

NPUHNMAET peLleHne O noTepe «rnosie3HoOro» BuaeocurHana.

Onadparma (ot rpey. diaphragma — neperopopgka) — 370 oTBepcTue B obbekTnBe
Kamepbl, KOTOPOE perynupyeT KOMMYECTBO CBETa, Monagawwero Ha matpuuy. W3meHeHune
pasvepa AuadparMbl MO3BOMSET KOHTPONMPOBaTb LENblii psaa nokasaTtenen, BaKHbIX ANs

nony4yeHna ka4ecTtBeHHOro M306pa>|<eH n4.

[JomeHHOe uMs — 3TO onpeaeneHHas OykBeHHas nocreaoBaTeNnbHOCTb, 0603HavatoLas
UMS canTa UM UCMnonb3yemasi B MMEHaxX 3MEKTPOHHbIX MOYTOBbIX AWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb agpecaumn UHTEPHET-Y3rN0B U PachofiOXXEeHHbIX Ha HUX CETEBbIX PECypCcoB

(Beb-canToB, cepBepOB ANEKTPOHHOM NOYThI, APYrMX criyx6) B yaobHoM Anga Yyenoseka opme.
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UK-noaceeTka (MK-npoxekTtop) — ycTponcTtBo, obecneumBarollee MNOAcCBETKY OObekTa

HaGJ'II'O,EI,eHI/IFl C nsny4yeHnem B I/IH(bpaKpaCHOM Onana3oHe.

Kamepa «aeHb/HOUb» — 3TO BUueokamepa, npegHasHavyeHHast Ans paboTbl KPYriocyTO4HO
B pasHbIX YCINOBUAX OCBELLEHHOCTU. B yCnoBusix Sipkoi OCBELLLEHHOCTU M306paxeHne LiBeTHoe. B
TEMHOE BpEMsi CYTOK, KOrga sipkuiA CBET MNponagaeT, M HauMHaTCS CyMepku, n3obpaxeHue

CTaHOBUTCA qepHo-6enoe, B pe3yJibTaTte 4ero noBbillaeTCcA 4yBCTBUTEJIbHOCTb.

Kogek — B cnuctemax cBs3n kogek — 3To 06bl4HO kogep/aekoaep. Kogekm ncnonbayotca B
WHTErpMpoBaHHbIX LEensax WM MuKpocxemax Ans npeobpasoBaHus aHanoroBblX BUOEO- U
ayguocurHanoB B umdpoon dopmat anga nocnegytowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UNGPOBbIE CUrHanbl B aHanoroebii ¢opmat. B kogeke opgHa MUKpocxema
ncnonb3yeTtcs Ang npeobpasoBaHNsa aHanoroBoro curHana B UMgpoBou 1 LMdpoBOro curHana — B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTbCS K KOMMpeccun/gekoMmnpeccun, n B 3ToM
crny4ae oH 06bl4HO O3HaYaEeT anropuTM NN KOMMBIOTEPHYHO NPOrpaMmy Anst YMeHblueHns obbema

dhainos 1 nporpamm.

Hopmaano 3aMKHYTbI€ KOHTAKTbl — TakKad KOHCTPYKUMA OaTHUKa, KOTOpad B NnaCCMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTble KOHTAaKTbl — TaKad KOHCTPYKUMA [OaTyuka, KOTopasda B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

OOBEeKTUB — 3TO 4acTb OMTMYECKOW CUCTEMBI BI/ID,eOHa6J'II'OD,eHI/IFI, npeaHasHavYeHHaa and

CbOKyCVIpOBKVI NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHoOwWeHne curHan/wym — YUCMEHHO onpedenseT codep)XaHue napasuTHbIX LYMOB B
curHane. Msmepsaetca B geumbenax (ob). Yem Gonblie 3Ha4yeHME OTHOLIEHWUS CUrHan/lwym gng

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUN NMeeT V|306pa>|<eH|/|e.

Mukcenb — 3TO 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundpooe nsodbpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmukcesnsd CcoctaBndaeT KPpOLUEeYHYHo obnactb VI306pa)KeHVIFI.

Mpokcu-cepeep (Proxy - npeacraButTenb, YMNONMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CETAX, MO3BOJSAKLAA KIMEHTAM BbIMOMHATL KOCBEHHbIE 3anpocbl K OpYyrum
ceTeBbIM crniyk6am. CHavana KnueHT MOAKIoYaeTCst K MPOKCU-CEPBEPY M 3anpallmBaeT Kakow-
nnbo pecypc, pacnonoXeHHbIN Ha ApYyrom cepeepe. 3aTteM Npokcu-cepeep NMBo nogknovaeTcs K
yKa3aHHOMYy CepBepy W Mofy4aeT pecypc y Hero, nubo Bo3BpallaeT pecypc M3 cobCTBEHHOro
kawa. MNpokcn-cepep NO3BONSAET 3alLmLLATb KITMEHTCKUA KOMMbIOTEP OT HEKOTOPbIX CETEBLIX aTak

M nomMoraeT CoXpaHATb aHOHUMMHOCTb KIMMeHTa.

MpoTokon — cTaHaapT, onpegenswwmin nosegeHne ¢yHKUMOHanNbHbIX O0OKOB npu

nepegayvye [pOaHHbIX. CDOpMaJ'IVISOBaHHbIe npasuna, onpegendwowmne nocneaoBaTesibHOCTb U
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(bopmaT CcooOLLEHMNIA, KOTOPbIMU OOMEHMBAOTCA CETEBble KOMMOHEHTLI, JeXxallMe Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewleHne n3obpaxeHNA — 3TO KOMMYECTBO MUKCENEen (ToYeK) Ha eanHuuy nrowanm
n3o6paxeHus. MamepseTtcst B Meranukcensax nnvm otobpaxaeTtcsi B BUAe ABYX BEMUYUH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BricoTta u LWLMPpUHaA TakKKe B JaHHOM Criy4ae N3MepAarTCA B NMUKCenAx.

Py4yHasa auadparma — NnpoTMBOMNOSOXKHOCTbL aBTOMaTU4eCckon guadparmMel, T.e. HACTPOMKa
anadparMbl  Kamepbl AOMKHA BbINOMHATBCA BPYYHYKO A58 PerynvpoBKM KONMM4YecTBa CBETa,

Aocturarowiero 4yBCTBUTESIbHOIO afieMeHTa.

CBeTtocuna o6bLEeKTUBaA — 3TO XapakTepucTyvka, NnokasblBatoLLlas, kakoe KONM4YecTBO cBeTa
cnocobeH nponyckaTb OaHHbIA 0ObEKTMB. Yem Gorblue MakcUMarnbHbIi AUMaMeTp OTKPbITOM
Avadparmbl (MK, COOTBETCTBEHHO, YEM MeHblue F-yucno), Tem Gonbllee KONMMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BblLLIE CBETOCUITA obbekTuBa.

Cumnnekc - npu CUMMIEKCHOM CBA3N CeTeBOM Kabenb WM KaHan CBSA3NW MOXeT

MCNonb30BaTbCA AJ14 nepeaavdn MHd)OpMaLl,I/II/I TOJIbKO B OAHOM HanpasiieHnn.

YnuyHas Bupeokamepa — 3TO Kamepa BuAeoHabnoaeHusi, koTopasi obrnagaet Bcemu

HeobX0AMMbIMU XapaKTepUCTUKaMK 3aLUTbl OT BINSIHUS BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHas Buaeokamepa — 3TO Kamepa, KoTopas [faeT uBeTHoe usobpaxeHue. [lo
onpegeneHnto maTpuubl Buaeokamep 4YepHo-6enble, a Ansi NonyyYeHus LBETHOro M3obpakeHus
BO3Me KaXKAOW A4erkn mMaTpuubl opMUpPYOTCA UBETHblIe unbTpbl. [epBbii unbTp NPUBHOCUT
KpaCHY0 COCTaBIAOLLYIO LiBETA, BTOPOWN 3€MEHYI0, a TPETUI CUHIOK. Taknm oOpa3om, Tpu SHEnKu
CTaHOBATCH OAHOWM Touvkon B LBeToBOM dhopmate RGB. CrniegoBaTtenbHO, BMECTO Tpex nuKcenemn

Ha pe3ynbTupyrowem V|306pa>|<eval Mbl Nosfly4aem TOJIbKO OA4UH.

AnekTpomexaHnyecknn WMK-cbunbTp — npeacraBsnger cobon YCTPOWCTBO, KOTOpOe
CNOCOBHO B OOHOM pexume nogasBnAaTb UHPaKpacHbIM AuanasoH npyv NoMoLmM MHpakpacHoro
NK-coumnbTpa, a B gpyrom pexume UK-cbunbTp youpaeTcs anekTpoMmexaHmydeckun, Takum obpasom,

aenaa OoCTyMNHbIM BE€Cb CMEKTP CBETOU3NTYHEHUA.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RVZ



	Глава 1. Меры предосторожности
	Глава 2. Комплект поставки
	Глава 3. Размеры и основные элементы устройства
	3.1. Размеры IP-камеры BC0272RV
	3.2. Основные элементы

	Глава 4. Установка и подключение IP-камеры
	4.1. Общие сведения о подключении IP-камеры BC0272RV к сети
	4.2. Рекомендации по установке
	4.3. Монтаж IP-камеры
	4.4. Установка / извлечение карты памяти
	4.5. Предотвращение запотевания стекла передней крышки
	4.6. Проводное подключение камеры к сети

	Глава 5. Настройка проводного соединения
	5.1. Определение параметров проводной локальной сети
	5.1.1. Определение параметров сети при динамическом IP-адресе

	5.2. Изменение параметров локальной сети для проводного подключения к IP-камере
	5.3. Получение доступа к IP-камере с помощью браузера Internet Explorer
	5.4. Получение доступа к веб-интерфейсу IP-камеры
	5.5. Изменение настроек подключения IP-камеры через веб-интерфейс
	5.6. Возврат настроек подключения ПК в первоначальные значения
	5.7. Проверка правильности настроек подключения IP-камеры к локальной сети

	Глава 6. Подключение IP-камеры к сети Интернет
	6.1. Общие сведения о подключении IP-камеры к сети Интернет
	6.2. Подключение при статическом внешнем IP-адресе/PPPoE-соединении
	6.2.1. Использование статического IP-адреса
	6.2.2. Использование PPPoE-соединения

	6.3. Подключение через сеть Интернет к IP-камерам, находящимся в локальной сети
	6.3.1. Использование технологии UPnP
	6.3.2. Настройка ручной переадресации портов маршрутизатора


	Приложения
	Приложение А. Заводские установки
	Приложение B. Гарантийные обязательства
	Приложение C. Права и поддержка
	Приложение D. Глоссарий


