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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpefoCcTOPOXHOCTU

MNepea ncnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO MOMHUTL HUXecneayoLee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHoctn. OgHako, Kak 1 nobon
anekTponpubop, B criyyae HenpaBWITbHOrO UCMOMb30BaHNS MOXET BbI3BaTb MoXap, YTO, B CBOIO
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocreacTeusi. Bo msbexaHne HecHaCTHbIX

cny4vaeB obs3aTenbHO N3yy4nTe MHCTPYKUUMIO.

BHUMAHMUE!
VMcnonbayite npu aKkcnnyaTtauuMyM TOMbKO COBMECTMMble YyCTponcTBa. Mcnonb3oBaHWe yCTPOWCTB, He

OD.O6peHHbIX npoussoaunTenem, HegonycTtumo.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTtauun!
N3berante AnNUTENbHOrO MCMNOMb30BaHMSA WKW XpPaHeHMs Kamepbl B HebGnaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWKOM BbICOKMX UMW HU3KMX TemnepaTypax (paboyvas Temnepartypa yCTPOWUCTB
ot -10 go +50 °C).

e W3beranTte nonagaHnsi NPAMbIX COMHEYHbIX JTyYen B TeYEeHUe ANUTENbHOro BpeMeHu, a
TaKke HaxoXxaeHus Nob6nn3ocTn OTONUTENbHBLIX U 06orpeBaTenbHbIX NPMOOPOB.

e W3beranTte 6GnM30CTN C BOAOW UM UCTOYHUKAMM BNAXHOCTW.

o [3berante 6nu3octu c ycrtponcTeamu, obnagarowmnmm 60nblLIMM 3MEKTPOMArHUTHbLIM
3 eKTOM.

e Heponyctuma yctaHoBKa Kamepbl B MECTaX C CUNbHOW BUbpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «beBapay».

B cnyyae HeKkOoppeKTHOM paboTbl KamMepbl:
e [lpn oBHapyxeHun gbiMa nnun Heobbl4HOro 3anaxa.
e [lpn nonagaHum Bogbl NN ApYrnx NHOPOAHbLIX OOBHEKTOB BHYTPb.

° I'Ipvl nageHnn KamMmepbl U1 noBpeXXaeHmm Kopnyca:

BbinonHuTe cneayrowme AoeNCTBUA:
e OTKNIOYMNTE KamMepy OT UCTOYHUKA NUTAHMSA U OTCOEAMHUTE BCE OCTarnbHble NpoBoAa.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bl

MoXeTe HauTu Ha canTe http://www.beward.ru/.
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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNaKoBKY MPOM3BOAUTENS MUK NoGon apyrov

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo n3bexaHune neperpeea, HM B KOEM Clly4ae He BNOKNMpYNTE LIMPKYNSLUIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MoBepxHocTen. [lns
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3ynWTe Hebonbluoe KONMMYEeCTBO YUCTALWEro cpeactsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuTENM, Takme Kak CnvpTocodepalime cpenctsa unu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnyc KaMepbl.
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Inasa 2. Obwue ceedenus

MaBa 2. Obwue cBeaeHUsA
2.1. KomnneKkT nocrtaBku
[ |P-BVID,eOKaMepa C YCTaHOBJ1€HHbIM 00OBbEKTMBOM
o KomnnekT kpenexa

e TpadapeT Ans MoHTaxa

e TepMuHanbHbIN pasbeM A51s NOAKIMIOYEHMS ayaN0 U TPEBOXKHbIX BXOAOB/BbIXOA0B

e YnakoBo4dHas Tapa

BHUMAHUE!

BEWARD octaBnseTr 3a cobov npaBO Ha W3MEHEeHWe Komnnekrtauum obopyaoBaHus M ero nobbix

XapaKkTepucTuk 6e3 npeaBapuTenbHOro yBeaoMIeHus.

2.2. YcTaHOBKM MO yMOS4aHUIo
e |P-agpec: 192.168.0.99

e Macka nogcetu: 255.255.255.0
e CeTteBon wno3: 192.168.0.1

e VIma nonb3oBatens: admin

e [laponb: admin

e HTTP-nopT: 80

o RTSP-nopt: 554

e [lopT gaHHbIX: 5000
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Be\'vARD Inasa 2. Obwue ceedenus

2.3. MMHMManbHbIe CUCTEMHbIe TpeboBaHus

I'Iepep, ncnornib3oBaHnMemM yCTpOI7ICTBa y6e/:|,|/|Ter, yTo Baw KOMMNbKOTEP COOTBETCTBYET
cnegyouwiyMm  MUHUMarbHbIM  CUCTEMHbIM TpeGOBaHVIFIM. Ecnu TexHun4yeckune XapaKkTepUCTukKmn
KoOMnbroTEPA HWXE, 4eM MUHUMallbHble CUCTEMHbIE Tpe6OBaHI/IFI, TO oGopynosaHme MOXeT

paboTaTb HEKOPPEKTHO.

HauvmeHoBaHue Tpe6oBaHus

Mpoueccop 2.8 [Ty Pentium 4 nnn AMD Athlon 3000+
BugeokapTta 256 M6 RAM mnun aHanornyHasi BCTpOEHHas
OnepaTtmBHasa namsaTb 116

OnepaumoHHasa cuctema Microsoft ® Windows Vista, Windows 7
PekomeHayembii Be6-Opaysep Internet Explorer 9.0 nnu Beiwe
NMPUMEYAHME!

1. Ecnu Bam He ygaeTcsa npoCMOTPETh 3anncaHHble hainbl, NoXxanyncra, ycTaHoBUTe Kogek Xvid unum

cBobogHo pacnpocTpansiembin nneep VLC (http://www.videolan.org/vic/). Takke Bbl MoxeTe

BOCMOSb30BaTbCs Niieepom Beb-mHTepderica kamepbl B MeHo Bocnpou3eedeHue — McmoyHuk — T1K.
2. [Ina KoppekTHon paboTbl MOXeT notpedoBaTbcsi obHOBNEeHUe psiga komnoHeHToB OC Windows go

nocneaHen sepcun (Net Framework, Windows Media Player v gp.).
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Be\«VARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA

3.1. Pa3smepbl IP-kamepbl NK55002D6

8148

Puc. 3.1
Paamepbl ykasaHbl B MUnianmeTpax.

3.2. OCHOBHbIe 3/1eMeHTbI

Ona poctyna K BHyTpeHHUM 4acTtam |IP-kamepol BEWARD NK55002D6 Heobxogumo
NoBEPHYTb NNIACTUKOBLIN Kynon 4 (Puc. 3.2) npoTuB YacoBOW CTPESKM OTHOCUTENIbHO OCHOBAHUS
N CHATb ero (nogpobHee, CMOTpPUTE MYHKT 4.3).

AW N

Puc. 3.2

O61bekTuB (1): BapudokanbHbii 06bekTMB 2.8-11MM NpeaHasHavyeH Ans NpPoeunpoBaHns
onTU4eckoro nsobpaxeHnsa Ha maTpuuy Buaeokamepbl. Perynuposka yrrna o63opa n ¢ookycmpoBka
o6bekTVBa onucaHbl B NyHKTe 4.5.

MNoBOPOTHO-HAaKNOHHbLIN MeXxaHu3m (8): COBOKYNMHOCTb MOABWXHbLIX 3MEMEHTOB

KaMepHOro Moaynsi, npeaHa3Ha4YeHHbIX A4S YCTaHOBKM HanpasneHus ob63opa kamepbl (Puc. 3.3).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK55002D6 n



Be\«vARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

BuHTbl dmkcaumm (7): npegHasHaveHbl Ana UKCaAUUM HaK/IOHHO20 MexaHu3ma nocre

YCTaHOBKM yrna HaknoHa obbektua (Puc. 3.3). NogpobHee 06 ycTaHOBKE yrra HaknoHa Kamepbl
CMOTpUTE NYHKT 4.4.

UK-noaceeTka (3): npy HeOOCTAaTOYHOW OCBELLEHHOCTW (Hanpumep, B TEMHOE BpeMs
CYTOK) Kamepa nepexoguT B pexumm «Houb» (4epHo-6enoe wusobpaxeHne) U akTuBupyet
WMH(pakpacHylo noAcBeTKYy, KOTopasi MNo3BONsieT BeCTM BuOeoHabnogeHwe aaxe B MNOSHOM
TeMHoTe. MK-noaceBeTka ABRsieTCA anbTepHaTMBOW CTaHOApTHbIM Namnam, HO MpuM 3TOM Marno
3aMeTHa OKpYXatoLuMm.

Datumk ocBeweHHOCTU (2): HOTOSNEMEHT, NpeAdHasHaYeHHbI O aBTOMAaTMYECKOro
nepexoga kamepbl M3 pexunma «[eHb» B pexum «Houb» nm obpaTHO nMpu U3MEHEHUM YPOBHS
BHELUHEro OCBeLLeHMS.

Konbuo Hactpomku okyca (5): perynmpoBOYHOE KOMbLO CO CTOMOPHLIM BWHTOM,
cnyxatlee ans HacTporkn dokyca kamepsl. [logpobHoO AaHHas npouedypa onucaHa B nyHkTe 4.5.

Konbuo HacTpouku yrna o63opa (6): perynmpoBoYHOE KOMbLO CO CTOMOPHbIM BMHTOM,
crnyxatlee aAnsg HacTporkn yrna ob63opa kamepsl. [NogpobHo fgaHHas npouenypa onucaHa B NyHKTe
4.5.

AHanoroBbin BuaeoBbIxon (9): pasbeM, npegHasHadeHHbIM ONs BblBO4A aHanoroBoro

BMaeocurHana ¢ kKamepbl Ha BHelLHee ycTponcTteo (Puc. 3.3).

NMPUMEYAHUE!
[aHHbI pasbem npegycMOTpeH, npexae Bcero, Ans yaobcTBa yCTaHOBKU HamnpasneHus ob3opa kamepsbl
npv ee MOHTaxe, NyTem NOAKIIOYEHNS K HEMY MOPTATMBHOINO MOHMTOPA C NOMOLLIbIO Kabens 13 KoMnnekTa

NOCTaBKW.
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Be\,VARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

DC 12v PWR ETHERNET

Puc. 3.3

Co6poc Hactpoek (10): pgaHHaa KHOMKa npedHasHadyeHa AOns cbpoca BCeX HacTpoek
Kamepbl B 3aBOACKME yCTaHOBKW. [1nsi cOpoca HacTpoek HeO6X0AMMO B TEYEHME OECATU CEeKyHn
Ha)kaTb KHOMKy cOpoca Tpu pasa C NpoMeXyTkamu B OAHy M 6onee ceKkyHObl Mexagy HakaTusmu
(Puc. 3.3).

Ayavo Bxop/Bbixoa (11): npegHasHayeHbl ONs MNOAKMHOYEHUS BHELLUHEro akKTUBHOIO
MUKPOOOHA U aKTUBHOIO AnHamuka. Bbl MOXeTe opraHmM3oBaTb ABYCTOPOHHUIN KaHan CBA3M Mexay
onepaTtopoM, ynpasnsawoLLnM KaMepor Yepes Beb-nHTepdenc, 1 YenoBeKoM, HaXoasALWNMCS B 30He
HabnoaeHus. MNpu aToM MUkpodoH nogkntovaetcs K koHTaktam «AUDIO IN» n «<AUDIO Gy, a
AnHamuk — K koHTaktam «AUDIO OUT» n «AUDIO G» (Puc. 3.3).

Pasbem nutaHua (12): npegHasHaveH Ans nogadn nNOCTOSHHOINO NUTAloLEero HanpskKeHns
HomuHanom 12 B, 0.4 A (Puc. 3.3). B koMnnekT nNocTaBkM BXOAWUT Kabernb AN MOAKMAYEHUs K

MoKy NuTaHus.

BHUMAHUE!
OpHoBpeMeHHasa nofgava NUTaHus ¢ UCronb3oBaHem TexHonorum PoE 1 pasbema nutaHus sanpetyeHal

Mpu nogadve nutaHnsa 12 B Yyepes pasbem UCNONb3YNTE TOMNbKO NCTOYHUKN, pekomeHgoBaHHble BEWARD!

MHaukaTopbl NUTaHMA U ceTeBOro noaknoyeHus (13): KpacHbI UHOAUKATOP FOPUT Mpu

NOOKIHYEHUN NNTAHNS KaMepbl, 3eMeHbIA — NPU NOAKITYEHUN Kamepbl K ceTu Ethernet (Puc. 3.3).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK55002D6 n



Be\«VARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

CeTeBol pa3bem (14): pasbeM AN NOAKNHYEHUS Kamepbl K ceTu HTepHeT, poyTepy unm

KoMmmyTaTopy npu nomowm crtaHgaptHoro 8P8C (RJ-45) wrekepa (Puc. 3.3). OaHHaa mopens
Kamepbl nogaepXXmBaeT TeXHOmNornto POE — BO3MOXHOCTb Nogaym NuTaHus no ceteBoMy kabento.

TpeBoxHble Bxoa/Bbixopn (15): npenHasHayveHbl ONS MNOAKITHYEHUS BHELLIHUX YCTPOWCTB
Tpesoru (Puc. 3.3).

TpeBOXHbI BXOA CAYXWUT ANS MOAKMHOYEHUS BHELWHUX OaTyMKOB (Hanpumep, Aatyuka
obbema). [Ins BO3HMKHOBEHNSA TPEBOXHOrO COBLITUSI AAaTUMK OOIMKEH 3aMKHYTb NMMOO Pa3oOMKHYTb
(3apgaeTtca B HacTponkax kamepbl) koHTakTbl « ALARM IN» n «K ALARM GND».

TpeBOXHbIV BbIXOA CAYXXUT ANSA NOAKMOYEHUS UCNOMHUTENbHBIX YCTPOWUCTB (Hanpumep,
n3sewartens). B cnyyae HacTynneHus TpPeBOXHOro cobbiTus, Mpy MOMOLLM BCTPOEHHOro perne
3amMblkatoTcda NnMbo pasmbikatoTcs koHTakTbl «kALARM 1A» n « ALARM 1B».

Cnot kapTbl namatu (16): npegHasHayeH ONS YCTAHOBKM KapTbl namatv dopmarta
MicroSD/SDHC (Puc. 3.3). cnonb3ynte kapTy namsaTn Ans 3anvcu BUOEO- N ayANOOaHHbIX KakK B
pexvMe TpeBOrn, Tak U B peXume MNOCTOSHHOM 3anucu. Takke npedycMoTpeHa BO3MOXHOCTb

pesepBHoVI 3anucu npun oTcyTCcTtBnn coeamnHeHund C CeTblO.

BHAMAHUE!

lopsvas 3ameHa KapTbl MNaMATM He MOOOEPXKMBAETCH KaMepol M MOXET MPUBECTU K MOBPEXOEHUH0
obopyaoBaHusi U noTepe AaHHbIX!

He oTkntoyaiite kamepy Bo BpeMsi hOpMaTUpPOBaHKs KapTbl NaMsATU.

Kamepa He nopdepkvBaeT KapTbl NamMaTv, npy hOpMaTMpPOBaHNM KOTOPbIX ObINIO CO34aHO HECKOJIbKO

pas3nenos.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK55002D6 n



Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume cBegeHns o nopknoyveHnm IP-kamepbl NK55002D6 k ceTtun

IP-kamepa NK55002D6 moxeT nogkniovaTbCa K flokanbHon cetu nnbo cetn VIHTepHeT npum
nomow npoBogHoro coeanHenus (Ethernet). [MopgkniodeHne MOXET OCYLIECTBNATLCA Kak
Hanpamyto Kk TK, Tak ©“ npu nomowm BCnNomoraTteslbHOro ceTeBoro 0bopyaoBaHWUS
(mapwpyTtusartopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynsipHeIM cnocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKNIo4YeHNne Yepeal BblAENIEHHYIO JIMHUIO Ethernet.

@ Mapmpytusarop

Puc. 4.1
OCHOBHbIE Warn n pekoMeHgaumm no yCTtaHOBKE M HAaCTpOMKe KamMepbl ONUcaHbl aanee B

[aHHOM pyKOBOACTBE.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK55002D6



BG\,UARI) I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMM CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeH1Io KaMmepbl:

o |P-kamepa BEWARD NK55002D6 npegHasHavyeHa  Ons OCYLLECTBIIEHMS
BUOeoHabnogeHns ¢ npegenbHon Temnepatypon akennyatauum ot -10 go +50 °C.

e W3beranTte nonagaHusa Ha Kamepy NPsIMbIX COMHEYHbIX fy4yen B TedeHue OfUTeNbHOro
BPEMEHM, a TaKKe HaxoXAeHUA nobnmM3ocTn OTonNUTENbHLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBen€T K MNOSBMAEHMIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

e W3beranTte 6GnM30CTN C BOAOW UMM UCTOYHUKAMMU BNAXKHOCTM.

o |3berante ONM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMWM MOLLHbBIX SMNEKTPOMArHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCTpoWcTBa C YyyeToM noaBoda
coefvHUTENbHbIX Kabenewn.

e U3Gerante cnocoba KpenneHus kamepbl, OOMYCKalOLWEro 3HavuMTenbHyl BuMOpauumio.
[daHHoe Bo3gencTBne CHU3UT 3(PPEKTUBHOCTL AeTekTopa ABWKEHUS U YETKOCTb
n3o6paxkeHnsi B LIENOM.

e Kamepbl BuaeoHabnogeHnss HeobxoaMmo pasmellatb Tak, 4ToObl  UCKNIOYMTL
crniyyariHoe wnu crneumanbHOe MNOBPEeXAeHMe W M3MEHeHue HanpasneHus ob3opa
Kamepbl.

e HanpaBneHne o63opa (30Ha BuAeoHabnwAeHMs) Kamepbl AOMKHO ObiTb TBEPAO

onpeaeneHo Ha MOMEHT YCTaHOBKMN.
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PekomeHgauuu no npoKnagke kabens Tuna «BuTan napa»:

e B «kopugopax xenaTtenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CcnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM MO pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kaberb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3fEKTpuYeckme
kabenn B pasHbIX OTCeKax WM CeKUuMsaX, MWMEKLWUX ChfoWHble MpoaosibHbIe
neperopogkm € npegerioM OrHecToMkoctTu He MeHee 0,25 4 u3 Hecropaemoro
Martepuana ToNnbko B paboumx 30Hax Ha paccTtosHuM He ©onee 15-Tu MeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpuyeckre n cnaboTtoyHble kKabenu gonyckaeTcsa NpoknagpiBaTe napannensHo Ha
paccTosiHum He meHee 50 MM gpyr OT gpyra B pasHbix kabenb-KaHanax unm cekumsaix
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3neKkTpuyeckoro nonsi, obpasytolierocsi oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HeO6X0OMMO YBENUYNTL PacCTOSIHNE
MEeXOy OneKTPU4eckuMn u  crnaboTouyHbIMM  Kabenamm unm  CHU3UTbL  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMmKHblI NepecekaTbCA TOMbKO MOA MPsiMbiM
yrnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OIMKHbI NPOXOAMTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHbiX flamn AHEBHOro ceeTa (JIOMUHECLEHTHbIX namn) u
APYrnX BbICOKOBOMbTHBIX YCTPONCTB, COAEPXaLLMX pa3paaHuKN.

e HeakpaHupoBaHHble BUTONApPHbIE Kabenu AormkHbl NPoKNaabiBaTbCHA Ha PacCTOSAHUM He
MeHee 1.5 MeTpOB OT MCTOYHWUKOB CUSbHbIX 3NEKTPOMArHUTHbIX NOMeX, 0bpasyroLmnx
HaNPSYKEHHOCTb 3N1IEKTPUYECKOro noss cebiwe 3 B/m.

e PacnpepgenurenbHble YCTPOMUCTBA C 3a4eNaHHbIMN HEAKPAHMPOBAHHbLIMU BUTONAPHbLIMMK
kabensmMn [OOMKHbI pacnonaraTtbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWUIbHbIX 3NEKTPOMarHUTHbIX NomeX, 06pasyrowmx Hanps»KeHHOCTb
AMEKTPUYECKOro nomns cebille 3 B/m.

e [lpoknagka BUTOW nNapbl MeXAy TOYKaMW MOAKMYEHNs OO0SPKHA NpPOM3BOAUTLCS
uenbiMn Kyckamu, Npyu 3TOM HarnpasfeHue Tpacchbl cnegyeT 3apaHee npogymaTtbh Tak,
4YTOObI €€ NPOTSHKEHHOCTL OblNa Kak MOXXHO MEHbLLE.

e  MuHumanbHbIN paguyc nsrmba ons kabensa — vyeTblpe gnameTpa kabensa (unu 1 gonm =
2,5 CM), HO CyLIeCTBYIOT pekomeHdauun pasMmewiaTtb kabenb Takmm obpasom, 4Tobbl
obecneynBaTtb n3rmb pagmycom 2 gronma (5 caHTUMETPOB).

e MakcumanbHas onvHa cermeHTa gormkHa ObiTb He 6onee 100 meTpoB.
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4.3. MoHTax IP kamepsbl

O6wmn Bna npouecca MoHTaxa |P-kamepbl NnpuBeaeH Ha PucyHke 4.2:
o M/ A NS
s —a L =

1 — MOHTa)KHasi MOBEPXHOCTb 5 — KpenexHble BUHThI
2 — oTBEpCTUS noA Arobernb 6 — 3aLMTHBIN KOXYX
3 — TpadpapeT Ans MoHTaxa 7 — Kynos kamepbl

4 — KamepHbIN MoAYMb

[na moHTaxa |IP-kamephbl BbINONHUTE crieaytoLimne encTBUS:

War 1: pacnakynte IP-kamepy.

LWar 2: HameTbTe OTBEPCTUA Ha MOBEPXHOCTU CTeHbI/MOoToNKa aAns kpennenus IP-kamepbl
npu nomMmown Tpadhapeta u3 KOMMMekra nocTtaBku. [lpocsepnute oTBepcTusa. BcTtaBbTe
naacTukoBble Atbenn B 0TBEPCTUS.

War 3: cHumuTe Kynon kamepbl. [Ond 3TOro NOBEPHUTE €ro OTHOCUTESNIbHO OCHOBAHWUA

Kamepbl NpOTMB Yacoson cTpenku (Puc. 4.3).
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Puc. 4.3

LWar 4: HaknenTe Ha MOBEPXHOCTb CTEHbLI/MOTOMKA MOAJIOXKKY W3 BCMEHEHHOW PE3VHbI U
3akpenuTe IP-kamepy npu MOMOLLUM BUHTOB M3 KOMMSIEKTA MOCTaBKW, WUCMOMb3ys OTBEPCTUS B
OCHOBaHWM Kamepbl.

War 5. ecnm Bbl mucnonb3yete CcKpbITyl0 MNoABoaky kabens, 1o Bam Heobxogumo
nponycTnTb BCce Heobxoaumble kabenu Yepes oTBEpPCTME B OCHOBAHMM U MOAKIIOYNTL K pa3bemMam

kamepsl (Puc. 4.4).

Puc. 4.4
B cnyyae ecnu y Bac HeT BO3MOXHOCTM MCMNOMb30BaTb CKPbITYO NoaBoAdKy kabens, Bam
HeobXxo4MMO yaanuTb 3arfyLuKy C Kynona kamepbl U NOAKNIOYMTL BCe HeobxoamMmble kabenu Tak,

4T06blI OHM Npoxoannu B obpasosasLUMCS B Kyrone Bbipes (Puc. 4.5).
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Puc. 4.5
LWar 6: oTperynupyinTte HanpaeneHne ob3opa kamepsol. [logpobHO gaHHas npoueaypa
onncaHa B NyHkTe 4.4.
LWar 7: HacTponTe yron o63opa n okyc Kamepbl, OCriabvB CTOMOPHbLIE BUHTbI C HAKATKOW
(Puc. 4.10). lNMocne HacTponkn 3aTtsHUTE BUHTLI. bonee nogpobHO gaHHas npouegypa onvcaHa B
nyHKTe 4.5.
LWar 8: yctaHoBWUTE KyNOn Kamepbl 1 MOBEPHUTE €ro NO YacoBOW CTPESike OTHOCUTENBHO

OocHoBaHus kamepsbl (Puc. 4.6).

Puc. 4.6
LWar 9: coeguHute ceteBon pasbeM (Ethernet) IP-kamepbl npu nomoLum kabens naty-kopa
HanpsMyo ¢ KOMMyTaTopoM/MapLUpyTu3aTopoM ¢ nogaepxkon PoE nnbo yepes PoE-unxekTop.
Ecnn Bbl He wucnonb3yeTe nogadyy nuMtaHus no kaben naty-kopa OOHOBPEMEHHO C
OaHHbIMK, TO KpoMe coeauHeHus ceteBoro pasbema (Ethernet) IP-kamepbl npu nomowm kabens
naty-kopg C KOMMyTaTopoM/MapLupyTM3aTopoM HeobxoauMMo coeuHuTb pasbeM nutanus (DC

12V) IP-kamepsbl ¢ 6110KOM NMUTaHUS NOCTOAHHOIO TOKa HanpshkeHnem 12 B.
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Bo nsbexaHve MOJIOMKM obopynoBaHusi, ncnonb3ynTe KOMMMNEKTYoLLME,

pekoMmeHgoBaHHble BEWARD.

4.4. PerynupoBKa HanpaBneHus o63opa IP-kamepbl

KoHcTpykuma |IP-kamepbl NK55002D6 ponyckaeT perynupoBKy HanpaBneHus ob3opa B
OYeHb LUMPOKMX Mpedenax. Bbl MmoxeTe MeHATb HanpasneHve ob63opa, UCNOoNb3yst TPU CTENeHU
cBoboabl NMOBOPOTHO-HAKIMOHHOIO MexaHu3ama. [ns goctyna K 3ToMy MexaHusmy obpaTtuTechb K
wary 3 nyHkTa 4.3, nocne 4ero BbINONHUTE criegytoLlee:

LWar 1: cHUMMTE 3alUNTHLIN KOXYX MOBOPOTHO-HAKIMOHHOIO MexaHuama (undpa 6 Ha Puc.
4.2). YoepxnBasi MeEXaHM3M 3a CTOMKM BUHTOB dhmkcaumm yrna HaknoHa (Puc. 4.9), noBepHuUTe ero
Ha HYXXHbIN Yron B ropu3oHTanbHOM NNOCKOCTW BpaweHusa (Puc. 4.7). B npouecce perynmpoBku

OOJDKHbI ObITb CrbILUHbI NErkMe LLIeTHKN.

Puc. 4.7

BHUMAHUE!

[na npegoTBpalleHms caMonpon3BOfbHOIO CMELLEHNSA MOBOPOTHONO MeXaH1M3ma B ropu30oHTanbHOM
NMOCKOCTN BpalleHns Bbl MoxeTe 3admkcpoBaTh ero nonoxeHue. [ns aToro BbIKPYTUTE ABa BUHTA
dukcauum (Puc. 4.9), akkypaTHO CHUMUTE HAKMOHHYIO YacTb MOBOPOTHO-HAKMOHHOIO MexaH1u3mMa CO CTOeK
N 3aTsaHUTE Tpu BUHTA (Puc. 4.8). YCTaHOBUTE CHATbIE 3NeMEHTbl Kamepbl 06paTHO U BKPYTUTE BUHTbI

durkcaumn.
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Puc. 4.8
War 2: anga perynupoBKX yrna HaknoHa obbekTvBa ocrnabbTe ABa BUHTa dukcaumm (Puc.

4.9), BbICTABUTE HAKIOHHbIA MEXaHWU3M KaMepbl Ha HYXXHbIV Yron 1 3aTSHUTE BUHTBI.

s DC 12v PWR ETHERNET

Puc. 4.9
War 3: yoepxmBasi NMOBOPOTHbIN MexaHu3m 3a nnaty WMK-nogceseTkn, NoBepHUTE ero Ha
HY>XHBI Yron BOKPYr ocu BU3MpoBaHus obbekTuea (Puc. 4.10). B npouecce perynmpoBKU AOMMKHbI

ObITb CIbILUHbI NETKNE LLEMYKM.
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BHUMAHUE!

[na npegoTBpalleHns NOBPEXaeHNs MPOBOAHMKOB, COEAMNHSAIOLLMX OCHOBAHNE KaMepbl 1 NOBOPOTHO-
HaKMOHHbIN MeXaHn3M, NOCNeAHUA CHabXeH OrpaHNYNTENaAMI KpaHUX NOMOXeHW. HecmoTpsa Ha 3To
HacTOATENbHO PEeKOMEeHAYeM He npunarate U3MNULLHUX YCUMUA U CeauTb 3a MOMoXXeHWem NpoBOAHMKOB B

npoLecce perynupoBaHus.

,D,J'Iﬂ NPOCTOTbIl pPerynnpoBkn HarnpaBleHuns o630pa KamMmepbl npegycMoTpeHa BO3MOXHOCTb
NOAKIMKYEeHNA NnopTaTUBHOIO MOHUTOpPaA K pa3bemMy aHanorosoro BumaeoBbiXoda (Ha Puc. 4.7

BblaerieH KpaCHbIM OBaJ'IOM) npu NOMOLLN kabensa n3 KoMmnnekTa NocTaBKu.
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4.5. PerynupoBka yrna o63opa u ¢pokycupoBka o6beKTuBa

Mocne ycTaHoOBKM HanpaBneHuss ob3opa kamepbl Bbl Takke MoxeTe HacTpouTb yron

0630pa 1 hokyc Kamepbl NPy MOMOLLN PETYNIMPOBOYHbLIX BUHTOB (Puc. 4.11).

MICRO SD

Puc. 4.11

War 1: yctaHoBUTE pasMep 30HblI BUOEOHAbNOeHUA nyTem M3MeHeHust yrna ob3opa
kamepbl. [Ina perynupoBku ocnabbTe HWKHUI (Ha doTorpadmm) MKCUPYIOLNIA BUHT C HAKaTKON U
noBopaynBanTe ero BOKPYr OCM BU3MPOBaHMSA OO6BEKTMBA B HY)KHOM HanpasreHuu.

Mpun nosopote B HanpasneHun W (Wide), yron ob3opa kamepbl 6yaeT yBenuumsaTtbCs, a
n3obpaxeHne Ha 3KpaHe MOHUTOPAa — KOTAANATLCSY.

Mpn nosopote B HanpaeneHun T (Tele), yron o63opa kamepbl Oyger ymeHbluaTbCH, a
n3obpaxeHne Ha IKpaHe MOHUTOPa — «NPUBNMKATLCA».

3apaB Tpebyemyto BenuuuHY Yyrna o63opa, 3akpytute QUKCUPYIOLWMIA  BUHT, 4TOObI
HacTponka He counace.

War 2: oTtperynupynte dokyc oObekTuBa kamepbl Af9 MNOMyYEHUS MakCUManbHOW
Jetanusaumm  um3obpaxeHus. [Ona perynupoBku ocnabete BepxHUn (Ha doTorpacum)
OMKCMPYIOLLIMIA BUHT C HaKaTKOM 1 NoBOpadMBaniTe ero BOKPYr OCU BU3MPOBaHMS OObekTMBa, noka
He pobbetecb Heobxoammon oKyCUPOBKK. 3akpyTUTe OUKCUPYIOLLNIA BUHT, YTOObLI HAacTporka He
cbunace.

[nsa npocToTbl PErynMpoBkU NpeaycMOTpeHa BO3MOXHOCTb MOAKMIOYEHUS NOPTATUBHOrO
MOHUTOPAa K pasbemMy aHanoroBoro BuaeoBbixoda (Ha Puc. 4.7 BblgerneH KpacHbIM OBariom) npu

nomMoLLM Kabensi U3 KOMIMJIEKTa NOCTaBKN.
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NMPUMEYAHUE!

npouecca peryjimpoBku kabenb OT JaHHOro pa3bvemMa O0JmKeH ObITb OTKITHOYEH.

4.7. NMpoBoaHOe NoAKMNOYEHNE KaMepbl K ceTu

Mcnonb3ysa coeanHuTenbHbid kabenb ¢ pasbemMom RJ-45, nogkntounte |IP-kamepy Kk

nokanbHon cetu (k LAN-uHTepdeincy mapLlipytusatopa).

B cny4yae HGO6XOD,|/1MOCTI/I coeaNHNTENbHbIN kabenb MOXHO an06peCT|/| oTAernbHO WUIn,

Pasbem aHanoroBoro BMOEOBbIXOAA MPedyCMOTPEH TOMbKO AN yaob6cTBa perynupoBKM HanpasrieHust
0630pa Kamepbl 1 ee HOKYCMPOBKM B NMPOLECCe MOHTaXa nyTemM MOAKMYEeHMs NopTaTUBHOIO MOHUTOpPA.

Mo aton npuynHe OO0CTyn K pad3beMy BO3MOXKEH TOJIbKO NpU CHATOM KyrnoJie KaMepbl. Mo okoH4YaHWUK

npn Harn4dnm HeO6XOD,I/IMbIX MaTepunanoB, UHCTPYMEHTOB U OrblTa, N3rOTOBUTb CaMOCTOATENTbHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) c pazbemom RJ-45

C ogHoOro KoHua

C apyroro KoHua

: beno-opaHxeBblii

: OpaHxeBbIN

1_8
LT

: Beno-3enéHbin

CHM3Y:

CuHun

. beno-cuHun

: 3enéHbin

CMEPEAM: E%
1 8

: beno-kopn4HeBbI

o|N|jo|lal~lw[ N2

: KopnyHeBbin

1_8
I
CHM3Y:

CMEPEAM: E%
1 8

: beno-opaHxeBbli

: OpaHxeBblit

: Beno-3eneHbin

: CuHum

. Beno-cuHumn

: 3enéHbin

: beno-kopn4yHeBbIn

OINOIO|R~WIN|I=

: KopnyHeBbin

[nsa narotoBnexHus

«npsmMoro» kabena Heobxoaunwmbl: kabenb UTP (BuTasa napa kateropum

5e unu Bbiwe), ABa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke MOAKMYEeHUss nap (ykasaHHom B Tabnuue) obecneuymBaroTcs

rapaHTUpoOBaHHblE MPOU3BOAUTENEM BENUYMHA M pacnpenerieHne 3afepxek pacnpocTpaHeHus

cuUrHana, a criegoBaTenbHO, U 3asiBIIEHHAs CKOPOCTb nepegayn gaHHbix 100 MouT/cek.

[lna noaknoYeHns kKamepbl Npu NCMNofb30BaHUM 060PYAOBaHNSA C NOAAEPKKOM TEXHONOMMN

PoE poctatoyHO TOMbKO NOAKMNOYMTL Kamepy npu nomowm kabens «Bwutas napa», npyu 3TOM

NCNoSib30BaTb AOMOSIHUTENBHbBIA UCTOYHUK NMUTAHNS He HY>KHO.

Ecnn Bbl He MmeeTe obopyaoBaHus C nogaepkom TexHonornnm PoE, AONONHUTENbHO

nogknoyunte IP-kamepy K UCTOMHWUKY nuTaHuns 12 B, pekomeHgosaHHomy BEWARD.
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MnaBa 5. HacTponka npoBogHOro coegUHEHUs

Ins Toro, yto6hbl IP-kamepa NK55002D6 paGoTtana B Baluen nokanbHOM CETU COBMECTHO C
ApyruMm obopyaoBaHMeM, HeOOX0AMMO BbINOMHUTE €€ NOAKIIOYEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XO/J,I/IMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHME!
OnuncaHne yCTaHOBKM M HaCTPOWKU COeAMHEeHUus BbiMonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHnsi HEKOTOPLIX MYHKTOB MEHI0 U (DYHKUMIN MOryT oTnudatecsa ot Bawen sepcun Windows, ogHako

anropuTM NpuBeAeHHbIX OEVWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNIbHOW CeTU

B cnyyae nogknioyeHnss no kabenwo Ethernet Heobxogumo onpegenuTtb  Tekywme
HaCTPOWKN NPOBOAHON CETH.

,D,J'IFI onpeneneHna TeKywnx HacTpoek HpOBOﬂ,HOVI JIoKanbHOW ceTwn I/lCI'IOJ'Ib3yl7ITe

KOMMbIOTEpP, NOOKINIOYEHHbIV K 3TON ceTu. Haxkxmute llyck — lMaHens ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Fomyucs

Wzobpaxennn

Myzbika

Wrpei
m BRSController

Komnetotep
m BEWARD IP Visor

TNarens ynpaenenns
@ BEWARD Player

YcTpoiicTea W NpUHTEPEI

L, Crpwmn
L Mporpamusi No ymonuaHnto

[
ﬁo Cny#Bbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Bcenporpammel

[ Haiimu npozpasnas: u gaine £l | [Saeepiienne paborer || »|
|

ECIY AN -
Puc. 5.1

B oTKkpbiBlEMCA AManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA cCeTU MU

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).
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Hacrpoiika napameTpos KoMneoTepa

Cuctema u Be30NacHOCTb
MpoBepka COCTOAHNA KOMNLIOTERE
APXMBMPOBEHME A3HHbIX KOMNBHOTEDE
Mownck u ncnpaeneque npoénem

Cetnn MuTepHeT
[pocMoTp COCTORHMA CETH W 33434 I
BuiGop napameTpoe gomMaluHedd rpynnel u obwero

- 143 | vernavenuyrpeareni o

MpocmoTp:  Kateropua ~

YueTHble 3anvcy nonb3oBaTenei n

CeMERH...

@' JoBasneHne u yAaneHne yHETHbIX 3anncei
nonb3oeaTencei

@' YcTaHOBKa pOAMTENLCKOrC KOHTRONA ANA BCEX
nonb3oeaTencei

Odopmnerme 1 NnepcoHannsauma

A0CTYNa K AaHHbIR zmereHne Temel

WMzmenenne dona pabouero crona
O6opyaoBaHWe 1 3BYK dorap

MpocmoTp ycTpoicTe M NPUHTEROB
JoGaenenune ycTpoiictea

Hacrpoiika paspewierng sxkpana

Yachl, A3LIK 1 PETWOH

CreHa packnagkn KNasnatypel WK Ay
cnocoBoB BBOA

Mzmenenne Asbika MHTepdeiica

Mporpammbl
¥aaneHwe nporpammel
CneumansHble BO3MOXHOCTH

P Windows nap pbl
OnTurMKnsaumMa n3oBpakeHnA Ha 3KpaHe

LAY

Puc. 5.2

B oTkpbiBLIEMCA AManoroBom okHe Haxkmute [[MoakniovyeHne no nokanbHon cetu] (Puc.
5.3).

[ ]
) - . - -
@ eprer b Lentp ynpasnenua cetami n oBuyim goctynom - || [Mouck & naneau ynpasnerus pel

Manens ynpasneqnsa -

T S MpOCMOTP OCHOBHbIX CBEAEHMNIA O CETW U HACTPOWMKa NOAKNHOUEHMNIA

4 | ..-.
Mzmenenmne napametpos m!&' -,

aaanTepa BEWARD
(3T0T KomnsoTER)

MpocMoTp NonHoi KapTel

Heckoneko cetei Wureprer
VEMeHnTe gononHaTENBHBIE

napametpel obuero goctyna MpocmoTp akTMBHbX CeTei

Cemn 4
OBuecTBeHHan ceTb

MogkntoYeHne naK OTKAMGHEHNE

Tun goctyna: WHTepHeT

Mogrntouenna:

Wzmererne CeTeBbIX NapaMeTpoe

yl Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOTO, npaMoro nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyNa,

? MeaenrounTeca k ceTi

Mogknroyenne WM NOBTOPHOE NOAKMNIOHEHNE K GECMPOBECAHOMY, NPOBOAHONMY, MOZEMHOMY
CETEBOMY €1 WAN MoK K VPN,

BulBop AomMaLLHER rpynnkl W NapameTpos oBLUEro AocTyna

Cra. Takcke ,ﬂ,OCI'yI'I K d)aﬁﬂEM W NPUHTEPAM, PACNOAOKEHHEBIM Ha DY THX CETEEBIX KOMNBHOTERAX, MAK
_ W3MEHEHWE NapameTpoe oBLLUEero JocTyna.
Bpanamayzp Windows P P

Jowmalunaa rpynna YCTpaHERME HENONAA0K

CeoiicTea obospesatens JWarHocTiKa 1 MCNPaENEHNE CETEBLEX NPoBAEM UNKM NofyYeHUe CBE1EHMA 06 ncnpaBneHun,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKOSMbKMNX NOOKIHOYEHUN BblﬁepI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33

CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lﬁ! = [puHATO
o
BaifT: 79 188 190 I 805 509 770

[ rS'Cﬁmﬁcnfia ][@'OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4
B AQvanoroBom OKHe CBOWCTB CETEBOr0O MOAKIMYEHUsT HeobxoaMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).

L.:J MoaxntoueHWe NO ACKaNbHO# CETH - CcBOCTEa g

Cem | Opemyn

MNopknioueHie yepes:

l.-'lf‘ Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OTME‘-IeHHb\e KOMMOHEHTEI MCNONE3YIOTCA 3TMM NOKNICYeHUEM
Bl Kaspersky Anti-Vinus NDIS 6 Fiter -

gﬂnanmpcﬁmm nareTos QoS
gCnyxﬁa L0CTYME K Gainam v NpuHTEpam ceTei Micre—,
-2 [lpoToKen VHTepHeTs Bepci & (TCP/IPyE)

- P Mpotokon WHTepHets sepom 4 (TCP/IPv4) .
~i llpaiisep B/B TONONOra KAHANLHOM O YPOBHA | 4
& OTBeT4MK 0BHADYXEHMA TONONOMM KaHaNEHOr D YPoE =

[ER] i | [
v |([cooieme )

Onucanne

m

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKkpoeTcsi OKHO, B KOTOPOM oOToOpaxaeTca MHGOpMaumMss O HaCcTporkax CeTeBOro
noakntodeHnsi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. NMNonyuutb IP-apgpec aBToMaTtnyecku: |IP-agpec HasHavaeTca aBTomaTudeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aand

onpefeneHns napameTpos JIoKarnbHON ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.
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—_—
Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) &lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE T ——

(o [ omen |

Puc. 5.6

2. Ucnonb3oBaTtb cnepyrowmun IP-agpec: IP-agpec 3agaetcs nonb3oBateneMm BPY4YHYHO
(Puc. 5.7):

Ceoitctea: Mpotokon Wktephera eepcuu 4 (TCP/1Pu4) " @u

Obwne

MapameTpel IP MOryT Ha3HEYATECA SETOMATUYECKM, ECIN CETE
NOAAEPHNBEET 3TY BOIMOKHOCTE, B NDOTHMEHOM Cy4ae NapaMeTpel
TP MOXHO MONYYMTE ¥ CETEBOM0 aAMAHWCTPATOPA.

() MonyunTe IP-aapec aBTOMATHUECKM

(@ WcnonbsosaTs cneayowmi IP-anpec:

IP-appec: 192 .168. 1 .
Macka noaceTu: 255,255 .255 .

OcHOBHON Whkos: 192 .168. 1 .

Mony4mTe anpec DNS-Ccepsepa a5TOMATHMHECKM
(@ Wecnons3oBaTh cneayiolwme aapeca DNS-cepsepos:

MpeanounTaeMbIi DNS-cepsep: 192,168 . 1 .

ANbTEPHATUEHBIA DNS-CEpEED:

[T NoateepanTs napameTpel npu Beixone

Puc. 5.7
3anvwuTte, NMbo 3anomHMTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTepa, TO MOCMe HacTPOMKM Kamepbl Gyaet

HEBO3MOXHO BEPHYTb MX B NepBOHa4aribHoOe COCTOAHUE OJ1d BOCCTAHOBIIEHUA NOAKIMHOYEHNA K JoKanbHON

ceTu n/vnu cetn VIHTepHer.
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5.1.1. OnpegeneHue napaMmeTpoB ceTu Npu agMHamuyeckom IP-agpece

NMPUMEYAHMUE!

[aHHbIN NYHKT PyKOBO,EI,CTBa npeaHasHa4deH Ana onpenerneHna napamMmeTpoB noKanbHoOM ceTu npu

HasHauyeHun IP-agpeca Bawewmy MK asromatnyeckn (DHCP-cepepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOIZ ceTtun

HaxwvuTe lMyck — MaHenb ynpaeneHus (Puc. 5.8).

fe Internet Explorer
C

a Skype

qu:. Microsoft Office Excel 2007

Mysbika

Wrpe
m ERSController

Komnerotep
Q BEWARD IP Visor

m BEWARD Player

:_"r: I':. CrysBel
e YK

MakHens ynpasneHna
YerpoicTea w NpUHTEpDI

Mporpammel no ymonuaHno

)
qéo Cry#Bbl KOMNOHEHTOE
Cnpaska u nogaepxia

» Bce nporpammel

J3BEpLLIEHNE paboTel |

— - s ——
‘ Halimu npoepammel u Haliss ¥

Puc. 5.8
B oTkpbiBlEMCA AManoroBoM OkHe BblbepuTe nyHKT [[IPOCMOTP COCTOSAHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).
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& » Manens ynpaenenma »

HacTpoiika napaMeTpos KoMMetoTepa

[Q ]
Mowck u ucnpasneqne npoGnem
@l lHSOCMOTp COCTORKWA CETH M 33134 I
=

. Boibop napameTpoe AomMaluHed rpynnel u oBuyero
ACCTYNa K A3HHBIM

CwcTeMa v Be30nacHoCTs
Mposepka COCTOAHWA KOMMBIOTEpE
ApXUEMPOBAHWE A3HHBIX KOMMBHOTEDE

O60opyAoBaHWE W 3BYK
MpocMoTp YCTpoicTs M NpUHTEpOS

[JoBaeneHue ycTpoidcTea

MNporpammil

¥aaneHue nporpammbl

Puc. 5.9

[ e

- || [Mouck & narenu ynpasncHus

Mpocmotp:  Kareropua

YueTHble 3anNWcK NoAL30BaTENeR N

CEMEWH...

@,ﬂ,ofwaaﬂenhe 1 YAANEHNE YHETHBIX 3anncei
noe3osaTenei

'@' ¥CTaHOBKA POAWTENBCKOD KOHTPONA ANA BCEX
nonkzoBaTenei

OdopmneHne U NepcoHaNnsaLua
WMamerenne Temel

V3meHenne doHa paodero crona
Hacrpoiika paspeluenmna skpaqa

Yacel, A36IK 1 pernoH

CreHa packnagky KNasmatypel MK Apyrie
cneceboe BECAA

VameHeHmne a3bika MHTepdeica

CI'IE‘LI,HHJIIJHIJIE‘ BO3MOXHOCTH
Pexomengyemere Windows napamerpel
OnTrmmsauns n3oBpaxenna Ha IkpaHe

B oTkpbiBLIEMCSA AManoroBom okHe HaxmuTe [[loakntoyeHue no nokanbHou cetu] (Puc.

5.10).

GU

Manens ynpaenexns -
ACMALLHAA CTPaHMLE

I~

| /

A .
BEWARD

(3ToT KOMNbHOTER)

3MeHEHNE NapameTpoR
apanTepa
WMzmeHnTE AononHUTENEHEIE

napameTpel obluero ocTyna MpoCMOTp aKTUBHBIX CETEN

Cets 4
OBuwecTeeHHaA CETE

MaMEHEHNE CETEBLIX NAPAMETPOE

pHeT » LlenTp ynpasnerna ceTAmMN U oBLimm gocTynom -

Heckoneko cetefi

[Mouck & nasenu ynpasneHus yel

MNpocMoTp OCHOBHBIX CBEAEHMA O CETH WM HACTPORKa NoAKAHYEHMA

MpocmoTp NonHo#R KapTel

WHTepHeT
HOAKJ'IK)NEHME WKW OTKNHOYEHWE

Tun goctyna: WHTEpHET

MogknoueHna:

@ Hactpoiika Hosoro nogkAMOHEHUA WA CETH

HacTpoiika BecnpoeogHore, WMpoKononocHoro, MogemHore, npamoere wan YPMN-nogeaouenna

WM 2KE HACTPOIKE MApPLUPYTUIATOPa MK TOUKK A0CTYNa.

MogxntounTeca K cetn

MogKNHYEHME WKW NOETOPHOE NOAKS

K Becnp

CETEEOMY COES) WAN NogKS

K VPN,

BuiBop AcmaLUHER rpynnel n napameTpos obulere qocTyna

Cr. TaICKE

Joctyn k daitnam n NpUHTEPaM, PacNoNOHKEHHBIM Ha APYTWX CETEBBIX KOMMNBFOTEDAX, MAW

W3MEHEHWE N3PAMETPOE ofwero AoCTyna.

Bpanamaysp Windows

HAomalunan rpynna

@ YCTpaHEHHE HENCAZA0K

CeoiicTea obospesatena

Puc. 5.10
NMPUMEYAHUE!

JMarHoCTHKE M MCNpPaBNEHNe ceTesbx Npobnem nnKn nonyHedne ceegennid of ncnpasnesnn,

MpY HanMUUUM HECKOMbKMX CETEBbIX MOAKMIOYEHWI BbiGepuTe TO, K KOTOPOMY MIlaHUPYETCS MOAKIOYUTD

IP-kamepy.
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B oTkpbiBLIEMCS OKHE HaxMuTe kHonky [CBeaeHus] (Puc. 5.11).

L':'J Cocroanue - MNogxa4eHne No NOKaNEHOR CeTH u

Ofme

MoaknoyeHue

IPv4-noaknoHeHme: WHTepHET
IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocTosaHKe cpedbl: MoaknioyeHo

AnuTensHoCTE: 04:47:33
CKOpOCTE: 100.0 MauT fc

AKTUBHOCTE

OTnpasneHo —— Lﬁ! ——  [puHATO
o
BaliT: 79 188 140 I 805 509 770

[ |S'Cﬁcﬁcrﬁa ] [@'OTmmquTb] [ [AMarHocTuKa ]

Puc. 5.11
B okHe «CBepgeHus 0 ceTeBOM MOAKIYEHUM» MpPeACcTaBlieHa creayowas uHhopmaums

(Puc. 5.12):

~
CeegeHns O CETEEOM MOSKMCHEHMA u
i

[pnonHuTensHble CEENEHWA O CETH:

CeolicTE0 3HaueHue

COnpegeneqHei ana no...

Ormcanme Realtek PCle GBE Family Controller
PUIMUECKIA 3apec 14-DA-ES-D1-84-20

DHCP skniouer Oa

Appec |Pvd 192.168.1.120

Macka noacem [Pvé 255.255.255.0

Aperpa nonyyera 6 qespana 2015r. 8:58:33
ApeHpa wcTekaeT 10 @espana 2015 . 8:58:32
WWntos no ymonuanwe [P, 152.168.1.254
DHCP-cepeep IPvd 152.168.1.254

DNS-cepsep |Pvd 192.168.1.254
WINS-cepsep IPv4 192.168.1.157

Cryxfa NetBIOS uepes... [a

NokaneHeit IPvEanpec... fed0:487d:5df5:7cbd:adde®12
Wntos no ymonyanme |P...

DMS-cepeep IPvE

Puc. 5.12
Ecnn B atom okHe Bbl yBupenun ctpokn — «DHCP BkniouyeH - fa», «Agpec IPv4 -

XXX XXX XXX XXX (FOe «XXX.XXX.XXX.XXX» — 3HayeHune |P-agpeca),— 3HauuT |IP-agpec Bawemy MK
Ha3HayeH aBToMaTmyeckn. Macka nogcetu ykasaHa B cTpoke [Macka nopgcetm IPv4], agpec
ceteBoro wn3a — B ctpoke [lLUnto3 no ymonyaHuwo IPv4], agpec DNS-cepBepa — B CTpoke
[DNS-cepBep IPv4]. 3anumwuute, nubo 3anomHMTe fadHHble napameTpbl (IP-agpec, Macka
nogcetn, Ceteson wnto3, DNS-cepsep).
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BHUMAHMUE!

Ecnn Bbl He 3anucanu ceTeBble napamMeTpbl KOMMbiOTEpPa, TO MOCME HaCTPOMKM kKamepbl Oyaet
HEBO3MOXHO BEPHYTb X B MEpPBOHAYaribHOE COCTOSHWE AN BOCCTAHOBMNEHWS MOLKITHOYEHUS K FTOKaNbHOM

ceTu u/unu cetu VlHTepHeT.

BHUMAHUE!

Ecnn B okHe «CBeAaeHMA o ceTeBOM nogkntoyeHnn» Bol yBngenn ctpokn — «DHCP BknroyeH - Javy,
«IPv4-appec aBTOHaCTPOMKM - XXX.XXX.XXX.XXX» (FA€ XXX.XXX.XXX.XXX — 3HadeHue |P-agpeca),— 3HaumT
Bam He yganocb nogkntountecs K nposogHon cetn (DHCP-cepBep He mpucBoun IP-agpec Bawemy [1K).

MpoBepbTe NpaBMMbHOCTL NOAKIIOYEHMS K NPOBOAHOM ceTu. B cnyyae HeobxogumocTtu, obpaTutechb K

Balwemy cucteMHOMy agMUHUCTPATOPY.

5.2. UameHeHMe napamMeTpoOB JfIOKanbLHOW ceTn AN NPoBOAHOro NOAKNIOYEeHUA

K IP-kamepe
Mo ymonuyanuio |IP-kamepa NK55002D6 wumeetr |IP-agpec 192.168.0.99. YT06bI
NOAKMIYUTBECH K Kamepe AN nepBoHayanbHOW HACTPOMKM Heobxoaumo, 4Tobbl Baw komnbioTep
Haxoauncst B TOW e NoaceTn, Yto n kamepa. MNpu atom IP-agpeca kamep, KOMNbIOTEPOB U NHOObIX

APYrnX YCTPOWMCTB B CETU HE AOMKHbI COBMNagaTb Mexay coboi.

BHUMAHUE!
IP-kamepbl BEWARD NK55002D6 no ymonyanuto nmetot IP-agpec 192.168.0.99. Ecnu Bbl nnaHupyete
NOOKITOYUTb HECKOSbKO IP-kamep, TO Ansa UCKYeHns KoHdnukta IP-agpecoB nogknto4vante kamepbl No

oAHon 1 nameHsiiTe nx IP-agpeca Ha nobble cBoboaHbIE B Baluel nokanbHom ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yTo Baw T[IK, nogkmwouveHHbIM K npoBogHoW ceTtu, U IP-kamepa, dusnyecku
MOAKIIOYEHHas K TOM xe ceTu, Nnbo Hanpsamyto kK Bawemy MK, HaxogsTca B ogHon nogcetu, Bel moxeTe

cpasy nepeunTu K nyHkTy 5.3 naHHoro PykoBoacTsa.

0na nameHeHus TEeKyLnxX HacTpoeK KOMNbTEpPa B nokarnbHomn I'IpOBOLI,HOVI CeTN HaXXmMmute

IMyck — MaHenb ynpaeneHusi (Puc. 5.13).
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| X5/ Microsoft Office Excel 2007

'd"‘ Bnoknot

@ DVR Server
m BR5Controller
m BEWARD IP Visor
Q EEWARD Player

e CrnyBe

a
9‘, Crny#Bbl KOMNOHEHTOE

> Bee nporpammae

| Halmu npozpammsi u ghailabi

Puc. 5.13

BEWARD

Wrpei

Komnetotep

MaHens ynpasneHus
¥Ycrpoiicrsa n npuHTEpDI
Mporpammel no ymonuasmo
Crpaska n nogaepxka

[
3asepllieHne paboTol | *

B OTKpbIBLLEMCA OMarioroBOM OKHe Bbl69pI/ITe NYHKT [npOCMOTp COCTOAHUA CeTu

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

HacTpolika napameTpos KOMMbiOTEpa

il CvcTema v GesomacHoCTs
' Mposepka cOCTOAHNA KOMMBIOTERE

ApXMEMPOBAHNE JaHHBIX KOMIBIOTERE

Mowck 1 ncnpasneHne npoGnem

- Cetpu MugepueT
&h @UCMOTp COCTOAHNA CETW 1 5a,a.£|
- Buibop napaMeTpos AoMaLLHER rpynnbl n oBLyero
ACCTYNA K A3HHBIM

O6opyaosaHe 1 38yK
MpocroTp ycTpoicTe W NPUHTERCE
JloBasneHue yeTpoiictea

Mporpamme

¥aaneHue nporpammMel

Puc. 5.14

Mpocmotp:  Kareropua

YueTHble 3anWcK NoAL3oBaTenei u

CEMEFH...

'@' JoBaenenue n yaaneHne yueTHEIX 3annceil
noAL30EaTENEl

'@' YcTaHoBKa POAMTENECKOTO KOHTPONA ANA BCEX
noL30BaTenei

OgopmneHne W NepcoHannsaLma
Mzmererme Teme

Wsmernenne dona paboyero crona
Hacrpoiika paspelenna 3kpana

Yacel, A3bIK U PETMOH

CMEHa packnagkm KNasnaTypol WK Apyrix
cnoceBos secga
MzmeHeHmne A3bika nHTEpdEca

CI'IE.‘LLI"IaJ'IthIE.‘ BOZMOXHOCTH
Pexkomengyenbie Windows napamerpel
OI'ITMMI/L’-ELI'ME M,’-DSFIE)KEHME Ha 3KpaHe

B oTkpbIBLIEMCH OKHE HaxxmuTe «lMoakntoveHne no nokanbHon cetn» (Puc. 5.15).
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Marens ynpasneqna -
AOMALUHAA CTPaHMLa

&k: S ‘. 0 Mpecmotp nonHoi kapTel
MzmeHeHe NapaMeTpos | R =

ajamicpa BEWARD Heckonsko cereit Wrreprer
M3mernTe gonoaHuTeneHEIE (3707 KOMnBIOTED)
napameTpel 0BLLErD JocTyna

MpocMoTp OCHOBHBIX CEEAEHWA O CETH W HACTPORKa NoAKAOUEHNA

MpocMoTp aKTneHBN: CETER MogrntoYerne nan oTKIOYEHNE

Cems 4 Tun goctyna: IHTERHET

OBLUECTEEHHEA CETE MNogknoyeHna: @ MoaknroueHne no
NOKaNsHOW CETH

Wzmenenune ceTeBbix napameTpoe

ﬁl HECTpDﬁKE HOBOTC NOAKNHOYEHHA MAK CETH
-t

Hacrpoiika BecnposogHoro, WMpokonoaocHero, MogdemHors, npamoro wan VPN-nogkntouerua
WK 2KE HACTPOHKE MApPLUPYTU3aTopa AN TOYKN JoCTyna.

‘s. MogKNHYMTECA K CETH

MeakaroueHne nan NOETOpHOE NOAKS K Becnpoeog) y, NP
CETEBOMY COEIMHEHUHY MAKW nogkntoueHmne K VPN,

BulBop gomMaluHed rpynnbl M NapaMeTpos obLLero AocTyna

Cra, TakoKe Joctyn k daiinam u NpUHTEPaK, PacNONOMEHHEIM HA APYTUX CETEBBIX KOMMEHOTEPAY, MAKN

W3MEHEHWE NapaMeTpoE obLLEre 4ocTyna.
bpanamaysp Windows P P RS AT

Jomawinag rpynna YcTpaHeHne HENONAA0K

= " .
CeoiicTea oBospesarenn JMarHocTuka u NCNpaBieHnE CETEBRIX Np nan noay CBEA o ncnpaeneHuM,

Puc. 5.15
NMPUMEYAHUE!
Mpy HaNMuUUM HECKONbKMX CETEBbIX MOAKIOYEHUI BbibepuTe TO, K KOTOPOMY MIaHMPYeTCs MOAKIIOYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBoncTBa] (Puc. 5.16).

@ Cocroanue - Mogk

Ofiwme

MoaxnodeHie

IPv4-noaknoYeHne:;

WHTepHeT
IPvE-noaxknoYeHHe: Bes pocTyna k MHTEpHETY
MoaknioyeHo
04:47:33
100.0 MamT/fc

CocTosHWe cpeakl:

AnuTensHocTe:

CKOpOCTE:

CeeneHms. ..

AKTUBHOCTE

1
OTnpasneHo —— %! ——  TlpUHATO

BaliT: 79 188 140 I 805 509 770

[ @Caou"crﬁa ][@D‘rmmun‘rh] [ﬂnarHochKa ]

Puc. 5.16
B OTKpbIBLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS HeobxoouMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] un HaxaTb kHonky [CBomncTBa] (Puc. 5.17).
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1 Mogkntosenue no noKansHoM CeTi - CEORCTEa M

Cem | Ooctyn

MoaknioyeHue yepes:

l‘?‘ Realteke RTL8139/810x Famity Fast Ethemet cetesoi ag:

OmMeYeHHbIE KOMMNOHEHTBI WCNONb3YTCA 3TVM NOAKNHHEHWEM

Bl aspersky Anti-Virus NDIS 6 Filter -
v Q MnaHuposimk naketos QoS
vl QCnyxﬁa A0CTYNE K $aiAnam n I'IDHHTe-DEIM ceTeil Mior—,
¥ - [TpoToKon VHTe P
-\’ 8 MpoTokon MHTepHem BEPCHN -i{TCF‘ IFv-iI .

-2 [paitsep /8 Tononora KaHansHOMO YPOBHA
-4 OTBETMK 0GHEPYXKEHMA TONonorvI KEHEIJ'IbHOI’O )fpoe 7

[l 1

T )

Onucanme

Mpotokon TCP/IP - cTaHmapT™eiit npoTokon rnofansHem
CceTel, 06ECNEUMBAIOWMA CEASE MEXIY PASNMHHEIMI
E3aMMOSACTEYIOLMMI CETAMM.

oK ] [ Omvena

Puc. 5.17
B nosiBuBlemMcsi OKHe HeobxoAMMmO YCTaHOBUTb 3HayeHusa IP-agpeca v mackvu nopceTw.
Bbibepute nyHkT [Mcnonb3oBaTtb cneayrowmn IP-agpec] n seeante csobogHbii IP-appec 13
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3Ha4yeHuns BBOOUTb HET HeobxoaumocTu (Puc. 5.18).

Ceoiictsa: [Npotokan Watepreta sepcun 4 (TCP/IPw4) @g

“d
Ofiwme

MapameTpel IP MOryT HE3HEYETECA SETOMETMHECKH, ECH CETh
NoAAEpHKUBEET STY BOSMOKHOCTE, B NpoTHeHoM cnyyae napameTpel
IP MOMHO NONY4YWTE ¥ CETEBOMD SAMUHWCTPaTopa.

() Nony4uTe IP-aapec SBTOMATHHECKM

(@ Wnonb3osaTe cnenyowmi IP-agpec:
IP-agpec: 192 . 158 . 0 . 20

Macka noaceT: 255,255 .255. 0

OCHOBHON LUMho3:

Manyuuts agpec DNS-cepeepa aBTOMaTHYEKM
(@ Wnonb3osaTe cnenyrowme anpeca DNS-cepeepos:
MpeanounTaemsit DNS-cepsep:

ANbTEPHATWEHEIA DMNS-cepEep:

[[noaTeepauTs NapameTpel Npy Beixoae
l[ QK ]I OTMeHa

Puc. 5.18
[ns npumeHeHns1 U3MeHeHN HacTpoek HaxmuTe KHomky [OK] Bo BCcex OTKPbITbIX OKHaX.
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5.3. NMonyyeHue pgoctyna K IP-kamepe ¢ nomowbro 6pay3sepa Internet Explorer

IOns goctyna Kk kamepe ¢ nomollbio Opaysepa Internet Explorer 3anyctute ero v B
agpecHon ctpoke Beeaute 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamephl, a <port> —

3HauyeHne HTTP-nopta. MNocne atoro Haxmute [MepenTtn], nudo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD NK55002D6 no ymon4yanuto umeet IP-agpec 192.168.0.99.

NMPUMEYAHME!
Ecnn gnsa HTTP-nopTta ncnonbsyetcs 3HaveHue no ymonyaHuto — 80, Toraa Ang OoCTyna K Kamepe B

appecHol cTpoke bpaysepa goctatoyHo BeecTu «http://<IP>/», roe <IP> — IP-agpec kamepbl.

P-3X @ [MycTan cTpaHvua

(& hitp://192.168.0.99/

Puc. 5.19

5.4. NMonyyeHne gocrtyna k Be6-nHTepdency IP-kamepbl
LWar 1: BeBeauTe umsa nonb3oBatens U naponb. [0 ymMonuyaHutlo UCMornb3yeTcs WMS

none3osartens — admin, naponke no ymonyaxuio — admin (Puc. 5.20).

BHUMAHMUE!
Bbl MoXeTe W3MeHUTb MMsi Monb3oBaTenss M napofib B MeHio Hacmpoliku — CucmeMHble —

lMonb3oeamenu. B cnyyae ytepu naponsi UnM MMEHW Monb3oBaTenss YCTPOMCTBO MOXHO BEPHYTb K
3aBOACKMM YCTaHOBKaM. 3TOr0 HEO6X0AMMO B TeYeHne AeCAaT CeKyH HaxaTb KHoMKy cbpoca Tpu pasa ¢

npomexxyTkamu 6onee 1 cekyHObl MeXAY HaXaTUAMMN.
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Besonachocts Windows x

iexplore.exe

Cepeep 192.168.0.53 2anpaluMBaeT UMA NONL2OBATENA W Naponk.

370T cepeep Talcke coobwaeT: "NK55002D6 H.264 IP Camera -
005A2132DC55"

| admin P

D 3anoMHWTL YUeTHEI2 A3HHEIS

OK OtmeHa

Puc. 5.20

Mocne ycnewHon aBTopusauumn Bl nonyunte goctyn k Be6-uHtepdency IP-kamepsl (Puc.
5.22).

War 2: [na npocmoTpa u3o00paxeHus ¢ IP-kamepbl npu nomowmn 6Gpaysepa Internet
Explorer ncnonbaytotca koMnoHeHTbl ActiveX. Internet Explorer He MMeeT 3TUX KOMMNOHEHTOB B
CBOEM cocTaBe M 3arpyxaeT ActiveX HenocpeacTBEHHO C Kamepbl. ECNM KOMMNOHEHTLI elle He

yCTaHOBMEHbI, Bbl yBUOUTE cnepgytollee coobLLeHne:

CooBuenue c seB-crpaniys ——

3 Cucrema onpeaenina, 4o y eac He ycranoenen OCK, ycranosuTs
P ceiivac?

o |

Puc. 5.21

Haxmute [OK]. B HwkHen yactu okHa Gpaysepa MOsIBUTCS BCMIbIBalOLLEE OMNOBELLEHME

cuctembl 6esonacHocTn (Puc. 5.22).

BC\WARD [T (T (T S——_——

[ TER (LT Y pum—— - pe— [Py J—
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HaxmuTe Ha KHonky [YcTaHOBUTBL].

War 3: cuctema 6GesonacHoctn Opaysepa Internet Explorer GygeT aBTOMaTu4iecku
OnokmnpoBaTb ycTaHoBKy ActiveX. [Ing npogormkeHnsa yCTaHOBKM Ha)XMUTE KHOMKY [YcTaHOBUTL] B

OKHe noaTBepXaeHus yctaHoBkm (Puc. 5.23).

~
Internet Explorer - Mpeaynpexaexne cucremel BesonacHocTk & u
b 3TO Npor i1 7
@ Wma: ActiveX Control (2013.11.04
Wzpatens: BEWARD Co., Ltd

E],qononereano [ YcTaHoBMTE ] [He ycraHaE.nMBaTb_]

MOBPEAWTL KOMMbIOTED, CNEAYET YCTEHAENMBATE NPOrPaMMEl, NONYHEHHEIE

|@J DaEinel M3 MHTEPHETE MOrYT BT NONE3HE], HO 3TOT TN QEANE MOKET
L
A TONLKO OT A0BEPEHHOr0 M3AaTENA, DaKTODb! DUCKS

Puc. 5.23

War 4: ana koppekTHOM ycTaHoBKM koMnoHeHToB ActiveX 3akpowite Internet Explorer u

HaxmuTe [OK] B okHe, npeacTaBneHHOM Ha PucyHke 5.24, ecnn TakoBoe NOABUTCS.

g A
Warning l&]
IE windows must be close before install ocx, OK?
oK I OTmena
Puc. 5.24

LWar 5: B okHe, npeacTtaBneHHOM Ha PucyHke 5.25, HaxmuTe kHonky [Install].

= B
& Install OCX ‘ [
@? ‘ Install ‘ ‘ Uninstall ‘ Close

Puc. 5.25
LWar 6: nocne ycnewHon yctaHoBkn Bbl yBuaute coobieHne «Register OCX success(C:\)»

B HWXHEW YacTu AaHHoro okHa. Haxmute kHornky [Close] ans Bbixoga M3 okHa ycTaHoBku (Puc.

5.26).

B
v oo i
E’ Install ‘ Uninstall | ‘ Close ‘

I Register OCX success(CA\NetVideoX)

Puc. 5.26
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NMPUMEYAHMUE!

B onepaunonHon cucteme Windows 7 u B Opay3epe Internet Explorer 9.0 HasBaHusi MeHO unu

CUCTEMHbIE COO0bLLEHNS MOTyT OTNnmn4aTbCA OT Ha3BaHMI MEHI0 M CUCTEMHbIX COODLLEHUI B apyrux oC

cemenictea Windows nnu B gpyrmux 6paysepax.

NMPUMEYAHMUE!

Mpn yctaHoBke ActiveX B OC Windows 7 npu BKIOYEHHOM KOHTpoOre YYeTHbIX 3anucen Oyaet
OOMNOMHUTENBHO NPOM3BOAUTLCS OMNOKMpPOBKA YCTaHOBKM, O 4YeM nonb3oBaTento OyaeT BblgaHO
OOnNonHuTenbHoe onoBelleHne. [ns paspelleHnst YyCTaHOBKM HeobXoaMMO YTBEPAMTENbHO OTBETUTb B

nosABMBLLEMCA OKHE.

War 7: otkponTte Internet Explorer n B agpecHon ctpoke BBegute IP-agpec kamepbl.

BE\VARD

Puc. 5.27
OkHO  BebG-mHTepdpernica IP-kamepbl  cogepxut  natb  Bknagok:  [[MpocmoTtp],
[BocnpousBenenue], [HacTtpomku], [TpeBora], [Bbixop], kaxgasa u3 koTopbix Oyaer

paccMoTpeHa aanee B HacTosLem PykoBoacTse.

B cnyyae ecnu koMnoHeHTbl ActiveX ycTaHOBMEHbI, HO HE06X0ANMO OBHOBUTL, BbINOMHUTE
cnefyowime waru:
War 1: B WEB-uHTepdelice, nepenante Bo Bknagky «HacTtpowmku» n 3angute B MeHIO

«JlokanbHbIe» - «kHacTponkm».
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BE\VARD

TorankHee

proes T —d

Bugeo Moseavekros kauectsa [

Cetb NrumensuocTs 22nnch e
3anuca : I

Tpesora

Tepmunan

CHCTEMHbIE

Puc. 5.28
War 2: Haxmute Ha ccbinky ActiveX B npumeyaHun. HayHeTca 3arpyska dhanna
NetVideoX.exe. HaxxmuTe KHOMNKY « BbINONHUTBL».

BE@\VARD

Nokanbhbe

P e r—

Bugeo Mossavenkos kEuecrzo [

Cets [DnMTensHoCTE 3annce MK,

3anuce

Tpesora
Tepmuian

CucremHbie

Bel x0TUTE BRINCAHUTE Nk coxpanuTe NetVideoX.exe (1,19 ME) ¢ 192.168.0.337

(@ Daiin 3T0ro TUNA MOKET NPUYMHITE BOEA KOMIBIOTEDY. BrinoanuTe Coxpanute

Puc. 5.29

NMPUMEYAHME!
Mpu yctaHoBke ActiveX B BO3MOXHO OyAeT AOMOMHMTENBbHO NPOM3BOAUTLCH GIOKMpPOBKA YCTAaHOBKU, O
YyeM nonb3oBaTento OydeT BblAaHO AOMNOMHUTENbHOE oOnoBelleHne. [Ons paspeleHns YCTaHOBKM

HeobxoaMmo yTBEPANUTENBHO OTBETUTL B NOABUBLLUEMCHA OKHE.

War 3: cuctema 6GesonacHocTn Opay3sepa Internet Explorer 6ygetr aBTOMaTU4ecku
6nokupoBaTb ycTaHoBKy ActiveX. [Ins npooormKeHNs YCTaHOBKM HaXXMUTE KHOMKY [YCTaHOBUTL] B

OKHe noaTeepxaeHus yctaHosku (Puc. 5.30).

i Y
Internet Explorer - MNpeaynpexgenmne cucTembl Ge30NacHOCT u

YCTaHOBHTE 3TO NporpammHoe obecneyenne?

lﬂ Mma: ActiveX Control (2013.11.04)
Mzpatens: BEWARD Co., Ltd

[E] LononHuTensHD ¥CTaHoBHTh ] [He YCTEHaBMMBaTh

| -"\I dainsl M3 MHTEpHETaE MOryT BbITh NONE3HEI, HO STOT TN Q&N MOKET
'y ej NOBPEAWTE KOMABKITED. CRedyeT YCTAHAENWEATE NPOrPaMMEl, MOYYeHHEIS
2 TONbKO OT A0OBEPEHHOMD M3ASTENA. maI\'TDQbI PHCKS

" —
—

Puc. 5.30

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK55002D6



Be\«vARD I nasa 5. Hacmpouxa npooonozo coeounenus

War 4: ana KkoppekTHOM ycTaHoBKM KoMMoHeHToB ActiveX 3akpownTte Internet Explorer n

Haxxmute [OK] B okHe, npeacTaBneHHoOM Ha PucyHke 5.31, ecnun TakoBoe NosIBUTCS.

i -
Warning @

IE windows must be close before install oo, OK?

QK | Cmena

Puc. 5.31

LWar 5: B okHe, npeacraBneHHom Ha PucyHke 5.32, HaxxmnTte kHonky [Uninstall].

B Ocxnstaller >

@ Install Uninstall Close

Puc. 5.32

War 6: nocne ycnewHon gevHctannsuum Bbel yBuante coobuwieHne «Unregister OCX

success(C:\)» B HWKHEN YacTu AaHHOro okHa (PucyHok 5.33).

B Ocxinstaller X

@ Install Uninstall Close

| Unregister 0Cx success

Puc. 5.33

War 7. HaxkmuTe kHonKy [Install], 4ToGbLl ycTaHOBUTL HEOBXOANMBbIE KOMMOHEHThI ActiveX.
Mocne ycnewHon yctaHoBkn Bbl yBunante coobuieHve «Register OCX success(C:\)» (PucyHok

5.34) Haxxmute kHonky [Close] ans Bbixoga U3 okHa yCTaHOBKM

& Ocdnstaller x

@ Inztall Uniristall ‘ Close ‘

| Register 00 success

Puc. 5.34

NMPUMEYAHMUE!
B onepaunoHHoi cucteme Windows 7 u B Opaysepe Internet Explorer 9.0 HasBaHWsi MeEHO unu
CUCTEMHbIE COOOLLEHNS MOTYT OTNMYaTLCHA OT Has3BaHWN MEHID M CUCTEMHLIX coolleHuin B apyrux OC

cemenctea Windows vnu B Apyrux 6paysepax.
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LWar 8: oTkpouTe Internet Explorer u B agpecHon cTpoke Beeaute |IP-agpec kamepsbl

War 9: MNepengnte B meHio «HacTpouTb HagcTponkn» Bo Bknagke «CepBuc» 6paysepa

Internet Explorer (PucyHok 5.35)

MoMek... 0o~
Mevats
®aiin
Macuwrras (90%)

vvvvul

besonacrocTe

[o6asuTs caiiT & CINCOK MpHNGIKEHMIA
MpocHoTpeTs 33rpyzKA CTRL+)
HacrponTs HagcTpafikn

Cpecrea paspateoranca F12

TMepefiTh k sakpennienEIM caiitam

TMapaMETPE! MPOCMOTRE B PEKHME COBMECTUMOCTH

Caoficraa bpaysepa

0 nporpanme

Puc. 5.35
War 10: B meHio «lMaHenu MHCTpyMeHTOB U pacwupeHus» Haxmmute Ha NetVideoX

Control. Y6eautechb, 4To yCTaHOBNEHA akTyarnbHasa Bepcus KomnoHeHToB Active X (PucyHok 5.36)

Mpocmotp nagorpoex Internet Explorer u ynpasnexne uwn

=
TUnel H3gCTPOEK ran Wzpatene Coctornne  ApxuTexty.. Bpewmasar.. Bpema nae.. )

LLC RESEARCH AND PRODUCTION ENTERPRISE BEWWARD

) MaHENN MHCTPYMEHTOE M PaCLUMPEHIA
NetVideoX Control LLC RESEARCH AND PR...  BrnwueHo 32-pazpag...

4 CyxBel noncka

& Yekopurenu

0 3awwMTa oT OTCNEKNEHIA

Orobpaxars:

Hagcrpoitin, 3arpyskeHHsie Ha JaHHBIR MOMEHT G

NetVideoX Control
LLC RESEARCH AND PRODUCTION ENTERPRISE BEWARD

Bepcua: 2.1.2.5% Tun: 3nement ActiveX
Jara daiina: 4 pexabpn 2020 ., 912 Mouck HaACTPOKK € NOMOLLBIO CTy BB MONCKa NO YMONYaHNo

MogpobHee

OrnrounTs

Mownck AoNOAHKTENBHBE NAHENEH HHCTPYMEHTOS W PACLUMPEHNL.

JononHuTensHbIe CEEAEHNA © NAHENAX NHCTRYMEHTOE N PaCLUMPEHHAX 3aKpeiTs

Puc. 5.36

NMPUMEYAHMUE!
Ecnu nocne BbINOMHEHUS BCEX LWIAroB YCTaHOBMEHHAsl BEPCUMS He COOTBETCTBYET aKTyarbHOW, NMbo
paboTaeT HEKOpPPETHO, cnenyeT yoanuTb dannbel Bpy4dHyto. MNepengnte B nanky C:\NetVideoX n yananute

eé copgepxmmoe (PucyHok 5.37). MosTopuTe warn 1-6 rmaebl 4518 3aBEPLUEHNST YCTAHOBKN.
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JtoT komneroTep * 550 (T » NetVideoX »

Config
%] hi_h264dec.dll
€] hi_h264dec_w.dll
2] Hook.dIl
] HW_H265Decoder.dIl
(€] msver100.dIl
1] NetVideoX.inf
] NetVideoX.oox
] SNetapi.dIl
] SPlayapi.dIl

Puc. 5.37
5.5. UameHeHune HacTpoek nogkntoyeHus IP-kamepbl Yepes Be6-nHTepchenc
Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €e HAaCTPOWKM Takum obpasom,

4yTOObLI OHa HaxoAunachb B OAHOM NOACETM C OcTanbHbIM 060pyaOBaHMEM.

BHUMAHUE!

[ns coBMecTHON paboTbl HECKOMNBbKMX YCTPONCTB B OOHOW NoaceTn HeobxoamMmo, YTobbl Y HUX coBnaganmu
nepBble Tpu YacTu IP-agpeca, n NOSHOCTLIO coBNagana Mmacka noaceTu.

Hanpumep, IP-agpec Bawero MMK: 192.168.1.120. IP-agpec pasgeneH Toukamu Ha 4veTblpe okTeTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 1, 4 okteT — 120. Bam He06X0AMMO U3MEHUTL
IP-agpec kamepbl Tak, YToObl MX NepBble TPM OKTeTa coBnaganu, To ecTb |IP-agpec kamepbl OOMmXKeH
nmeTb BuA: 192.168.1.xxx. YeTBepThbii OKTET IP-agpeca kaxaoro ycTponctea 0b6s3aTenbHO AOMKEH ObiTh

CBOUM.

[Ins 13MeHeHUs1 ceTeBbIX HAaCTPOeK B BEO-MHTepdelice HaXXMUTE B rMaBHOM MEHIO kamepbl

kHonky [Hactpouku] n nepengute B meHio Cemb — LAN (Puc. 5.38).
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Be\VARD

TokansHble HacTpoiika LAN
Aynmwo
E Meaonesoeams IPvE [
Cems Bepows IP |IPVe v

- Mony ETOMATHURCK
> OcHoaHbie S @

IP-azpec | 493, 168. 0 . 53
Macsa noacem | pSs. 355. 254. O
o i 197. 468. 0 . 351

> PPPoE

> UPnP

> Bonjour e ——

> e Fosenversmnion [z s ¢ 7]
» e E— rrerere
> KN MAC-aapec 00-54-21-32-DC-55

Mposapea cem

> Yeenounerme
3anmuco
Tpesora
Tepmusan

CucremHbie

Puc. 5.38
B TekctoBbix nongx [IP-appec], [Macka nopcetu], [OcHoBHOWM W3],
[Mpeanountaembin DNS], [AnbTepHatuBHbIM DNS] Hy)XHO BBeCTM Takme 3Ha4eHusi, 4Tobbl
Kamepa nonana B ogHy NOACEeTb C ocTanbHbiM 0bopygoBaHueM . [ns atoro obpatuTechb K paHee
3anucaHHbIM, TEKYLLMM HacTporkaM MpPOBOLHOM NOKanbHOW ceTu (CM. NyHKTbl 5.1 nnn 5.1.1) un, B

COOTBETCTBMU C HUMU, YCTAHOBUTE BbllLE€yKa3aHHbIE NMapaMeTpbl.

NMPUMEYAHMUE!
B cnyyae HeobxoaumocTu, ANA HACTPOMKM CETEBbIX NapameTpoB YCTpPoucTB obpatutech k Bawemy

CeTeBOMY aAMUHUCTPaTOPY.

[na NnpMMeHeHns U3MEHEHMIN CETEBbIX HACTPOEK Kamepbl HaXMUTe KHomnky [CoxpaHuTb],
nocne 4ero NOsIBATCS yBe4OMIIEHNE O Nepes3arpy3ke yCTPOMCTBa.
Mocne nepesarpysku IP-kamepa OygeT gocTtynHa no 3agaHHomy Bamu IP-agpecy. Ha aTtom

HaCTpOIZKa npoBOAHOIO NOAKIMK4YeHnA |P-KaMepr 3aBepLieHa.
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5.6. Bo3BpaTt HacTpoek nogkntoyeHus NK B nepBoHavyanbHble 3HaYeHUA

YT106bl BEpPHYTb 3HAYEHMSI NMPOBOAHOIO CETEBOrO MOAKIOYEHNUS K YCTAHOBMEHHbIM paHee
3Ha4YeHUsIM, BbINOSHUTE CrieaytoLne OeicTBuS.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.39).

9 Internet Explorer
@ Skype BEWARD

|25 Microsoft Office Excel 2007 G

-ﬂ BroxHoT
Myssika
@ DVR Server
Wrpsi
m BRSCentroller

Komnbrorep
w BEWARD TP Visar

Manens ynpasnexnn
w BEWARD Player

YcTpoiicTea 1 NpUHTEpL

WsoBpaxenna

T Crycbel
G
pOrpaMMel NO YMONUaHHH

)
&, Cnyxbel komnonenTos _
Cnpaska u nogaepxka

»  Bcenporpammel
- - | T ———
‘ Hadmu npozparmsi u alisei 3asepLuenne pabotel il
T — »
T B @ °

Puc. 5.39
B oTkpbiBwEMcA AguanoroBoM OkHe BbibepuTe nyHKT [[IPOCMOTP COCTOAAHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.40).

Mouck & na
HaCTpDﬁKa napaMeTpoE KOMNbHITERA Mpocmorp:  Katercpua =

Cucrema v DesonacHoCTs YUeTHble 3aMMcKU NoAs30BaTENER 1
poBEpKa COCTOAHNA KOMMBIOTERE ceMer...
ApXMBUPOBAHWE JaHHBIX KOMMEHOTED

'@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
Mownck u ncnpasneqne npobaem noAeICEATENER
'@' ¥cTaHOBKE POAMTENECKOND KOHTPOMA 4NA BCEX

MuTepyeT nonssceaTenei

[pocmoTp COCTORHKA CETH W sa,qa
BeiGop napameTpoe gomaluHei rpynnel u obuere ) OgopmMneHne N NepCoHanMsaLua
[IESENYIa K AU " MamereHne Tembl

MzmeHenue drona pabouero cTona

ObopyaosaHWe 1 3BYK
MpocmoTp yeTpoicTs U NpPUHTEROE

JloBasnenne ycrpoiicTea Yackl, AZBIK 1 pernoH

Hacrpoiika paspelueHuna 3kpana

¢ CrmeHa packnagkn KNaenatypel Wan apyrix
[porpammel L cnocobos BBOAE

YaaneHwe nporpamMmel MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

Puc. 5.40
B oTkpbiBLEMCA OkHe HaxmuTe [MoakntoveHune no nokanbHon cetu] (Puc. 5.41).
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GU

Manens ynpaenexma -

T A MPOCMOTP OCHOBHbIX CEEAEHWA O CETW M HACTPOWKA NOAKNHUEHWUA

o N
Mzmenenne napameTpos &! -'&.;

a4anTepa BEWARD
(370T KoMnbrOTER)

MpocroTp nenHoi KapTo

Heckoneko cetei HHTepHeT
VISMEHUTE JONCAHNTENBHBIE
napamMeTpel ofLLErD 4oCTyna

MpocmoTtp akTuBHB ceTeil MogKnoYEHNE MAKN OTKMHOUEHKE

Cem 4 Tun gocTyna: WnTtepHer

OBuwecTaeHHan ceT MogkntoueHna:

[3MEHEHWE CETEBBIX N apaMeTpoB

@i Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH

HacTpoiika GecnpoBodHoro, LWMPoKSNoADCHOrD, ModemHero, npamore wan VPN-nogentodedns
WM KE HACTPOIKE MAPLUPYTU3ITOPa AW TOYKN JoCTyna,

-s. MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD WAK Nogkntodedne k VPN,

BoiBop AoMaluHed rpynnebl v napameTpos obliero aoctyna

Cra. TakoKe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

OocTyn k aiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTUX CETEBBD KOMMEHOTERAX, WK
W3MEHEHWE NapaMETPOE oBLLIErD AOCTyNa.

¥cTpaHeHne Henonagok

[AnarHocTika u NCNpasneHne ceTesbix NpoBRen WAN NoayHeHUe CBEAEHWA 06 ncnpasneHin,

Puc. 5.41
B oTkpbiBLIEMCS OKHE HaxmuTe kHonKy [CBoncTBa] (Puc.5.42).
-

@ Cocroanue - Mogko4enne No ACKaNsHOH ceTH

Ofwme

MoakntYeEHe

IPv4-noaKmOYEHME: WHTEpHET
IPvG-NOAKMOHERNE: Bes goctyna Kk MHTepHeTy
COCTOAHUE cpefbl: MopknioYeHo
AnMTensHOCTE: 0447:33

CKOPOCTL: 100.0 MBMT fc

AKTMBHOCTE

y
OTAPaBNEHD —— &1! ——  [IPMHATO

BaiiT: 79 188 140 I 805 509 770

| [ @Eﬁm'craa ][@D‘rmol-m‘ru] [,ﬂ,marnocrma ]

Puc. 5.42
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUS HeobXoaMmo BbiGpaTb MYyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.43).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

-2 [poToron MH £I3 BE

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA

& OTBETMK 06HAPYXEHWA TONONOMMK KEHANEHOrD YDOE ~

[l

YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMMHHEIMKM
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.43
OTKpoeTCs MeHI, B KOTOPOM HeOoBGXOAUMO YCTAHOBWUTb 3HAYEHWUS HavarnbHbIX HACTPOEK,
3anuncaHHbIx BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).
Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHavyancs aBTomMaTuuyecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] w [[onyuntb appec DNS-cepBepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] ons Bcex oTKpbITbIX OKOH (Puc. 5.44).

Ceoitcrea: MpoTtokon MuTepreta sepcun 4 (TCP/IPv4) lélg

Obme ANbTEPHATHEHARA KOHQHM ypaLmMs ‘

MNapameTpel IP MOryT HasHAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOMOMHOCTE, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE Y CETEEOr0 AOMMHUCTPATOPA.

(@ Monyunts IP-aApec a5TOMATUNECKI I

{0) MNoNb30BaTE CREAYHOWMA [P-aapec:
IP-aapec:
Macka NoAreTH:

OCHOBHOA WK

| (@ MonysnTb anpec DNS-CepEEpa SETOMETHUHECKK I

(7) Mnons308aTh CNEAYIOWKE aapeca DNS-Cepsepos:

MpeanouMTaeHeR DHS-cepeep:

ANLTEPHATHEHEIN DN3-CepEep:

MNonTEEpANTE NEPEMETPEI NPK BbIX0AE ——

Puc. 5.44
Ecnu nsHavaneHo |IP-agpec Bawewmy MK 6bin 3agaH BpyuyHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTtb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykosofcTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbITbiX OKOH (Puc. 5.45).
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapameTpel IP MOTYT HAHEHEATLCA AETOMATUHECKM, ECIM CETh
NOAAEPHMBAET 3TY BOSMOMHOCTE, B NPOTUBHOM Cy4ae napameTphl
IP MOKHO NONYUMTh ¥ CETEBOMD AAMMHWCTPETOPA.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ WononssosaTh cneayowmMe anpeca DNS{epBepoB:I
MpeanounTaemeni DMS-cepsep: 192.168. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[T NoateepanTs napameTpe! npn sbixone

Puc. 5.45

5.7. TlpoBepka npaBUNBLHOCTM HacTpoeKk noaknyeHna IP-kamepbl K
NnoKanbHOW ceTu
[Ona KOHTpONs npaBWNbHOCTM CETeBbIX HACTPOEK KaMepbl W KOMMNbIOTEPA HYXXHO
NoAKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.
3anyctute 6paysep Internet Explorer. [na atoro Haxmute lMyck — Bce lMpoepaMmbi v
BblGepute cTpoky [Internet Explorer].

Beeante B agpecHom cTpoke |IP-agpec, nMpUCBOEHHbLIN Kamepe  (Hanpumep:
http://192.168.0.166) (Puc. 5.46).

e@ 2 http://192.168.0.166/ £~ 3 || @ nycran crparna A

Puc. 5.46

Mpu npaBunbHbIX HACTPOMKax OTKPOETCA OKHO aBTopu3aumu. [ns aBTopu3auuu BBeauTe
UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.47).

BHUMAHUE!

Vima nonb3oBaTens no ymonyaHuo: admin. Mapone no ymonyaHuto: admin.
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BezonacHocTs Windows *x

iexplore.exe

Cepeep 192.168.0.53 zanpalwmeasT MMA NOAL20BATENA W NapONs.

3TOT cepeep Takke coodwaet: "NK55002D6 H.264 IP Camera -
005A2132DC55".

admin

2RSS

D 3anoMHWUTL YUETHEIE AdHHLIE

OK OTmeHa

Puc. 5.47
Mpy nNpaBMNBHO BLINOSTHEHHbLIX AENCTBUSAX Bbl cMoxeTe 3anTn B BebO-uHTEpdenc yepes
Gpaysep 1 yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.48).

= N e
e- | @ wp/n92168.016610gin.asp 0~ 3 | @ wes service

Be@\VARD T T ——————
| Ocomson | B Ciomox PP 3amce § Pasrosop ) Mpocryuse Veenur epry Coon san [ P12 B visoSpaxenne

Puc. 5.48

NMPUMEYAHUE!
B cnyyae HeygadHoro coefvHeHusl C KaMepon MNpoBepbTe MPaBUIbHOCTb MOAKMIOYEHUS K NPOBOAHOW
CeTn, BEPHUTECb B Ha4yano AaHHOW rnasbl U MOBTOPWUTE HAcTpomnky. MNpu HeobxoanmocTn obpaTtutech K

Baluemy cucteMHOMY afiMUHUCTPaTOpY.
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MnaBa 6. MNogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHna o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM CeTu, HO U U3 ceTn NIHTepHeT.

B atom cnyyae ana ogHoBpemeHHoOW paboTbl KOMMbOTEPOB, HOyTOykOB, IP-kamep u

apyroro obopyaoBaHus B ceTn MIHTepHeT, Yalle Bcero, NCNonb3yeTcs MapLupyTM3aTop.

Mpn opraHusaumm poctyna K IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

ncnonbe3yTca creaylowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHWn ctatudeckun IP-agpec nnu PPPoE-
coeauHeHune. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONbKO OAHOW IP-kamepbl U He MOXEeT BbiTb Ha3Ha4YeH eLe Kakomy-
nmnbo yCTponcTBay.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW cTaTtudeckunn |P-agpec, KOTopbIn
Ncnonb3yeTcsa Ans NogKtoYeHns K cetn MHTepHET foKanbHOW CeTu, K KOTOPOK, B CBOKO
oyepedb, nNMaHMpyeTca NOAKMIOYUTL OOHY WM HecKonbko IP-kamep. [lpu Takom
NOAKMIOYEHNN UCNOoNb3yeTca MapLupyTnsatop. Npn 3ToM YMCno NOAKMYaeMbIX Kamep
3aBWUCUT, B OCHOBHOM, OT KOJIMYECTBA NepeHasHavyaeMbIX MapLupyTU3aTopoM NopToB.

3. lNpoBangep He BbliaensieT BHewWHWW ctatudecknn IP-agpec. IP-agpec HasHavaeTcs
npoBangepomM ANHAMUYECKN, TO €CTb TakK, YTO MPU KaXXgoM HOBOM MOOKMHOYEHUN 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHSieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cny4yae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIMOYEHMS OOHOW WM HECKOMbKMX KamMep K ceTu
MHTepHeT, BHe 3aBMCUMMOCTM OT TOro, kakon |P-agpec BbloeneH npoBangepom B
OAHHbIA MOMEHT, HeobXxoaMMO 3afenCTBOBaTb MHTEPHET-CryxObl, paboTtatowme
OVWHaAMUYECKUMU agpecamu.

[anee, 3T BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbl nogpobHee.
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6.2. lMoaknio4vyeHne nNpU CTaTUYECKOM BHELLIHEM

coeaAHeHUU

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

IP-appece unu PPPoOE-

Ona nogkntoyeHuns IP-kamepbl kK cetn MHTepHET HeobXoouMO W3MEHUTb €€ ceTeBble

napameTpbl B COOTBETCTBUM C AaHHLIMW, NOSly4eHHbIMK OT NpoBanaepa. Kak npasuno, npoeanaep

npegoctaBnsieT crnegylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),

Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

Ona nonyyeHnsa goctyna Kk IP-kamepe yepes ceTb VIHTepHeT no crtatnyeckomy IP-agpecy

HeO6XOD,I/IMO BbINONTHNTbL cnefywune waru:

War 1: nogkniounte IP-kamepy Hanpsimyio k Bawemy K.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5

OaHHOro PyKOBO,EI,CTBa) B COOTBETCTBUN C HaCTpOI‘/‘IKaMI/I, npenocTtaBiieHHbIMU Bawum MHTepHeT-

nposangepom (Puc. 6.7).

B@WARD [ rociorn | scerporsssns | vocponon [ _tpesers [ puron

JokanbHble HacTpoiika LAN

Ayauo
Wcnonkaosats IPVE []

DHCP

Bugeo

CeTb
~ Bepcua IP 1PV4 s
> OcHoBHulE

B P-aApec | 173. 104. 120 202
> PPPoE on 255 . 255. 255. 252
> E-mail 173. 194. 122. 211

MpeanounTaemsid DNS | 173 194. 122, 1

> FTP

AnsTepHaTMBHbIM DNS | 173 . j94. 122, 2
MAC-agpec | 00-5A-21-32-84-07

> DDNS
> PPTP
> HTTPS

3anuce

Tpesora

TepMmuHan

CucTEMHbIE

Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHoun cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEpHO, kKamepa AomkHa ObiTb 4OCTyNHa B ceTn VIHTepHerT.

B npvBeaeHHOM npumepe npoBanaep npeaocTaBun creayolwme AaHHble:

e IP-agpec: 173.194.122.202

e Macka nogcetu: 255.255.255.252
e OcHoBHOWM wWnto3: 173.194.122.211
e DNS-cepBep 1: 173.194.122.1

e DNS-cepBep 2: 173.194.122.2
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B obwem cnyyae, anga obpaileHus k IP-kamepe 4Yepes ceTb VIHTEpHET B agpecHOn CTpoke

Gpaysepa BBoauTCca cneaywowmi 3anpoc: http://[<IP>:<Port>, roe <IP> - IP-agpec kamepsbl,
<Port> — 3HayeHne HTTP-nopta. Tak kak B JaHHOM npumepe ucnonb3yetcs 3HadyeHne HTTP-
noprta, 3agaHHoe no ymondauuto («80»), TO, 4TOGLI OOpaTuTbCs K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxogumo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopknioyeHun Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun ctpoke 6paysepa nmeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeanHeHuns

WHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMAYEHWe No crtatudeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHu3yet Aoctyn K cetun WHTepHeT u4epes PPPoE-
coegvHeHune. B aTom cnyyae, oH npegoctaBnseT aboHEHTY UMSA Nonb3oBaTens 1 Napofb.

IP-kamepa NK55002D6 nopgepxumsaetr PPPoE-coeomHeHnne. [Ona ero ucnonb3oBaHuUs
Heo6xoa4nMO BbINOMHUTL CrieaytoLme waru:

War 1: nogkntounTte IP-kamepy k Baluei nokansHon cetu unu Hanpsimyto K MK (cm. Maey 5).

War 2: songute B MmeHto PPPoE HacTpoek IP-kamepbl: Hacmpoiku — Cemb — PPPOE.

War 3: B TekcToBbIX Nonsax [[lonb3oBartens], [[laponb] BBeanTe 3Ha4YeHUs!, NONyYEHHbIE

oT NHTepHeT-npoBanaepa (Puc. 6.2).

B@WARD [ roocvery | socrporaeaems | tocrpoinr | Tpesors | suon__]

TNokankHele HacTpoiika PPPoE

Ayauo
Bugeo BrnHuMTE,

con T
N e[
o omsosarent

rev

B cxnais

> E-mail

> DDNS

> PPTP

> RTSP

> HTTPS
Sanuce
Tpeeora
TepmuHan

CHUCTEMHBIE

Puc. 6.2

War 4: Ana npuHATUA 3MEHEHUI HaXXKMUTE KHOMNKY [CoxpaHuTb].
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BHUMAHUE!

[nsa BCTynneHuns ceTeBbIX NapaMeTpoB B cuny TpebyeTca nepesarpyska yCTpOUCTBa.

War 5: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

BHUMAHUE!

Mocne nogknoyeHns IP-kamepsbl k BblaeneHHon cetu Ethernet, oHa Byaet goctynHa B cetn MIHTepHeT nopg

IP-agpecom, NpMcBOEHHbIM e Bawim npoBarigepom n otobpaxaembiM B none [Aapec] (cm. Puc. 6.2).

Ons obpaweHus k IP-kamepe B ceTn NHTepHET B agpecHom CTpoke Opaysepa BBOOMTCS
cnegyowmn 3anpoc: http://<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, Ha3Ha4yeHHbIN Bawwmm
nposangepomMm npu yctaHoeneHmn PPPoE-coeguHenunsn, <Port> — 3HauyeHne HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!

Mpu nopknioyeHum Kk kamepe 4deped HTTP-nopT, 3agaHHbI MO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHown cTpoke 6paysepa umeet Bua: http://<IP>— roe <IP> — |IP-agpec kamepbl.
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6.3. MNoakntoyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, HaxogAawmmcs B

nokanbHoOu ceTu
Ecnu goctyn B ceTb NHTEpHET ocyLlecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHON CeTU NCMOoNb3yeTcs MapLupyTU3aTop.

BHUMAHMUE!

Ona ucnonb3oBaHWs AaHHOrO MeToda MOAKMoYeHUs Heobxoaumo 3apaHee npuobpectn y Bawero
npoeangepa MYBNNYHBIA CTATUYECKWUW IP-agpec. MMposaiigep npemocTaBnsieT, Kak MpaBumiio,
ONHAMWYECKMI BHYTPEHHWW |IP-agpec, KoTopbii OOCTYNEH TOMbKO B MOACETM nposaiiaepa.

[Moatomy yTouHuMTe TUN ncnons3dyemoro Bamu IP-agpeca 3apaHee.

Ana Toro 4Tobbl NnogknounTbCs K IP-kamepe n3 cetn VIHTepHeT, Hago obpatuTtbea no IP-
agpecy, BblgaHHOMY npoBangepom («BHeLWHUn» IP-agpec maplupytmsartopa), 1 K onpegeneHHoMy

nopTy.

BHUMAHUE!
Mpn obpaweHnn n3 cetn WHTepHeT Onsi Bcex Kamep, HaxoOslMXcs B OOHOM FlOKanbHOW ceTw,
cyllecTByeT Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIN NpoBangepom). [Noatomy Ans Jocrtyna K 9Tum

Kamepam HeobXoaUMO Ha3Ha4YUTb Kaxkaomn cBoe 3HavyeHne HTTP-noprta.

[na atoro TpebyeTcs BbINONHUTL CreayoLine 4eNCTBUs:

e /I3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawewn nokanbHon cetn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rioKarnbHOu ceTn).

e Hactpoutb yHKUMIO NepeHanpaBneHnss nopToB. [aHHaa yHKUMS nos3sondet
nepeHanpaensaTe obpaweHns u3 cetn VIHTepHeT K KakoMy-nnbo yCTpOWCTBY,
NOOKIMYEHHOMY K NnokansHonm ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4eckn nobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTudauum (nepeHanpasneHus

nopToB):

1. ucnonb3oBaHune TexHororum UPnP B MmapLupyTnsatope 1 kamepe;

2. pyYHas ycTaHOBKa napamMeTpoB Tabnuubl MapLIpyTU3aLum.

NMPUMEYAHMUE!

TexHonorua UPNP gaHHON Moaenbio Kamepbl HE NoaAep>KMBaETCs.
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6.3.1. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHeT C€ noOMOoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpowka 60nblUMHCTBA OYHKLUMIA MapLupyTNU3aTopoB
pasnMyHbIX MOAENEN BbINONHAETCS CXOXNUM 06pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn UHTepHeT yxe
HacTpoeHo. MaplpyTm3aTop UMeeT cnefyowmn nyonmnyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — «BHYyTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnica
MapwpyTtmnsatopa), «192.168.1.199» — IP-agpec kamepbl. [OnNd HACTPOMKM WUCMOSMb3YyeEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTca HasHauuTb MOpPThbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kKamepsbl. B
noKanbHOM cCeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadeHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Onsi BCex Kamep, HaxoOsWMxXcsi B OOHOW JlOKanbHOW CeTw,
cylecTByeT Tonbko oauH IP-agpec (BblgaHHbIM npoBangepom). Noatomy onst goctyna K 3TMM Kamepam

HeobxoQMMO KaxaoW Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE criefytolimMe AencTBUS:

BHUMAHMUE!
MopT AaHHbLIX 0653aTeNbHO AOMKEH TPAHCNMPOBATLCA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pa3rnnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1: B BeO-mHTEpence kamepbl OTKponTe pasgen MeHwo Hacmpolku — Cemb —
OcHogHbIe.
War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYEeHWE, OTNIMYHOE OT 3HAYEHMS MO

ymMon4aHuio. Hanpumep, nyctb B Ka4ecTBe NopTa AaHHbIX ucnonb3dyetca nopT «5001» (Puc. 6.3).
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B@\WARD [ roocuorp [ socmponesaemne | tocrporse [ tperos [ oucon ]

NokansHele OCHOBHEIE HACTPONKH
Aynuo

Buaeo oot s
HTTP ropr
ONVIF-nopT 2000

> E-mai
> FTP

> DDNS
> PPTP
> RTSP
> HTTPS

3anuce

Tpesora

TepMuHan

CHCcTEMHbBIE

Puc. 6.3
War 3: Ansa npumMeHeHnss HacTpoek HaXxxmuTe KHornky [CoxpaHuTb].
Takum obpasom, nopTbl Ans OOCTyNa K AaHHOW Kamepe BHYTPW nokanbHOW ceTu ByayT:
HTTP-nopt — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».
[na BTOpOM Kamepbl MOXHO BblOpaTb cneaytowme noptbl: HTTP-nopt — «80», lNopt
AaHHbIX — «5002», RTSP-nopT — «554» n 1.4.

Kamepa HacTpoeHa. OcTtanocb NpaBurbHO HACTPOUTbL MapLLPyTU3aTop.

Ona HacTponKu MapLupyTusaTopa BbIiNonHUTE cneaytowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec maplipytusaTopa (B Hawiem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpU3aLUK BBEOMTE NOTMH 1 naponb. Nocne

yOa4yHOWM aBTOpM3aLnmn OTKPOETCS OCHOBHAsi CTpaHuLa HacTpoek mappyTtusdaTopa (Puc. 6.4).

450M Wireless N Gigabit Router
Model No. TL-WR2543HD

TP-LINK'

Status

wps

Network
Firmware Version: 3.13.27 Build 121207 Rel 619550
Wireless

DHCP

Hardware Version: WR2543ND v1 00000000

m

USB Settings
Forwarding LAN

Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
19216811
255.255.255.0

Wireless

Wireless Radio:
Hame (SSID):

Enable
TP-LINK

Puc. 6.4

LWar 2: Bbibepute nyHKT mMeHio Forwarding — Virtual Servers. B nossuBueMCA MeHIO

HaxxmuTe kHonky [Add New] (Puc.6.5).
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450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Status

Virtual Servers

Protocol Status Modify

Quick Setup
WPS
Network

Internal Port IP Address

Wireless
DHCP
USB Settings

Enable All Disable All Delete All

— Previous Next
- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.5
War 3: po6aBbTe npaBuna nepeHanpasneHuns noptos Ans IP-kamepsl (Puc. 6.6). 3apante

cneayoLwme napameTpbl:
[Service Port]: ykaxute nopT, kOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MUCMONb3ynTe AN NepeHanpasneHus MopToB 3apermcTpupoBaHHbIe

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne nopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxuTte nopT, ucnornb3yemsblin B JaHHbI MOMEHT Ans A0CTyna K Kamepe 13

nokansHowu ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, AnA KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NyHKTbI HEe TPEOYIOT HAaCTPOWKM.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.6).

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

TP-LINK'

Status
WPS
Network
oo Service Port: 31 (O4-XX 0r XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwardi Protocol: All -
- Vi s Status: Enabled -
- Port Triggering
== Common Service Port: —Select One— -
-UPnP
Security
Parental Control Save
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.6

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK55002D6



BekVARD I nasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

War 4: HaxmuTe kHOMKy [Save], 4Tobbl coxpaHuTb npasuno. Mpasuno gobaeneHo (Puc.

6.7).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.7
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.8).

- ° 450M Wireless N Gigabit Router
Tp LINK Mode! No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
- ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP. 1 81 80 192.168.1.199 Al Enabled Madify Delete
USB Settings 2 300m 554 192.168.1.199 All Enabled Modify Delete
AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
- Port Triggering
-DMZ T
Previous | Next

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 6: n ewe ogHo npasuno anga NopTta aaHHbIX (Puc. 6.9).

BHUMAHMUE!
HTTP-noptel 1 RTSP-nopThl Kamep MOXHO nepeHanpaensaTb C MOMOLLbIO BUPTYanbHOro cepepa, ogHaKko

NopT AaHHbIX KaMep OO0JKEeH ObITb Pa3HbIM U TPAHCIIMPOBATLCA «MNOPT B FIOpT»!
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

181 80 192.168.1.199 Al Enabled Modify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete
P 3 5001 5001 192.168.1.199 Al Enabled Modify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-uPnP
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9
War 7: Ecnu Bbl ncnonb3yeTte HeECKOMNbKO kamep, To Bam HeobxogmMmo noBTopuTh Wwarn 2-6

Ansa octanbHbIX Kamep (Puc.6.10).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port 1P Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 Al Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 5002 5002 192.168.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding [_Previous ]

Dynamic DNS

System Tools

Puc.6.10

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbI NOAY4YMTL AOCTYN K Kamepe u3 ceTn MHTepHeT, Hago obpaTuTbCsa K Her no
IP-agpecy, BblgaHHOMY nNpoBanaepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 HasHa4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIA Kamepe Ans nepeagpecaumm,— «81». 3HaunT, Ond obpalleHns K Kamepe n3 cetn
WHTEepHeT Heob6xoanumo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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Ipunosxcenus

MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHNA 3aBOACKMX YCTAHOBOK.

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Lnio3 192.168.0.1
Nmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkritoueHnem obopyaoBaHUS HEOHXOANMMO 03HAKOMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHel cootBeTctBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCNOSTHEHMSI YCTPONCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmUTbl OT OPOCKOB B NUTaloLLENn
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS crnegyeT WUCMNOoNb3oBaTb CeTeBble PUNbLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 obopygoBaHMe cooTBeTCTBYET TPebOBaHUSAM dreKkTpomMarHuTHonm comectumoctn EN
55022, EN 50082-1. HanpsikeHne paguonomMex, cosgaBaemMblX annapaTtypour, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, YkasdaHHbIM B PyKOBOACTBE MO aKcnnyaTauuu ans
KOHKpPETHOro yctponctea. [ns YCTPOWCTB CO BCTPOEHHbIM WCTOYHMKOM MUTAHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 Iy +3%. [N yCTPOMCTB C BHELUHUM
CTabunM3npoBaHHbIM adanTepoM MUTaHUA — UCTOYHUK nutaHus S5 B 5% wnm 12 B £10%

(HanpspkeHne nynbcauun — He bonee 0.1 B).

B4. 3azemneHune

Bce ycTponcTtea, umetolwme BCTPOEHHbIM BNOK NUTaHUS, OOMKHbI ObiTh 3a3eMneHbl nyTem
MOAKIMIOYEHNss K creumanbHbiM po3eTkaM  SMNEeKTPONUTaHUs C  3a3eMieHueM unu nyTem
HenocpeacTBEHHOIO 3a3eMiieHMs Kopryca, €CnvM Ha HeM npeayCcMOTpeHbl cneumarbHble
KpenexHble 3neMeHTbl. 3a3emneHve 9neKTponpOBOAKU 34aHUA OOMKHO ObiTb BbINOMHEHO B
cooTtBeTCcTBMU € TpeboBaHuamu MYS (MpaBuna Yctponctea AnekTpoyctaHoBok). Ob6opynosaHme
C BbIHOCHbIMW OriokamMu nNUTaHWs WM aganTepamu TakkKe [OIMKHO OblTb 3a3eMneHo, ecnu 3To
nNpeayCMOTPEHO KOHCTPYKUMEN Kopryca WM BUMKM Ha LWHype nuTaHusa. MOHTax BO3AYLUHbIX
NVHUIA anekTponepesayn u NUHUA, NPOKNaAblBaeMblX MO HapPYXXHbIM CTeHaM 30aHWA U Ha
Yyepdakax, JOIPKeH BbITb BbINOSTHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpyyem, ecnu oavH KOHeL, aKpaHa nofkntoyaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHus, TO BTOPOM — MOAKMYaeTCa K 3a3eMreHuo Yepes

paspsgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxeHnin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA W NUHWUA, UOYLLUMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NMoMeLLeHNsIM, Ha BXxogax obopyaoBaHWUS AOSMKHbI ObiTb YCTAHOBMEHDI

YyCTPOWCTBA MOMTHME3ALLMTDI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHMMarnbHblE 3HAYEHUs1 TemrnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
Takke BNaXHOCTW, Bbl MoxeTe nNoCMOTpeTb B TEXHUYECKOM OMUCAHUM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas pabodvas Temnepartypa — 3TO TeMnepaTtypa, Bbllle KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPyC YCTPOMCTBA B NpoLecce ANUTeNbHON paboThl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOroO
npocTpaHcTBa no 6GokamM W CO CTOPOHbl 3agHen naHenu ycTtponctBa. [lpu ycTaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad unuM  CTOWKy JommkHa ObiTb obecnedyeHa Heobxogumas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCs YyCTaHaBnMBaTb B LWKady cneumanbHbid  6nok
BEHTUNATOPOB. TemnepaTypa OKpy)KalLlero BO3gyxa W BEHTUNAUMA LOMKHbl obecnevmBaTtb
HeobxoauMbIA  TemnepaTypHbid  pexum obopyaoBaHus (B COOTBETCTBUM C  TEXHUYECKMMU
XapakTepUCTUKaMM KOHKPETHOrO 060pya0BaHMS).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayloLwmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTM NOMELLEHMS.

6) OTcyTCcTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX cpes.

B) B nomewieHun, roe ycrtaHaenvBaeTca oOOpyaoBaHWE, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewatb Ha 060pyaAOBaHUN NOCTOPOHHME MpPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyanoBaHne HeobxoomMmMo obCnyXmBaTb C NEPUOAMYHOCTBIO HE MEHee OAHOro pasa B
rog C Uenbl yganeHus u3 Hero nbinn. ATO no3sonut obopynoBaHuto paboTtatb 6e3 cboeB B

Te4YyeHune npoaoInKUTESNIbHOro BpeMeHw.

B9. NMoakntovyeHne nHtepdencor
O06opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo 0bopyaoBaHue GyaeT paboTaTb AOMKHLIM
00pa3om B pasnumyHbiX KOHUrypaumsx n obnactax NpUMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
yTO 0bGopyaoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHMAMU KMEHTa npu
ero NpMMeHeHun B crneunguyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 06s3aTEeNbLCTBAM NpU
NOBPEeXOEeHUN BHELWHUX WHTepdencoB obopyaoBaHUs (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.M.) 1 camoro o6opyaoBaHusl, BO3HUKLLEM B pe3yrbTarTe:

a) HecobnogeHnst NpaBuIl TPAHCNOPTUPOBKM M YCINOBUIN XpaHEHWS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak NnoXkap, HAaBOAHEHME, 3EMITETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHW MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaunm;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLNBKE;

[) NCNONb30BaHNS He NO Ha3HaYeHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BMOAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOAAT 3@ paMKM OO0MYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NpeayCMOTpPEHbl TEXHMYECKON creLlmdukalmen Ha gaHHoe obopygoBaHue;

) BO3OENCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4YecTBO WU

T.M.).
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2023.

HekoTopble nyHKTbI HacTosiwero PykoBoacTBa, a Takke pasdenbl MEHK YnpaBreHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIMEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beapa». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMbIX WU BbIPAXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboToCnoCOBHOCTM MpU Mchonb3oBaHuUM B creundunyecknx uensax. OO0 «HIM «besapa»
NPUNoXnno Bce ycunusa, 4tobbl caenartb 310 PyKoBOACTBO Mo akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKK, KOTOpPbIE, BO3MOXHO, NPOU3OLLIAN NpY HanMcaHnn gaHHoro PykoBoacTtaa.

MHdpopmauua B nobon yactn PykoBoacTBa No aKcnsiyataumm N3MeHseTca U OOMNosHseTcs
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenms. OO0 «HIM «besapa» He Gepet
Ha cebs HMKaKON OTBETCTBEHHOCTM 3a NoOble NOrpeLlHOCTN, KOTOPblE MOTYT COAEPXKaTbCA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U ocTaBnseT 3a cobor NpaBO BHOCUTb M3MEHEHMS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onvucaHHble B Hem, B noboe Bpemsi 6e3 npegBapuTenibHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa siBNseTcs
HEenpaBWNbHONW WNW  HEMOMHOW, W BBOAMT B 3abnyxaeHuve, Mbl Oyaem Bam «kpawnHe

npu3HaTesibHbl 3a Bawu KOMMEHTapun 1 npeaioxXeHuns.

C3. Npeaynpexaennsa FCC

3710 06opyaoBaHME ObINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOWNM TpeboBaHNAM
NoNOXeHMUs O LNM(POBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
depepanbHon komuccum no ceasm (FCC). 3Tu orpaHnyeHuss 6binn paspaboTaHbl B LEnsx
obecneyveHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HMKaTb MPWM WUCMONb30BaHWUA
obopynoBaHUA B KOMMEPYECKMX Lendx. OTo obopygoBaHMe MOXeT uanydaTtb, reHepupoBaTb U
MCnonb3oBaTb SHEPrui B paguovacToTHOM AuanasoHe. Ecnn pgaHHoe obopypoBaHve 6yaer
YCT@HOBMNEHO W/unu 6yaeT MCNoNb30BaTbCA C OTKMIOHEHUSIMW OT HacToswero PykoBoacTea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paanoceA3n, a npu yCtaHOBKE B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTom cnyyae Bnageneu 6yaet o6sa3aH McnpaBnsTb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE

OTO YCTPOMCTBO MOXET BbI3blBaTb PAAMONOMEXM BO BHELLUHEM OKPYXXeHUW. B aToM cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBDI.

C5. NMoppepxka

Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C

cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MoXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B cnyxby TexXHWYECKOW NOAOEPXKW, MNOoXKarnywucra, noarotoBbTe

cneayoLyo nHpopmMaumio:

ToyHoe HammeHoBaHue u IP-agpec Bawero obopyaoBaHus (B cnydae npuobpeTteHus
IP-o6opynoBaHus), ata nokKynku.

Coo6LweHuns 06 owwmnbkax, KOTopble NOABAANNCL C MOMEHTa BO3HUKHOBEHWUSI NPOBNeEMbI.
Bepcua npowwmBkM K 4Yepe3 Kkakoe obopygoBaHue paboTano YCTPOWCTBO, Koraa
BO3HWMKMNa npobnema.

MNponsBeneHHble Bamu gencteus (No waram), npeanpuHATbie Ans CamoCTOATENbHOro
peLlueHnst npobnemsl.

CKPUHLLOTbI HACTPOEK U NapameTpbl NOAKIOYEHUS.

YUem nonHee O6ygeT npeactaeBneHHas Bamu uvHdopmaums, Tem ObicTpee Hawm

crneumanucTbl cMoryT noMoyb Bam pelumnts npobnemy.
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MpunoxeHue D. Mmoccapumn

3GP - mynbTUMeaunnHbI KOHTENHep, onpeaensdemblin NapTHEpckuM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeannHbeix cnyx6 3G UMTS.
MHorne coBpemeHHble MOOUNbHbIE TenedgoHbl MMEKT (PyHKUMM 3anmMcyM M NpPoCcMOoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPOrpaMMHOro obecneveHus
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-0B), UCMONb3yemMoro Ans ux
co3gaHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparieHusi ActiveX, gokymMeHTammu
ActiveX wn cueHapusmmn ActiveX. 3OnemeHTbl ynpasneHmss ActiveX 4acTto 3arpyxawTcs Wu
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvsaembl. Cama no cebe gaHHas TexHonorus He
ABNSAETCH KpoccnnatopMeHHOM 1 nogaepXxmnBaeTca B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTrpuyHaa uudpoBas
aboHeHTCKasA NWHUA) — MOAEMHas TEXHONOorus, npeBpalalollasl aHanoroBble CuUrHanbl,
nepefaBaemMble NOCPEACTBOM CTaHAAPTHOM TeNedOHHON NMHUK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), no3BOJIAA BO BpeMA pa6OTbI coBepLUaTb 3BOHKWN.

Angle / Yron o63opa — 3T0 yros, KOTOpbI 00pa3yroT ny4yn, CoeguHALLME 3a4HI0K TOYKY
o0bekTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE PacCTOSHME U Yalle BCero
BblpaxaeTca B rpagycax. OObIMHO Yyron 3peHust U3MepseTcsi Ha nuH3e, (OKyC KOTOpou
yCTaHoBreH B 6eCKOHeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHus, o6bekTuBbl AENST Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANVMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06beKTMBax, KOTopble
Yyale Bcero Mcnonb3ylTcsa A4S NaHOpaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro obbekTuBa coctasnsaeT 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpegeneHusa apgpeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHBLIX CETAX MNPOTOKOST HU3KOr0 YPOBHS, NpegHasHayeHHbIn Ons
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT MPOTOKOM nony4mn Grnarogaps NOBCEMECTHOCTU ceTen |P, noCTPOEeHHbIX
nosepx Ethernet. 3ToTr npotokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTpouncTBa. 1o nokanbHOW ceTu TpaHcnupyeTcs 3anpoc gns noucka yana ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio / ®opmaT akpaHa — 9TO popMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WUCMOMb3YEMbIA AONS TENEBU3NOHHBIX 3KPAHOB U KOMMbHOTEPHbIX
MOHUTOpPOB, cocTaendeT 4:3. TenesugeHne Bbicokon YyeTkoctTn (HDTV) ucnonessyet doopmaT kagpa
16:9.
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Authentication / AyteHTuduKkauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTtyna

NpeabsaBNEHHOrO UMM  MAEHTMdUKaTopa; noaTBepxaeHne noanuHHoctn. OgvH 13 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mosfib30BaTenbCKOro
naeHTudukaTopa, B NPOCTOPEYUN HasbiBaeMoro «normHom» (login — perucrpaunoHHoe ums
nonb3oBaTensd) W Napofnd — HEKOW KoHduAaeHUManbHOW WHOPMaUuMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOfb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYeHMEeM, KOTOpOe XpaHUTCA B crneuuanbHon 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBToOMaTUYECKOE perynnpoBaHme
BENWYUHbI guadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monajatwollero Ha marpuuy.
CywectByeT OgBa BapuwaHTa aBToMaTuUdeckon perynupoBku guadpparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GykBanbHO, CKOPOCTb NMPOXOXAEHNSA
6uToB MHOPMaunN. BUTpenT NpMHATO Mcnonb3oBaTb MpU M3MepeHUn 3APdEKTUBHON CKOPOCTU
nepegayn mHoOpMauun Mo KaHamy, TO eCTb CKOPOCTU nepefauyn «nonesHon WHgopmaumm»

(noMMMO TaKoBOM, MO KaHany MoXeT nepeaaBaTbcsi Cry»ebHasi HdopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEHcauus
3agHero cBeTa). TUNWYHbLIN NpUMEP HEOBXOAMMOCTU MUCMOSNb30BaHMA: YenoBek Ha (POHE OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpasnbHyto, T.e. 00LLy0 OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBETMOM (pOHEe OKHa BbINbETCH B UTOre "3acBeTKon" BCen KapTUHKW. BkrtoyeHne dyHkumm «BLCy»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty AdBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HadmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS UCMONb30BaHMA B JOKarnbHbIX CETAX U UCMOMb3yeT CBeAeHWs (3anncu) B criyxbe AOMEHHbIX
nmén (DNS) ansa obHapyXeHust Opyrmx KOMMbIOTEPOB, PABHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B BrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop |IP-agpecaunn, Nno3BonsALWwmn rmbko ynpaensaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ysi
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BOfdeT 3KOHOMHO
NCNonb3oBaTb OrpaHUYEHHbIN pecypc |IP-agpecoB, NOCKOMNbKY BO3MOXHO NMPUMEHEHNE Pa3fMyHbIX

MacoK NMoaceTen K pasnnyHbiM nNoaceTAaM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESNbHbBIA 3NEMEHT, NCNOMNb3YHLNNCS BO MHOIMX

UMPOBLIX KaMmepax M NpeacTaBnsaloWUin coOBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
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COTEH ThbICAY 3apAnoB (I'IVIKCGJ'IGVI), KOTOpble npeo6pa3y+0T CBETOBYIO 3HEPIrnid B IJ1E€KTPOHHbIE

curHanel. Pasmep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EavHbin wnw30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

cogepawasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbI1
MeTanfIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMOMb3yeMbld TUM MONYyNpPOBOAHMKA,
KOTOPbIA MUCNONb3yeT Kak OTpuUaTenbHYl0, TaK W MNOMOXUTENbHYK 3NEeKTPUYECKY0 Lenb.
[MockonbKy TONbKO Of4Ha M3 3TUX TUMOB Lienen MoXeT ObiTb BKoYeHa B noboe AaHHOe Bpems, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIeKTPOSHEPTMK, YeM MUKPOCXEMBbI, UCNONb3yoLme
TOMbKO OOMH TWM TpaH3ucTopa. Takke gatyukn nsobpaxeHns KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTkM, OOHAKO 3TO NMPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaT4ynkamun, KoOTopble ABNAKTCA TakkKe bonee OopormMuy B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa nns
Ha3Ha4YeHWs1 NOCTOSIHHOIO AOMEHHOIO UMEHM YCTPOMUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENMIO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6biThb IP-agpec, nonyyernHbin no DHCP vnn no IPCP B
PPP-coeanHeHuax (Hanpumep, npuv yganéHHoMm [OCTyne 4vepe3 mogem). [Opyrme MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coegunHeHne C 3TOM MaLUMHOM MO OOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcUrypaumm y3sna) — 3T0 CeTeBOW NPOTOKOS, MO3BOMSIOWINA KOMMbOTEPaAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrue napametpbl, Heobxoaumble ona pabotel B cetn TCP/IP. daHHbI
NPOTOKON paboTaeT no MoLenun «KNueHT-cepBep». [ns aBTOMaTMyeckon KoHdurypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBoro YycTponcTBa obpaiwjaetca K Tak

Ha3blBaemomy cepsepy DHCP 1 nonyyaeT OT Hero Hy>Hble napameTpbl.

DHCP-cepBep — aTO nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmvanasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo yHKUUIO NOAAEepXKMUBaOT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTOpbI.

Digital Zoom / LinchpoBoe yBennyeHune — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaappOBaHWs NOMYy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hudero He
yBENMYMBAET, a TOMbKO Bblpe3aeT HYXHYH 4YacTb Wu300paxeHuss u pacTarmBaeTr ee Ao

nepBOHaYanbHOro paspeLleHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOTyT BbITb UCMOMb30BaHbI
opraHuMsaumsiMn, KoTopble XOTAT LEHTpanu3oBaHHO YNpaBnsTb CBOMMM KOMMbkOTEpamun (Ha
KOTOpbIX YCTaHOBMeHbl onepaumoHHble cuctembl Windows). Kaxabii nonb3oBaTenb B pamMkax

AOOMeHa nonydaeT Y4eTHyr 3anuncCb, KOTOpas 06bIYHO paspewaeT 3aperncTtpmpoBatbCA WU
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ncrnonb3oBaTb tobon KOMMNbOTEP B OJOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKOTEP MOIyT ObITb

HaloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABnAeTCA cepsep, KOTOprVI

ayTeHTVId)I/ILI,MpyeT nonb3oBaTeneun B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX MPEVMYLLECTBEHHO B JlOKanbHbIX
KOMMNbloTEPHbIX ceTsx. CrtanaapTel Ethernet onpepensitoT npoBogHble  COEAMHEHUS U
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT kagpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJIYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu BO3HMKHET HEOGXOOUMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMMEeHMMa Anst 60NnbLUMHCTBA YCTPOWCTB, M OHA MOJTHOCThLHO

nepeycraHasnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSIb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMM, Hanpumep, Mexay nokanbHou ceTblo U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTu B APYryto
ceTb. bpaHamayapom MoxeT 6bITb NporpamMMHoe obecneveHve, paboTatoliee Ha KOMMblOTEpPE,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE anrnapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMeTpax ¢OKyCHoe
paccTosiHne 06beKTMBA Kamepbl, onpeaensioLlee WMPUHY ropu3oHTanbHOM 30Hbl 0630pa, KoTopoe
B CBOI ovepedb uamepsdeTcsa B rpagycax. Onpenensercda Kak pacCtogHne OT nepeaHen rnaBHom
TOYKM OO0 nepegHero dokyca (ans nepegHero OKyCHOrO pacCTOsiHMA) M Kak paccTosiHue oT
3aHewn rmaBHON TOYKM 00 3adHero dhokyca (aAngd 3agHero ookyCcHoro pacctosanus). MNpu atom, noa
rMaBHbIMM TOYKaMW MOAPa3yMEBAKTCA TOYKM MepecedeHns nepegHen (3agHen) rraBHOM

MITOCKOCTU C ONTUYECKON OChbIO.

Fps / KagpoBas 4yacToTta — KONMYeCcTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMbloTepHast

urpa, Tenesusop, DVD-nneep, Bugeodarn) BblAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHOW passBépTkM uHTepderica RS-170 mn B  dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTca u3 AByX OTAeNbHbIX obnacren
NNHWIA YepecCTPOYHON pasBepTkn 262.5 nnm 312.5 Ha yactoTte 60 vnmn 50 My ans Toro, 4ToObLI
copmMupoBaTh MOSHbIA Kagp, KOTOpbIN 0ToBpa3uTca Ha akpaHe Ha ydactote 30 wnm 25 Tu. B
BMgeokamepax C MNPOrpecCMBHOM pPa3BEPTKOM Kaxabl Kagp CKaHMPYeTCA MOCTPOYHO U He

SBMISIETCS YepPEeCCTPOUHbIM; BOMNBbLUMHCTBO M3 HUX oToBpaxaeTcsa Ha YacTtote 30 n 25 .

FTP (File Transfer Protocol / lpotokon nepepayn cannoB) — I3TO NPOTOKON

NPUIIOXEHWS, KOTOPbIN Mcnonb3yeT Habop npoTtokonoB TCP / IP. OH ucnonb3yeTcs, 4ToObI
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obmeHuBaeTca parvnamum Mexagy KomnbtoTepamu/yctponctBamm B cetTn. FTP  nossonsier

nogkntoYaTbes K cepepam FTP, npocmaTprBaTh coAepXnMoe KaTanoroB v 3arpyxatb dpainbl ¢
cepBepa unu Ha cepsep. Mpotokon FTP oTHOCUTCA K MpoTOKONam MpUKNagHoro YpoBHS U Ons
nepefayv AaHHbIX UCNONb3yeT TpaHCMNOPTHLIN nNpoTokon TCP. KomaHabl 1 AaHHble, B OTNMYME OT
GonblUMHCTBA APYrMX MPOTOKONOB nepeaarTcsl No pasHbiM noptam. MopT 20, oTKpbIBaeMbIN Ha
CTOpPOHEe cepBepa, UCMOoNb3yeTcs ANs nepeaayn AaHHbiX, NopT 21 - ans nepegayn komaxa. Mopt

ana npunemMa gaHHbIX KInMMeHToOM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MNMonHbIM Aynnekc — MNOMHbLIN Aynnekc npencraBnaeT cobow nepegady
AaHHbIX OJHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3ByKOBOCMPOU3BEOEHMS 3TO MOXHO
onucatb, Hanpumep, TenedOoHHbIMM cucteMamun. Takke nonygynsiekcHas cBsidb obecneumBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHNX 3a O4WH pas.

G.711 — crangapT ons npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obGpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / KoachcdmumeHT ycuneHmsa — KoOapULNEHTOM YCUNEHUS SABMSETCSA KOIPPUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTEMb YCUNUBaeT Cuny curHana.
KoadbpmumeHTbl yennenuns obbl4HO BblpaxatoTcsa B eanHmuax molHoctu. deunben (ab) sensetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHnda ycuneHua ycunmtens.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B Ka4yecTBe TOYKM BXoda B Apyryk ceTb. Hanpumep, B KopnopaTuBHOM CeTU, cepBep
KOMNbloTEpPa, AENCTBYHIOLUNA B KA4eCTBE MEXCETEBOro LUS03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOM 3allmTbl. MexceTeBOM LN03 YacTo CBA3aH Kak C
MapLUPyTU3aTOPOM, KOTOPbIA pacrno3HaeT, Kyda HanpaensATb NaKeT AaHHbIX, KOTOPbLIA NPUXOANUT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro wn3a and AgaHHOoro nakeTa.

H.264 — 370 mexayHapoaHbIN CTaHO4apT KOAMPOBaHWUS ayauo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [laHHbI CTaHAapT COAEPXKUT psi HOBbIX
BO3MOXHOCTEN, MO3BOMSAKLINX 3HAYUTENBbHO MOBLICUTL 3MPEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
GonbLuyo MrMBKOCTE NPMMEHEHNA B pa3HoobpasHbIx ceTeBbIX cpeaax. Mcnonb3yeTcsa B LMgpoBom

TenesnaeHun BbiCokoro paspewerus (HDTV) n Bo MHOrux gpyrmx obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepeaayn runeprekcra) — 310 Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMeama cavnammn) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B

PykoBoacTBo no noaksntovyeHuto IP-kamepbl NK55002D6 m



Be\'UARD Ipunosxcenus

cemenictee npoTokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaetca OO NONyyYeHus

noareepXxgeHma o ero npasuiibHOM npneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awWwuwéHHBLIA NPOTOKON nepeaayu
runepTekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegaBaembie no npotokony HTTP, «ynakoBbiBaloTCA» B KpunTtorpaduyeckmii npotokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3almTta 3Tux gaHHblx. B otnmnumne ot HTTP, anga HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCMONb3yeTcs AN NoAKNHYEHNS
MHOrOYMCMNEHHbIX YCTPONCTB K ceTn. CeTeBON KOHLEHTPATOP NnepeaaeT Bce AaHHble B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TONbKO nepegaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBnsiOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXoaswmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax U APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUMKLLMX MpU Nepeaaye AaHHbIX, Hanpumep, 3anpalmnBaemMas ycnyra HegocTynHa unmn XocT unum

MapLIpyTU3aTop He OTBEeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMeNcTBO cTaHOapToB ANnsi 6eCcnpoBOAHbBIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unn 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHgapt xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6uT/cek Ha nonoce 2.4 [Ty, B To BpeMs kak ctaHaapT 802.11a no3sonseT 3agaTb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpPOCTbio 50
n306paxkeHnn (Ha3biBaeMbIX MOMAMN) B CEKYHAY, U3 KOTOPbIX KaxKable 2 NocrneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeauHsitoTcs B 1 kagp. YepeccTtpoyHas pasBepTtka 6Gbina paspabotaHa
MHOrO feT Ha3aj Ans aHanoroBoro TeneBuaeHUs U 40 CUX Mop LWMPOKO npumeHsieTcs. OHa aaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWS B CTaHOAPTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXEHWNE N30BpaKeHUs.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemas koprnopauuven Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIx cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 ctaHgapT 3awuTbl 060pyAOBaHUSA, KOTOPLIA ONUCbIBAET
nbine- W BRaro- 3awuTty kamepbl BugeoHabnwogeHus. lMNepeas umdpa obo3HavaeT ypoOBEHb
3aWmMThl OT NonagaHna TBEpPAbIX YacTuy (Hanpumep, umdpa 6 o6o3Ha4YaeT NOSTHOE UCKIKYEHMNE

nonagaHunA I'IbIJ'II/I). BTOpaﬂ Lll/l(*)pa obo3HavaeT YpOBEHb 3alluTbl OT nonagaHuAa XUAKOCTEN
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(Hanpumep, uncpa 6 obosHayaeT 6e3ynpedHyto paboTy kamepbl NPy BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BPpEMEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uudpoBasa Bugeokamepa, OCOOGEHHOCTbIO KOTOPOW SBNSETCA nepepada

BMaeonoToka B uncposoM copmaTte no cetn Ethernet, ncnonbaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beguHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmn) — oavH M3 NONyNsiPHbIX rpadouyeckux opmaTos,
NPUMEHSEMbIA O XpaHeHUs hoTon3obpakeHnn n NogobHbIX UM n3obpaxeHui. Mpn cosgaHum
n3obpaxeHmsa JPEG nmeeTcs BO3MOXHOCTb HaCTPOMKM UCMOMb3YEMOro koadduumeHTa cxaTusl.
Tak kak npun 6Gonee HM3KkOM KO3ppUUMEHTe cxaTuss (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumBaeTcs obbem dpainna, cywectByeT BbIOOp Mexay KayecTBOM M300pakeHus u 06 beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHus CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4McCnUTENbHasa CeTb) — KOMMNbIOTEPHAsS CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEOOMbLLYIO TPpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHYI0 reorpaguyeckyto 30Hy.

Lux / Jlrokc — egmHuua n3mMepeHna OCBELLEHHOCTW. Onpep,enﬂeTc;l KakK OoCBeLlEHHOCTb
NOBEepPXHOCTU nnowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUMUKATOP NPUCOEANHEHHOrO K CETU YCTPOMCTBA UMK, TOYHEE, ero nHTepdenic

OnAa NOAKNMKYEeHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPON BGUTLI MPOXOAAT 3a4aHHYK TOYKY. OTOT napaMeTp 0bbIYHO
ncrnonb3yeTcs, Y4ToObl NpPeacTaBUTbL «CKOPOCTb» ceTw. JlokarbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unu 100 MoéuT/cek.

MJPEG (Motion JPEG) — nokagpoBbil MeTO4 BMAEOCXKATUSI, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SABMSIETCA CXaTWe KaOoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatma wusobpaxenun JPEG. [Mpu coxatum metogom MJIPEG wmexkagpoBas pasHuua He

YYUTbIBAETCA.

MPEG-4 — 370 MexayHapoaHbI CTaH4apT, UCNONb3yeMbli NPEUMYLLECTBEHHO AN CKaTUA
umdgposoro ayauo u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMOnb3yeTca AN BellaHus
(noTokoBOEe BMAEO), 3anUcK OUNbMOB Ha KOMMaKT-AUCKW, BuaeotenedoHun (BugeotenedoH) u

LLMPOKOBELLaHKA, B KOTOPbIX akKTUBHO NCNONb3yeTCA CKaTue Ll,M(*)pOBbIX BMOEO U 3BYyKa.

PykoBoacTBo no noaksntovyeHuto IP-kamepbl NK55002D6 m



Be\'UARD Ipunosxcenus

Multicast / FpynnoBasa nepega4a — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOM

KOMMM MakeToB HanpaensawTca onpedenéHHoMmy MOAMHOXEeCTBY agpecaTtoB. Hapsgy c
NPUIOXEHUAMW, yCTaHaBMMBAKOWMMN CBA3b  MeXOy WCTOMHUKOM W OOHUM nonydatenem,
CYLLIECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK Nocbinan nHpopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecauun TpebyeTcs Kaxagomy
nony4artento MHpopmauun nocraTb CBOW MakeT AaHHbIX, TO eCTb OdHa WM Ta >Xe MHdopmauns
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumm npeactaenset cobon paclumpenme |IP-
agpecauumm, No3BONAKoLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensMm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaX40ro U3 HUX K KOHKpeTHoW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl MOMAY4atoT TOMbKO YNeHbl 3TOW rpymnnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLEeCTBEHHbIX NMPEUMYLLECTB NO CPaBHEHMUIO
C TpPaAavUMOHHBbIM Noaxodom. Hanpumep, gobaBneHne HOBbIX NOMb3oBaTenemn He BrieyeT 3a cobom
Heobxoaumoe yBenuyeHne npomnyckHOW CroCOBHOCTM ceTu. 3HaYnUTENbHO COKpaLlaeTcs Harpyska
Ha nocbinawwun cepBep, KOTopbii Oonblle He [OOMKEeH noadepXkmBaTb  MHOXECTBO

OBYXCTOPOHHUX CoeIIHEHUN.

[na peanusauumn rpynnoBon agpecauuum B JOKanbHOW CeTU HeobGxoaumbl: noadepikka
rpynnoson agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
Ons OTNpaBKM 3anpoca o NpucoeguHEHUM K rpynne 1 nofiydeHuu rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUNOXEeHMEe, UCMorb3ylolee rpynnoBylo agpecaumio,
Hanpumep, BMAEOKOHepeHUunsa. TexHomnorua «MynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratnyeckas WM guHamumyeckas agpecauums. [pumepom
cTatmyeckmx agpecos senstotca 224.0.0.1 — agpec rpynnbl, BKAYawowen B ceba Bce y3nbl
nokansHom cetn, 224.0.0.2 — Bce MapLUpyTuU3aTopbl fokanbHOW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Af9 MPOTOKOMOB MapLipyTusauum u Opyrux
HU3KOYPOBHEBbLIX MPOTOKOSIOB  NOJAepXku rpynnoson agpecaumun. OcTtanbHble agpeca
ONHAMWYECKN  UCMOMb3yKTCA  MpUNoXeHnsmn. Ha  cerogHAWHUN  AeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPXKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuums, paspelatowas IGMP

MPOTOKOM UM MYJbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMEHU) — CeTEBON
NPOTOKON ANSA CUHXPOHU3aLUN BpeMeHU C ncnonb3oBaHveM ceteri. NTP ncnonbayet ana ceoeu

paboTtel npotokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SABMSETCH TENEBM3MOHHbLIM 1 BuaeocTaHgaptom B CLUA. Ctangapt NTSC goctaenset 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesown ctaHgapT, onpeaenstoLni

NPOTOKOIbI B3aMMOOENCTBUS TaKux yCTpOVICTB, KakK |P-KaMepr, BunageoperncTpaTtopbl 1 CUCTEMbI
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ynpaeneHna Buaeo. MexayHapodHbli ¢OpyM, CO3[4aBlUMKA  AaHHbIA - cTaHdapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uensto

pa3paboTkn U pacnpoCTpPaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CETEBOro BUAEOHAbNoAeHUs.

PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapt PAL) — TeneBU3MOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TeneBM3MOHHLIM CTaHOApTOM B CTpaHax EBponbl.

TeneBunanoHHbIn cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/Cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonorus, nossonstoLuas
nepegaBaTb YAanéHHOMY YCTPOWCTBY BMECTE€ C [aHHbIMU SMEKTPUYECKYH) SHEprui 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3N C NPUMIOXKEHUAMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMCne C APYrMMU NPUMOXKEHUSMM Ha 3TOM Xe
xocTe). B 0Bbl4HOW KNUEHT-CepBEPHON MoAenu npunoxeHne nubo oxumaaeT BXOASAWMX OAHHbIX
UNn 3anpoca Ha CcoeavHeHue («cnywaeT nopT»), NIMbo nocbinaetT AaHHble UNu 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (MpoTtokon ABYXTOYEYHOro COeAUHEHUs) — TMPOTOKOS,  MO3BONSANOLLNIA
ucnonb3oBaTb MHTEpdENC nocrnedoBaTenbHON nepefayn Ans CBsA3M Mexay ABYMsS CeTeBbIMU

ycTpouncTBamn. Hanpumep, nogkntodeHue MK k cepBepy nocpenctBoM TeNnedOHHON IHUK.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHNUA «To4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHusa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k WHTepHety  uepes
LLIMPOKOMOMOCHOE CoeanHEHMEe, Takoe kak NinHua DSL, 6ecnpoBoaHoe yCTPOMCTBO U KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMpOKONONOCHOrO Mogema nosib3oBaTeny nokanbHoOM ceTn MoryT
nony4yatb OOCTYNn C WHAMBUAOYarbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHbIM CEeTSM
AaHHbiX. O6veauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT aPEKTMBHBIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yAanNeHHbIM CepBEPOM

ONA KaXXgoro nosjib3oBaTersid.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW NMHMK B
nopsigke WX pasMeLleHns Kaxayl LWecTHaguaTylo [OMn  cekyHabl. To ecTb CcHadana
nokasbiBaeTcs NuHUA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpasom, nsobpaxeHue He GbeTcs
Ha OTAenbHble nonykagpbl. B 3ToM cnydae NONHOCTbIO mcyesaeT 3PdeKT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKNM.

RJ45 — yHMPUUMPOBaHHBIM pas3bém, WUCMOMNb3yeMblI B TENeKOMMyHUKauuax, umeet 8

KoHTakToB. Mcnonbayetcs ansa co3gadus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTom napbl.
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Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TouKy OGrnvkanwen

CeTW, B KOTOPYH NaKeT AaHHbIX OOMKEH OblTb HanpaBrieH Kak B CBOW OKOHYaTEmNbHbIA MYHKT
HasHadeHns. MaplpyTmu3aTtop co3gaeT uW/wnuM  noAaaepXkuBaeT — crnieuuwanbHyto  Tabnuuy
MapLLpyTU3aLUmm, KoTopasi CoXpaHsieT MHpopMaLmio, Kak TONMbKO OHa OOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTM3atop BKMAOYEH B KadecTBe 4YacTU CeTeBOro

KoMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN MPOTOKON B pPEXMUMe pearibHOro
BpeMeHM) — 3TO npoTokon IP ons nepegaynm gaHHbIX (Hanpumep, ayavo Mnu BUMAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HeObXoanmble ONis
BOCCTAHOBJIEHMSI TOfl0oCa UNU BUAEOU300pakeHna B NPUEMHOM Y3fe, a Takke OaHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro NpoTokona, B YaCTHOCTH,
nepegarTcsl BpEMEHHas MeTKa U HOMEP NakeTa. AT napameTpbl MO3BONSAIOT NPU MUHUMATbHbIX
3agepXkax onpedennutb MOpPsSiAOK M MOMEHT [OEKOAMPOBaHMST KakOoro naketa, a Takke
WMHTEpNoNMpoBaTb MOTEpPsiHHbIE MakeTbl. B KayecTBe HmKenexailero nNpoTokona TpaHCNOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepeaayn NOTOKOB B peXume
peanbHOro BpeMeHU) — 3TO NPOTOKON YNPaBreHUs, KOTOPbIN CAY>KUT OCHOBOM ANS cornacoBaHus
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHom nnu ogHoagpecHon nepegayn v ans
cornacoBaHus ncnonb3yembix kKogekoB. RTSP MOXHO paccmatpmBaTh Kak MynbT AUCTAHLUOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpegocTaBnsgemMbiMmM cepBepoMm Mmynbtumenuna. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayecTBe cTaHAapTHOrO NpOTOKONa And nepedadn aygmo- u

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namsatu tuna SD) — dopmat kapTbl ¢naLw-
namsaTn, paspaboTaHHbLIA ANS UCMONb30BaHWA B OCHOBHOM B MOPTATUBHbLIX YCTpoMcTBax. Ha
CEroAHSAWHUA [OeHb LIMPOKO WCMOMb3yeTcss B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
doToannapatax, MoOMNbHbIX TenedgoHax, KIK, kommyHuMkaTopax u cmapTdoHax, GPS-

HaBuUratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX MPUCTaBKax.

Shutter / OnNeKTPOHHbIM 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpPEMS HaKOMIEHWs JIeKTpUYecKkoro 3apsiga. OTa [fgeTanb OTBevyaeT 3a
ANUTENBbHOCTb BbIAEPXKKM M KONMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes hopMuMpoBaHMEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / NpocTon npoTokon nepegayn MNoOYTbl) —
npotokon SMTP wucnonb3yetcs ANa OTCbUIKA W NOMyYeHUs1 SMNEKTPOHHOW noyTbl. OgHako
MOCKOSIbKY OH SIBMISIETCH «NPOCTbIM» MO CBOEN CTPYKTYpPE, TO OH OrpaHUYeH B CBOEN BO3MOXHOCTU
Nno BMECTMMOCTU COOOLUEHU Ha Mnorny4arowem KoHUe, U OH 0Bbl4HO MCMOoMnb3yeTcs C OOHUM U3

AOBYX OpPYrnx npoTOKOJ10B, POP3 unun NPOTOKOJTIOM MHTEPAKTUBHOIO AOCTyna K SJ'IeKTpOHHOIZ noyrte
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(I'IpOTOKOJ'I |MAP) ChyY NPOTOKOJIbl NO3BOJIAIOT NOJIb30OBATESTHO COXPaAHATb COO6LL|,€HVIF| B NMOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / lpoToKkon TPaHCMOPTHOro YPOBHA) — 3TN ABa nNpoTokona (npotokon SSL asngaeTtca
npueMHuKkom npotokona TSL) gaBnsawTCcA  Kpuntorpaduyeckumn npoTOKONamu, KOTopble
obecneunBatoT 6e3onacHyto cBsA3b B ceTu. B BonblunMHCTBE cny4vaeB npoTtokon SSL ncnonb3yertcs
yepes npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3aLMLLEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe Ansl OCYLLECTBEHNS
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [lpotokon SSL umcnonb3yeT ceptudmkaThbl

OTKPbLITOro KpUNTOrpadnyeckoro Krtoya, YTobbl NOATBEPXKAATL OAEHTUYHOCTL CEpPBEpa.

Subnet mask / Macka noacetn — GuTOBas Macka, onpegensiwouwlasi, kakaa 4vactb IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakash — K afgpecy Camoro yana B 3TOW CETW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTcs B ceTu
192.168.0.0.

Switch / KommyTatop — KOMMyTaToOpoM S$IBRSIETCS CeTeBOe YCTPOMCTBO, KOTOpoe
COefVHSAEeT CErMeHTbl CETU BMECTE U KOTOpOe BblOMpaeT MapLupyT Ans Nepecbinikn YyCTPOUCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaTOp siBNsieTca 6onee npocTbiM m
Gonee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLUpyTu3aTop. HekoTopble KOMMyTaTopbl UMET

yHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / llpoTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayYeHHbIn ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCNOPTHLIN MexXaHu3M, NpeaoCcTaBsoLWwmm
NOTOK AaHHbIX C NpeABapuUTEnbHOM YCTaHOBKOW COeAMHEHMUS, 3a CHET 3TOro JaroLmnn yBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlydaeMblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMMKW OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time to live) — npegenbHbIi Neprog BpEMEHN UM YUCIIO UTEepaLUin Unn Nepexonos,
3a KOTOpbIN Habop AaHHbIX (NaKeT) MOXeT CylleCcTBOBaTb 4O CBOEr0 MCYE3HOBEHUHA. 3HayeHue
TTL mMOXeT paccmMaTpmBaTbCA Kak BEPXHAS rpaHULa BPEMEHU cyllecTBoBaHUSA IP-gentarpammbl B
cetu. [None TTL ycTtaHasnveaeTcs oTrnpaBuTenemM gentarpaMmmbl N YMEHbLLAETCA KaXabiM y3I1I0M
(Hanpumep, MapLpyTU3aTopoM) Ha MNyTU €ro CrnegoBaHWsl, B COOTBETCTBMM CO BPEMEHEM
npebblBaHUs B [OaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTtku. Ecnm none TTL
CTaHOBUTCS PaBHbIM HymMO A0 TOro, Kak gevMTtarpamma npubyaeTt B MyHKT HasHaveHusl, TO Takas
aentarpamma otbpacbiBaetcd u  oTtnpasutento oTceinaetca ICMP-naket ¢ kogom 11 —

((npeBbILIJeHI/Ie BpEeMEHHOro nHTepBana».
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UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTens) — 3TO

npoTtokon obMeHa [aHHbIMA C  OrpaHWYEeHWsIMA  Ha MepecbllaemMble  AaHHble MO  CeTw,
ucnoneaytowen npotokon IP. TNpoTtokon UDP gaensetca anbTepHaTuBon npoTtokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ANsA Hero HeobsAsaTernbHa AoCTaBka BCEX
AaHHBIX N HEKOoTopble nakeTbl MOryT 6bITb NPOMYyLLEHbI, eCrn CeTb NneperpyxeHa. 3T0 0COBEHHO
yaoobHO npu nepegaye BungeomaTepuanoB B peXvMe peanbHOro BPeMEeHW, NMOCKOSbKY He umeet
CMbICnia MOBTOPHO MepefaBaTbh YCTapeBLUyl WH(OpMauuio, KoTopas BCe paBHO He Oyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TtexHonorusi, nosBofsowasi nepcoHasnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpuMmep, OXpaHHOMY 06OpyAOBaHWIO,
passriekaTenibHbIM  YCTPOMCTBaAM WM  UHTEPHEeT-LUN3aM) COoeauHATbCA  Mexay  cobon
aBTOMaTMyeckn u paboratb COBMECTHO 4vepe3 eauHyk ceTb. [lnatdopma UPnP ctpoutcsa Ha
OCHOBE TaKMX WHTepHeT-cTaHgapToB, kak TCP/IP, HTTP wn XML. TexHonorma UPnP
noaaepXxunBaeT ceTeBble MHAPACTPYKTYpbl MPakTUYecKu nboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx yncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTM Ha ocHoBe TeneMOHHbIX NWHWUA, NUHUIA anekTponuTaHus un np. lMoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIM yKasaTenb pecypcoB) — 3T0

CTaHO4apTU3NPOBaAHHbIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoTokon nepeaayvm AaHHbIX) —
NPOTOKOM, CO34aHHbIM crneumanbHo ansa GSM-ceTel, roe HYXHO YyCTaHaBnvBaTb CBSA3b
nopTaTMBHbIX YCTPOUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOGUNBHOro

YCTPOWCTBA MOXET 3arpyxaTtb u3 cetn NHTepHeT niobbie undpoBbie OaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6pay3epoB, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meamna-noTokoM Unm ApYruMu AaHHbIMMN.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ans 6ecnposogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlwboe obopyaosaHue, cooTBeTcTBylowee cTaHgapty |EEE 802.11, moxetr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yHoLas B
KayecTBe HOCUTEMNS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMIOYEHME K CETU KOHEYHOro Nonb3oBaTens.

[1ns oCHOBHOWM ceTeBOM CTPYKTYpPbl 0ObIMHO MCMOMb3yeTcsa KabenbHoe coeguMHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans nofyaBToMaTU4eCcKkoro

co3aaHusa 6ecnpoBOHON AOMALLHEW CETMU. HPOTOKOJ'I Nnpn3BaH OKa3aTb NMOMOLLb NOJib30BaTENAM,

KOTopble He 00nagatT LIMPOKMMU 3HaHUAMKU O 6e3onacHOCTU B OecnpoBOAHbLIX CeTSAX, U Kak
crneacTBue, UMEKT CIOXKHOCTM Mpu ocyllecTerneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMs ceTu 1 3agaeT wundpoBaHue, Ans 3awmTbl OT HECAHKUMOHUPOBAHHOIO AOCTyna B CETb, Npw

3TOM HeT HeobX0aUMOCTU BPYYHYIO 3a4aBaTb BCe NapameTpbl.

Anroputm cxatus BuMAaeo — 3TO METOAMKa YMeHbLUeHMs pasMmepa dpamna umdpoBon
BMAeO3annucu nocpeacTBOM  yAaneHus rpaduyeckmx JreMEHTOB, He  BOCMPUHUMaeMbIX

4yenioBe4yeCKnM rma3om.

BapudokanbHbin 06BLEKTUB — OObEKTMB, MO3BOMSOWMIA MCMNONb30BaTb PasfiMyHble
hOKyCHble PacCTOsiHUS B MPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PMKCUMPOBAHHBIM  (OOKYCHBIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa - Bug kabens cBs3W, npegctaBnsieT cobon OAHY WM HEecKonbko nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MNIacTUKOBOW OGOMOYKON.
CeuBaHME NPOBOAHUKOB MPOU3BOAUTCS C LIEMb MOBBLILEHMS CTEMEHM CBA3M Mexay coboi
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHMTHasi noMexa O[IMHaKoBO BNusieT Ha oba npoBoaa napbl)
N MOCNEAYIOLEro YMEHbLUEHUS! 3NEeKTPOMAarHUTHbIX MOMEX OT BHELIHMX WCTOYHUKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBalyl BpeMeHU, B Te4eHne KOTOPOro CBeT BOS,EI,e|7ICTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEITIBHOIO MaTtepuana unu CBeTO‘-IyBCTBVITeJ'leOIZ mMaTpuubl Oonsa COO6LLI,eHVIFI emy

onpenenéHHon aKCnosnunin.

[eTekTop ABUXEHUSA — 3TO annapaTHbIn NMMBO NPOrpaMmHbIN MOAYb, OCHOBHOW 3adadven

KOTOpOro siBnsieTcs obHapy)XeHne nepemMeLLaroLLmnxcsl B Nofe 3peHnst KaMepbl 0GbEKTOB.

[eTekTop caboTtaxa — 9TO NMpPOrpamMMHbIA MOAYfb, KOTOPbIA MO3BONSET ObHapyxuBaTb
TakMe cuTyauuun, Kak: pacOoKyCUpoBKa, NepeKpbiTMe UM 3acBeYnmBaHMe M300paKeHusi, OTBOPOT
Kamepbl, 4YacTuyHasa noteps curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHM W3MEHEHMSI KOHTpacTa JoKamnbHbiX obracten kagpoB w3 BMAEOMNOTOKA,
nonly4aemMoro ¢ Terniekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4eckn BblbupaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOUMO OLEHMBaTb M3MEHEHME KOHTPacTHOCTU BO BPEMEHMU M, ecnuv
N3MEHEHME KOHTPACTHOCTM B 3TUX 0bGnacTax npeBblllaeT HEKOTOPbI OTHOCUTENMbHbLIA NOPOr,

NPUHUMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Ovnadparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B 0OObekTuBe
Kamepbl, KOTOpOe perynupyeT KONM4YecTBO CBeTa, nonajawolwero Ha martpudy. W3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBATb LEnbld psg nokasaTenen, BaxHbIX Ans

nony4yeHuna Ka4yeCTtBeHHOro |/|306pa>KeH n4.
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JdomMeHHoOe umMsa — 370 onpeaeneHHas 6yKBeHHaﬂ nocrnegoBaTenbHOCTb, 0003HavaroLLasa

uMma caunTta unu ncnonbldyemMad B MMeHax 3JJIEKTPOHHbIX MOYTOBbIX ALLMKOB. ﬂ,OMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn UMHTEepPHeT-y3rnoB U pacrofioXeHHbIX Ha HUX CeTeBbIX peCypCcoB

(Beb-cantoB, cepBepOB AMEKTPOHHOW NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka opme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTBo, obecneymBarollee MOACBETKY oObekTa

HabnioaeHns ¢ n3ny4yeHnem B MHPaKpacHOM auanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa onis padoTbl KpyrinoCcyTOYHO
B pa3sHbIX YCMOBUSAX OCBELLEHHOCTU. B yCcnoBusix ApKov OCBELLEHHOCTU M3obpaxeHue uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga spkui CBET nponagaeT, M HauMHalTCs CyMEpKMW, n3obpaxeHue

CTaHOBUTCA qepHo-6enoe, B pe3yJibTaTte 4ero noBbilLaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBs3n Kogek aTto obbl4HO Koaep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoBaHHbIX LENsaxX WM MuKpocxemax Ans npeobpa3oBaHus aHanoroBblX BUOEO- U
ayguocurHanoB B umdposon dopmat and nocnegyowlen nepegayn. Kogek takke npeobpasyer
npuHMMaemble UUdPOBbIE CcUrHanbl B aHanoroBbln dopmat. B kogeke ogHa Mukpocxema
ncnonb3yeTtcs Anst npeobpa3oBaHMs aHaNoroBoro curHana B umdpoBon M LMdPOBOro curHana B
aHanoroBbIn. TepMnH «Kogek» Tarkke MOXeT OTHOCUTBCH K KoMnpeccumn/gekoMnpeccun, n B 9Tom
crny4ae oH 06bl4HO O3HaYaeT anropmTM NN KOMMbIOTEPHYO NPOrpaMmy Ansi YMeHbLUeHMs obbema

dhainos n nporpamm.

Hopmaano 3aMKHYTblIe KOHTAKTbl — TakKasd KOHCTPYKUUA AaT4yuKa, KOTopasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa3OMKHYTbI€E.

Hopmaano Pa3OMKHYTblIe KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O61bLEeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHayeHHas ans

¢hoKyCUPOBKM NOTOKA CBETA Ha MaTpULie BUAEOKAMEPbI.

OTHoweHMe curHan/lym — YUCIIEHHO omnpeaensieT coaepXaHue napasvTHbIX LyMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3HavyeHMe OTHOLIEHMS CurHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKXEHUI nMeeT V|306pa>|<eH|/|e.

Mukcenb — 3TO 04HA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX LundpoBoe nsobpaxerHune. Lipet

N UHTEHCUBHOCTb KaXX0ro nmuKkcesnsa coctaBndeT KpOoLIEeYHYyto obnactb I/I306pa)KeHI/Iﬂ.

MNMpokcu-cepsep (Proxy - npeacraButenb, YNOMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CEeTAX, MO3BONSALWAA KIMEHTaM BbIMOMNHATL KOCBEHHblE 3anpocbl K Apyrum
ceTeBbIM crnyx6am. CHavana KNMeHT MOAKMNIoYaeTCsl K MPOKCU-CEpPBEPY M 3anpallmBaeT Kakow-
nmbo pecypc, pacrnornioXeHHbIV Ha ApYroM cepBepe. 3atem nNpokcu-cepsep NMbo NOAKMYaeTcs K

yKazaHHOMY CepBepy W Mony4YaeT pecypc Yy Hero, Nvbo BO3BpallaeT pecypc U3 COBGCTBEHHOro
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KaLlla. I'IpOKCM-cepBep No3BONSET 3almLLaTh KNMEHTCKNI KOMIMbOTEP OT HEKOTOPLIX CETEBbLIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensiowMin rnoBedeHne YHKLUMOHamNbHbIX 6rokoB Mnpu
nepenadve pAaHHbIX. Popmanu3oBaHHble nNpaBuna, onpeaensawllMe MnocneaoBaTenbHOCTL U
dopmaT CcooOLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEBblEe KOMMOHEHThI, fexallue Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewieHne nM3ob6paxeHUsa — 3TO KONMYECTBO MUKCENEN (TOYeK) Ha eanHuuLy nrowagn
n3obpaxeHus. MamepseTtcst B Meranvkcensax unvm otobpaxaeTtcsi B BUAe ABYX BENUYUH — BbICOTbI U

LUMPUWHBI N306paxeHus. BelicoTa 1 WpuHa Takke B JAHHOM Cryvae U3MepsitoTCst B NMUKCENSIX.

Py4yHasa anacdparma — NnpoTMBOMNOMIOKHOCTb aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl  Kamepbl AOMKHA BbINOMHATECA BPYYHYKO ONS PerynMpoBKM KONMYecTBa CBETa,

AJoctTurarowero 4yBCTBUTESIbHOIoO 3rieMeHTa.

CBeTocuna o6bLeKTUBa — 3TO XapakTepucTuka, nokasbiBarLLasi, kakoe KONmM4yecTBo ceeTa
cnocobeH nponyckaTb OaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AMaMeTp OTKPbITOW
Avadparmbl (UK, COOTBETCTBEHHO, YEM MeHblue F-yucno), Tem Gonbluee KOnM4YecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BblLLE CBETOCUI1A obbekTuBa.

Cumnnekc - npum CUMMMNEKCHOM CBSA3N CeTeBOM Kabenb WNM KaHamn CBSA3N MOXeT

MCNonb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TONMbKO B OOAHOM HanpasieHnn.

YnuyHaa Bupgeokamepa — 370 Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeobxoanMbIMUK XapakTepnctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpeabl and pa6OTbI Ha ynuue.

LiBeTHass Bupeokamepa — O9TO Kamepa, KoTopas pfaeT uBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl BUgeokamep YepHo-6enble, a ans nonyvyeHus LBETHOro msobpaxeHus
BO3MNe KaKOoW A4Yerku MaTpulbl POpMUPYIOTCS LBETHble hunbTpbl. MNepBbin PUNbTP NPUBHOCUT
KpacCHY COCTaBISOLLYIO LiBETA, BTOPON 3€MEHYI0, @ TPETUI CUHIOK. Taknum obpa3om, Tpu SYEnku
CTaHOBSATCS OAHOM Toudkon B LBeToBOM popmate RGB. CnegoBaTtenbHO, BMECTO TpeX MUKCENen

Ha pe3ynbTUPYHOLLEM U300paKeHUN Mbl MONy4YaeM TOSbKO OAMH.

AnektpomexaHuyeckun WUK-cbunbTp — npeacraBnser cobon yCTPOMCTBO, KOTOpOEe
CMOCOGHO B OOHOM pexume nogaensaTb MHPaKpaCHbI AMana3oH nNpy NomMowy MHpakpacHoro
WK-punbTpa, a B apyrom pexume UK-cunbtp ybrpaeTca anekTpoMexaHuyeckn, Takmm obpasom,

aenaa OOCTYNHbIM BECb CMNEKTP CBETOU3NYYEHUA.
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