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Be\UARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpefoCcTOPOXHOCTU

Mepen ncnonb3oBaHMeEM yCTPOMCTBA HEOOBXOAMMO NMOMHUTbL HUXKecnegyloLlee.

[aHHbIN NPOOYKT yooBneTBopsaeT BceM TpeboBaHnsiM 6€30MacHOCTN, OAHAKO, Kak 1 Nobon
anekTponpubop, B cryvyae HenpaBubHOro NCNONb30BaHNSE MOXET CTaTb NMPUYUHONW NOXapa, YTo, B
CBOIO 04Yepenb, MOXET NoBreyb 3a cO6oN cepbesHble nocrneacTeus. Bo nsbexaHne HecHacTHbIX

crny4aeB 06513aTeNIbHO U3y4nUTe UHCTPYKLMIO!

BHUMAHMUE!
Vicnonb3yite TOMbKO COBMECTMMblE YCTPOWCTBA. OJKCnfyaTauus YCTPOWUCTB, He 0OA0BpeHHbIX

npounssoauTernem, Hegonycrtmma.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTtauun!
N3berante AnNuTenbHOrO MCMNOMb30BaHMSA WKW XpPaHeHUs Kamepbl B HeBnaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWKOM BbICOKMX UMW HU3KMX TemnepaTtypax (pabovas Temnepartypa yCTPOUCTB
ot -10 go +50 °C).

e W3beranTte nonagaHnsi NPAMbIX COMHEYHbIX JTyYen B TeYEeHUe ANUTENbHOro BpeMeHu, a
Takke HaxoXxaeHus Nob6n3ocTn OTONUTENbHBLIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3beranTte 6nM30CTN C BOAOW UM UCTOYHUKAMM BNAXKHOCTW.

o [3berante 6nu3octu c ycrtponcTeamu, obnagarowmnmm 60nblLIMM 3MEKTPOMArHUTHbLIM
3 eKTOM.

e Heponyctuma yctaHoBKa Kamepbl B MECTaX C CUNbHOW B1bpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «beBapay».

B cnyyae HekoppeKTHOM paboTbl KaMepbl:
e [lpn oBHapyxeHun gbiMa nnun Heobbl4HOro 3anaxa.
e [lpn nonagaHuy Bogbl NN NOCTOPOHHUX OOBEKTOB BHYTPb.

° I'Ipvl nageHnn KamMmepbl U1 noBpeXXaeHmmn Kopnyca:

BbinonHuTe cneayrowme AoeNCTBUA:
e OTKNIOYMTE KamMepy OT UCTOYHMKA NUTAHMSA U OTCOEANHUTE BCE OCTarbHble NpoBoaa.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bl

MoXeTe HauTu Ha canTe http://www.beward.ru/.

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510
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Be\UARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSIOXUTE KaMepy B YNakoBKY MPOM3BOAUTENS UMK NGO apyrow

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexxaHne neperpesa HU B KOEM criyvae He BNOKMpYMTE LMPKYNsLMIO BO34yXxa BOKPYr

Kamepbil!

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons MPOTUPaHUS BHELUHWX MoBepxHocTen. [Onsa
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3ynWTe Hebonblloe KONMMYEeCTBO YMCTALLEro cpencrtsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuTENM, Takme Kak CnvpTocodepalime cpenctsa unu

O€eH3MH, TaK Kak OHU MOTYT NoBpeanTb KOpnycC KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510



Be\UARD Tnasa 2. Obwue ceedenus

MnaBa 2. O6wme cBeaeHud

IP-engeokamepa BEWARD B1510 paspabotaHa ans npuMeHeHuss B CUCTEMax
npodeccunoHanbHoro BuaeoHabnogeHnsa. B1510 nogaepxmBaeT yCTaHOBKY CMEHHbIX OOHLEKTMBOB
c kpenneHnem C/CS wu aBtoperynupyemon pguacparmon (APL). Kamepa ocHauwleHa
BblcOkovyBCTBUTENBHLIM KMOTI-ceHcopom ¢ paspelwieHnemM 1.3 meranukcens v nporpeccuBHbIM
CKaHMpoOBaHMeM. Takue TexHonormu, Kak pexumMm «[eHb/Houb», pacluMpeHHbI AMHAMUYECKUI
AnanasoH ¢ umdposon obpaboTtkon curHana (DWDR), cuctema wymonogasnenus (2D/3DNR), a
Takke anekTpomexaHnyeckmn NK-punbTp 1 BCTPOEHHbLIM MUKPOGIOH, BbIFOAHO OTANYaOT AaHHYIO
Modernb, TMO3BONSS €W COOTBETCTBOBATb BbICOKMM TpeboBaHuAM, npeabsBrnseMbiM K

coBpeMeHHbIM CUCTEMaM BUOeoHabnogeHns.

Puc. 2.1

IP-kamepa BEWARD B1510 nossondeTr npocmaTpuBaTb BUOEO B peanibHOM BpPEMEHMU
yepes cTaHaapTHbI MHTepHeT-6paysep.

Kamepa cnocobHa BbigaBaTb BMOEONMOTOK B dpopmaTtax cxkatua H.264/MJPEG. dopmar
H.264 wgeanbHO NOAXOAMT ANS YCNOBUA OrpaHWMYEHHOW nonockbl nponyckaHuda. [lpu  ero
NCNONb30BaHMM OOCTUraeTCa HaUMEHbLUMA TpaduK 1 Xxopollee KayecTBo nsaobpaxeHus. dopmat
MJPEG npeaHasHayveH Ans 3anucu 1 npocmMoTpa BUAEOoM306paXeHns B HAauNy4yLeM KavyecTse, HO
TpebyeT BonbLUMX CETEBbLIX PECYPCOB Y MECTa Ha XEeCTKOM Aucke (Npw 3anucu).

B1510 noakntoyaeTca K ceTu npm nomoLwim nposogHoro nHtepdenca 10BASE-T/100BASE-
TX 1 umeet nogoepxky PoE.

C onuuen B10xx-4G Kamepa oOcHaweHa BCTPOeHHbIM Moaynem 2G/3G/4G
NPOMbILLNIEHHOrO Knacca Ansi opraHM3auun 6ecnpoBogHOro NOAKIHYEHMS K COTOBbIM CETAM.

Moppepxka kapT namsatn Tuna MicroSD no3ssonsieT caenatb cuctemy BuaeoHabnwogeHus
ele Ooree HageXHOW: BaxHas MHopMaumsa He nponageT npu notepe coeanHeHus, B NOMHOM
obbeme oHa MoXeT ObiTb COXpaHeHa Ha KapTe namsatu. B pganbHenwem, ee MOXHO OyaeTt
BOCMPOM3BECTU KaK HENOCPEACTBEHHO C KapThbl, TaK U YAAreHHO Nocne yCTpaHEeHUs TEXHNUYECKNX
HenonagokK ceTu.

PykoBoacTBoO no noaksntoyeHuto IP-kamepbl B1510



Be\UARD Tnasa 2. Obwue ceedenus

2.1. Oco6eHHocTH IP-Bupeokamepbl BEWARD B1510

e BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKAHUPOBaHMEM

o [lo 25 kagpoB B cekyHAay npu paspeeHnn 1280x960

o [lopoepxka kapT namaT Tmna MicroSD/SDHC

o [IpodeccroHanbHOe nporpammMmHoe obecneveHne

e OpHoBpeMeHHOEe KoaMpoBaHUe ABYX NOTOKOB B hopmaTax H.264 n MJPEG

o Pexum «deHb/Houb», anektpomexaHnyeckmi UK-punstp

e ABTOMaTU4eckas perynuposka gnadparmsl (DC Drive)

e PaclmnpeHHbI AMHaMUYECKUIA mManasoH ¢ undposon obpaboTtkon curHana (DWDR)

o Llndposas cucrema wymonogaenenus (2DNR, 3DNR)

o BcTpoeHHbIn Be6-cepBep Ans HabnogeHUs 1 HAaCTPONKN

o [lopgpepxka npotokonia HTTPS c pexumamm pabotbl «HTTP», «HTTPS&HTTP»,
«HTTPS»

e B03MOXHOCTb MPOCMOTpPa 3anMcaHHbIX hannoB ¢ MOMOLLBI BCTPOEHHOrO nneepa

o BCTpoeHHbIN geTekTop ABUKEHUS

e TpeBOXHble BXOA, BbIXOA

e AyanoBxoa, ayanoBbIXoq

o Bbibop notoka (oCHOBHOW/anbTepHATUBHLIN) Npu 3anucy Bugeo Ha FTP

¢ Bbibop paspelueHus kagpoB ansi 3anucu Ha FTP, kapty namatn un no E-mail

o Co3gaHve oyepenm npu yctaHoBreHHoW nepepadve dannos Ha FTP/E-mail, ecnu ceTb
BPEMEHHO HeJOCTYyMNHa.

e [lutaHue no kabento Ethernet (texHonorus PoE)

o [lopoaepxka ONVIF

e BcTtpoeHHbIi moaynb 2G/3G/4G npomblwneHHoro knacca (onuusa B10xx-4G)

PykoBoacTBoO no noaksntoyeHuto IP-kamepbl B1510



Be\UARD Tnasa 2. Obwue ceedenus

2.2. OCHOBHbIE XapaKTepUCTUKU

o (CaetouvyBCTBUTENBLHBLIN 3nemMmeHT: 1.3 meranukcensa, KMOIT 1/3” Sony Exmor c
NPOrpeccuBHbIM CKaHNMPOBaHMEM

o OOBbekTMB: cMeHHbIN, KpenneHne C/CS, AP

o YyecTBUTENbLHOCTL: 0.008 Nk (aeHb) / 0.002 nk (Houb) / 0.001 nk (DSS@2k/c)

e CkopocTb paboThl 3aTBOpa: ot 1/2 ¢ go 1/8000 ¢

e PaspelweHune: 1280x960, 1280x720 — ocHoBHoM noTtok; 960x720, 640x480, 480x360,
320x240 — anbTepHaTMBHbIN NOTOK

o OpHoBpeMeHHoe kogupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

o CkopocCTb KagpoB: 40 25 KagpoB B CEKyHAY OS89 BCEX pa3peLLeHni

e BCTpOEHHbIN MHOrO30HHbLIN AETEKTOP OBWXEHNSA C PErYIIMPOBKON YYBCTBUTENBHOCTH

e [lo 10 ogHOBpEMEHHbIX NOAKIHYEHNI

o OTnpaBka kagpoB C BbIGOPOM paspeLleHust No aNeKTpoHHoW noyte, Ha FTP-cepeep u
KapTy namsTh MO pacnucaHuio NEPUOAMYECKM U MPU BO3HWKHOBEHUM TPEBOXHOIO
cobbITHSA.

e OrtnpaBka BMAeo C BbIOOPOM MOTOKa (OCHOBHOW/anbTepHaTuBHbIN) Ha FTP-cepsep u
KapTy NamsiTy No pacnucaHuio U Npu BO3HUKHOBEHUWN TPEBOXHOIO CODObITUS.

e [lutanme: DC 12 B, 0.2 A/ PoE (IEEE 802.3af (Class 1)): End-Span, Mid-Span

o Pabouas temnepartypa: ot -10 go +50 °C

o [lopgpepxmBaemble npotokonbl: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DNS, DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, UPnP, PPPoE (PAP,
CHAP), Bonjour, CamDrive

o [loppepxka oTpacnesoro ctaHgapta ONVIF Profile S

2.3. KomnneKkT nocTtaBku

e |P-Bngeokamepa

e TepmMuHanbHbIN BNOK

BHUMAHUE!
BEWARD ocTtaBnsieTr 3a cobovi npaBO Ha W3MEHEHWe KoMMIekTauum obopyaoBaHMs U ero nobblix

XapakTepucTuk 6e3 npeaBapuUTENbHOIO YBELOMITEHUS.

PykoBoacTBoO no noaksntoyeHuto IP-kamepbl B1510 n



Be\UARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA

3.1. Pa3smepbl IP-kamepbl B1510
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Puc. 3.1

Pa3amepbl ykaszaHbl B MUNMMeTpax.

3.2. OCHOBHbI€E 3NIEMEHTbI

OtBepcTns Noa KpeneXHbIM BUHT. pe3bboBbie OTBEPCTUMSI Ha BEPXHENW U HWKHEN
NOBEPXHOCTM KOpryca Kamepbl npegHasHayeHbl AN KpenneHUs KPOHLWTENHa C Lernblo MOHTaxa
Kamepbl Ha HecyLLen NoBepxHOCTU. NogpobHee MOHTaX Kamepbl onucaH B NyHKTe 4.3.

KpenneHue obbekTuBa: pe3bboBoe kpennenue ctaHgapTta C/CS, npegHasHayeHHoe Ans
duKkcaumMm COBMECTUMbIX OOBLEKTUMBOB kamep BuaeoHabnogeHnd. Cnocobbl perynmpoBku yrna

0630pa 1 PoKYCUPOBKM 3aBUCAT OT MOLENU MPUMEHAEMOro 06bEKTMBA M ONucaHbl B NyHKTe 4.4.

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510



Be\'UARD Tasa 3. Pa3Mepbl U OCHOBHblE 2jleMeHNnbl ycmpoﬁcmea
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TpeBoxHble Bxoa/Bbixoa (1): npeaHasHayeHbl AN MOLKIHOYEHUST BHELIHUX YCTPOWCTB

. PWR DC[12v ETHERNET ”'CRO‘SD
N

Tpesoru (Puc. 3.2).

TpeBOXHbI BXOA CMAYXWUT ONS MOAKMHOYEHMS BHELLUHUX OAaTYMKOB (Hanpumep, AaTyunka
obbema). [Ina BO3HMKHOBEHNSA TPEBOXHOIO COOLITUSI AATYMK OOIMKEH 3aMKHYTb NGO Pa3soOMKHYTb
(3apaeTtca B HacTporkax kamepbl) koHTakTbl K ALARM IN» n «<ALARM G».

TpeBOXHbIV BbIXOA CAY>XUT ANA NOAKMOYEHUA UCNOMHUTENbHBIX YCTPOWUCTB (Hanpumep,
n3sewartens). B cnyyae HacTynneHus TPEBOXHOro cobbITVS, MpM MOMOLLM BCTPOEHHOrO perne
3amMblkatoTca Nnbo pasmblikatoTcs KoHTakTel KALARM 1A» n « ALARM 1B».

Pasbem RS485 (2): npegHasHayeH [AOns NOAKMOYEHWS BHELUHEro YCTPOWCTBA,
nogaepxmBatwouwero craHgapt RS-485, Hanpumep, ¢ uenbto co3gaHus PTZ-mogudmkaumm
Kamepbl.

AynvoBxopn, ayauossbixoa (3, 4): pasvembl 3.5 MM «mini-jack» npegHasHayveHbl Ans
NOAOKMIOYEHNSS BHELIHEero akTMBHOTO MMKPO)OHA W  akTUBHOIO [AuHamuka. Bbl  moxete
opraHu3oBaTb [ABYCTOPOHHWUI KaHan CBA3W MeXdy onepaTtopoM, YrnpasnsowuM Kamepon yepes
BeO-uHTEpENC, N YenoBeKOM, Haxoaslwumcss B 30He HabntogeHuda. lMNpu 3TOM MUKPOMOH
nogknoyaetca k pasbemy «AUDIO IN», a auHamuk — k pasbemy «AUDIO OUT» (Puc. 3.2).

Pasbewm IRIS (5): npegHasHayeH ang NnogknoyYeHnsa KOHHEKTopa ynpasneHnsa guagparmon
npu MCNONb30BaHUM OO6bekTMBOB C noagepxkon AP[  (aBToMatudeckon perynupoBku
anadparmbl).

C6poc HacTpoek (6): JaHHas kHoMKa npegHasHaveHa gnsa cbpoca Bcex HaCTPOEK Kamepbl
B 3aBOACKMe ycTaHoBKM. [Ina cbpoca HacTpoek HeobxoaMMO B TeYeHne OeCATU CeKyHO HaxaTb

KHOMKY cbpoca Tpu pasa c npoMexyTkaMu B ogHy 1 bornee cekyHabl Mexay Haxatuamm (Puc. 3.2).

PykoBoacTBoO no noaksntoyeHuto IP-kamepbl B1510 m



Be\UARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

Cnot kaptbl namatu (7): npeaHasHayeH ANt YCTAHOBKM KapTbl namsTv copmarta

MicroSD/SDHC (Puc. 3.2). icnonb3dynTe kapTy naMaTn AN 3anvcy BUAEO- U ayaMoLaHHbIX Kak B

pexume TpeBorn, Tak U B peXunme NOCTOsAHHOM 3anucu. Takke npegycMoTpeHa BO3MOXXHOCTb

DGSGDBHOVI 3anucu npun oTcyTCcTtBnMnN CoeanHeHnd C CEeTbIO.

BHUMAHMUE!

lopsiyas 3amMeHa KapTbl MaMsATM He MoAdepXMBAeTCs KamMepoi M MOXET MPUBECTU K MOBPEXOEHUIO

obopynoBaHusa 1 notepe AaHHbIx!
He oTkniovarite kamepy BO BpemMs (hOpMaTUpOBaHNSA KapTbl MAMSATU.

Kamepa He noppepxvBaeT kapTbl namsaTh, npu opMaTUpPOBaHWM KOTOPbIX ObINO CO34aHO HECKOSbKO

pas3nenos.

CeteBOM pasbeM UM MHAOMKATOPblI CceTeBOro noaknto4veHna (8): pasbem Aans
NOAKMIYEHNs Kamepbl K ceTn VIHTepHeT, poyTepy uiM KoOMMyTaTopy npy NOMOLUM CTaHOAapPTHOro
8P8C (RJ-45) wTtekepa (Puc. 3.2). JaHHass mogenb Kkamepbl noaaepxumeaeT TexHonornio PoE —
BO3MOXXHOCTb NMOAayun NUTaHUA NO ceTeBOMy Kabernto.

XKentbin nHONKATOP rOPUT MpU YCTaHOBNEHHOM MOAKMYEHUM kamepbl kK ceTn Ethernet,
3eneHbl — Npu CETEBOM aKTUBHOCTU (Nepedayve AaHHbIX).

Pa3zbem nutaHuA (9) npegHasHa4veH anAa nogadum noCtoAHHOro nutTarwero HanpaxeHumsa

HomMuHanom 12 B, 0.2 A (Puc. 3.2). NonapHOCTb NOAKNIOYEHNS: @_G_®

BHUMAHUE!
OpHoBpeMeHHasi nofava nuTaHus ¢ ncnonb3osBaHnemM TexHonorun PoE n pasbema nutaHusa sanpeyeHal

Mpn nogade nutaHmna 12 B yepes pasbem UCNOSb3YNTE TOMNbKO UCTOYHUKK, pekoMeHaoBaHHble BEWARD!

NHpaukaTop nutaHusa (10): KpaCHbI MHAUKATOP rOPUT NPU NOLKITHOYEHUN NMUTAHNSA Kamepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510 n
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naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wme cBegeHus o nogknoyveHnm IP-kamepbl B1510 k cetn

IP-kamepa B1510 moxeT nogkntovatbCA K fokanbHOW cetu nubo cetn MHTepHeT npwm
nomow nposogHoro coeaumHeHuns (Ethernet). lMNogknioyeHMe MOXET OCYLLECTBNATLCA Kak
Hanpamyto Kk TK, Tak ©“ npu nomowm BCNOMOraTenbHOr0 CeTeBoro 06OpyAOBaHUS
(mapwpyTtusartopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynsipHeIM cnocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKNIo4YeHNne Yepeal BblAENIEHHYIO JIMHUIO Ethernet.

:
W
{\_

‘ / Mapmpytusarop

.,!/
Puc. 4.1

OcHOBHbIE Warn n pekomMeHgaunm no yCtaHOBKE U HaCTpOVIKe KamMmepbl OonncaHbl aanee B

[AaHHOM pyKOBOACTBE.
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4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMM CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus |P-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa BEWARD B1510 npegHasHadeHa [Anisi MCMNOMNb30BaHUS B YCMOBUSIX C
npegensHon TemnepaTtypon akcnnyartauum ot -10 go +50 °C.

e W3berante nonagaHusa Ha Kamepy NpPsiMbIX COMHEYHbIX fyYen B TedeHue ANUTEenbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobnm3ocTn OTonNUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBen€T K MNOSBMAEHMIO
HexenaTenbHbIX «CMnemnbiX» 30H, KOTopble OyaQyT OCTaBaTbCsd BHE MNONSA 3peHus
onepaTtopa.

e W3beranTte 6GnM30CTN C BOAOW UM UCTOYHUKAMM BNAXKHOCTW.

o |3berante ONM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMWM MOLLHbBIX SMNEKTPOMArHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCTpoWcTBa C YyyeToM noaBoda
coefvHUTENbHbIX Kabenewn.

e W3GeranTte cnocoba KpenneHus kamepbl, OOMYCKaloLWero 3HaduMTenbHylo Bubpauwmto.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa ABWKEHUS W YEeTKOCTb
n3o6paxkeHnsi B LIENOM.

e Kamepbl BuaeoHabniogeHns HeobxoaMmo pasMewatb Tak, 4YTOObl  WUCKMIOYMTb
cnyyvyanHoe WnuM cneuvanbHoe MNoBpexaeHue U U3MeHeHwe HanpasneHuss ob3opa
Kamepbl.

e HanpaBnenne o63opa (30Ha BuAeoHabMAEHUSA) kamepbl OOMMKHO OblTb TBEPOO

onpeaeneHo Ha MOMEHT YCTaHOBKMN.

PykoBoacTBoO no noaksntoyeHuto IP-kamepbl B1510
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PekomeHgauuu no npoKnagke kabens Tuna «BuTan napa»:

e B «kopugopax xenaTtenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CcnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM MO pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kaberb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3fEKTpuYeckme
kabenn B pasHbIX OTCeKax WM CeKUuMsaX, MWMEKLWUX ChfoWHble MpoaosibHbIe
neperopogkm € npegerioM OrHecToMkoctTu He MeHee 0,25 4 u3 Hecropaemoro
Martepuana ToNnbko B paboumx 30Hax Ha paccTtosHuM He ©onee 15-Tu MeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpuyeckre n cnaboTtoyHble kKabenu gonyckaeTcsa NpoknagpiBaTe napannensHo Ha
paccTosiHum He meHee 50 MM gpyr OT gpyra B pasHbix kabenb-KaHanax unm cekumsaix
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3neKkTpuyeckoro nonsi, obpasytolierocsi oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HeO6X0OMMO YBENUYNTL PacCTOSIHNE
MEeXOy OneKTPU4eckuMn u  crnaboTouyHbIMM  Kabenamm unm  CHU3UTbL  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMmKHblI NepecekaTbCA TOMbKO MOA MPsiMbiM
yrnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OIMKHbI NPOXOAMTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHbiX flamn AHEBHOro ceeTa (JIOMUHECLEHTHbIX namn) u
APYrnX BbICOKOBOMbTHBIX YCTPONCTB, COAEPXaLLMX pa3paaHuKN.

e HeakpaHupoBaHHble BUTONApPHbIE Kabenu AormkHbl NPoKNaabiBaTbCHA Ha PacCTOSAHUM He
MeHee 1.5 MeTpOB OT MCTOYHWUKOB CUSbHbIX 3NEKTPOMArHUTHbIX NOMeX, 0bpasyroLmnx
HaNPSYKEHHOCTb 3N1IEKTPUYECKOro noss cebiwe 3 B/m.

e PacnpepgenurenbHble YCTPOMUCTBA C 3a4eNaHHbIMN HEAKPAHMPOBAHHbLIMU BUTONAPHbLIMMK
kabensmMn [OOMKHbI pacnonaraTtbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWUIbHbIX 3NEKTPOMarHUTHbIX NomeX, 06pasyrowmx Hanps»KeHHOCTb
AMEKTPUYECKOro nomns cebille 3 B/m.

e [lpoknagka BUTOW nNapbl MeXAy TOYKaMW MOAKMYEHNs OO0SPKHA NpPOM3BOAUTLCS
uenbiMn Kyckamu, Npyu 3TOM HarnpasfeHue Tpacchbl cnegyeT 3apaHee npogymaTtbh Tak,
4YTOObI €€ NPOTSHKEHHOCTL OblNa Kak MOXXHO MEHbLLE.

e  MuHumanbHbIN paguyc nsrmba ons kabensa — vyeTblpe gnameTpa kabensa (unu 1 gonm =
2,5 CM), HO CyLIeCTBYIOT pekomeHdauun pasMmewiaTtb kabenb Takmm obpasom, 4Tobbl
obecneynBaTtb n3rmb pagmycom 2 gronma (5 caHTUMETPOB).

e MakcumanbHas onvHa cermeHTa gormkHa ObiTb He 6onee 100 meTpoB.
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4.3. MoHTax IP kamepsbl

Cnocob® MOHTaxa Kamepbl MOXET OTnMyaTbCA B 3aBUCMMOCTM OT BuAa BblIOpaHHOMO

KPOHLUTENHA.

BHUMAHUE!

KpOHLIJTeIZH B KOMMJIEKT NOCTAaBKN HE BXOOAUT U r|p|/|o6peTaeT09| otaenbHo!

NMPUMEYAHUE!

Kamepa nmeet aBa pe3bb0BbIX OTBEPCTUS ANSA KPEnneHUst KPOHLUTENHA, CBEPXY U CHU3Y.

B obwem cnyvae, ana MoHTaxa IP-kamepbl HeobGXo4uMMoO BbINOMHUTL cregyowme
aencreus:

LWar 1: onpegennTb MECTOMONOXEHNE KaMepbl U 3aMKCMPOBaTb KPOHLUTENH Ha HecyLlen
NMOBEPXHOCTM.

LWar 2: obecneunTtb NOABOAKY TONMbLKO Kabens «naty-kopa», ecnv Bbl ncnonb3yete nogady
nuTaHna no TexHonorun PoE, unv nogeodky kabensi «narty-kopa» 1 kabenda nutaHud, ecnu Bel He
ncnonb3yete nogadvy nutaHue no texHonorin PoE.

B cnyyae mncnonb3oBaHus kamepbl ¢ onumen B10xx-4G Heobxogmmo obecneuntb MeCTO
Ansa pasmelleHms 4G-aHTeHHbl M NOABOAKY Kabens nuTaHus (Npu 3TOM Ans nepBOHavanbHON
HaCTPOMKN Kamepa OOSKHA ObITb NOAKIOYEHA Yepe3 NPOBOAHOM MHTEpPdENC).

War 3: HagexHOo 3ahnKCMpoBaThb KaMepy Ha KPOHLLUTENHE U OTPErynnpoBaTb HanpasfeHne
0030pa kamepbl.

War 4: ¢ nomowpto kabena «naTty-kopa» coeauHuTb ceteBon pasbem (ETHERNET) IP-
Kamepbl HanpsMylo ¢ KOMMyTaTopom/MapLupyTusatopoM ¢ nogaepxkon PoE (nubo vepes PoE-
NHXEKTOP).

Ecnu Bbl He ncnonb3yete nogady nutaHusa no texHonorum PoE, To, kpome coepuHeHus
ceteBoro pasbema (ETHERNET) IP-kamepbl kabenem «naTt4y-kopga» C KOMMYTaTOpOM WM
MapLipyTM3aTtopoMm, K pasbemy nutanHus (DC 12V) IP-kamepbl HEOGXoAUMMO NOAKMYUTL 6NokK
NUTaHNA NOCTOAHHOIO TOKa HanpskeHnem 12 B.

Bo wusbexaHne nonoMku obopydoBaHus, UCMNONb3yWTE TOMbKO  KOMMMEKTYoLWme,

pekoMmeHgoBaHHble BEWARD.

4.4. YcTaHOBKa U perynupoBKa o6bekTusa

[aHHasa moaenb kamepbl MoaaepXuBaeT YCTaHOBKY OOBbEKTMBOB C KpenneHnem ctaHaapTa
C/CS. lMpouecchbl yCTaHOBKW, perynupoBkn yrrna ob3opa n goKycMpoBKku OyayT pacCMOTPEHbI Ha
npumepe obbekTBa BR02811AIR (Puc. 4.2).
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Puc. 4.2

War 1: cHumnte 3AlNTHYHO NMaCTUKOBYH KPbILIKY, 3aKpbiBalOLLYH pe3b6osoe oTBepCcTHne

ANsA npucoegmHeHns o6bekTuBa, NOBOpaYvMBasi €e NPOTMB YaCOBOW CTPESIKMN.

War 2: cHMMMTe 3aHIO 3alUUTHYI0 KPbIWKY C pe3bbbl 0ObekTMBa M BKpPyTUTE €ro,
noBopayunBas No YacoBOW CTpesike, B OTBEPCTUE A0 ynopa.

War 3: nogkntounte KOHHEKTOp obbekTMBa Ans ynpaeneHua APL k pasbemy «IRIS»
kamepbl. CHAMUTE NEePEAHIO 3aLLMNTHYIO KPbILKY 06beKkTMBa.

War 4: yctaHoBUTE pasmep 30HblI BWAEOHAONOeHUa nyTem M3MeHeHust yrna ob3opa
kamepbl. [Onsi perynupoBku yrna ob3opa ocnabbre UKCUPYIOWWI BUMHT C Hakatkonm (1) u

nepemMeLlanTe ero BOKPYr OCy BU3MPOBaHUS 06beKTUBA B HY>KHOM HanpasneHuu (Puc. 4.3).

ED (¢
28-11mm 114 125

»
o 2

Puc. 4.3
Mpu nepemelleHmn B HanpasneHn W (Wide), yron o63opa kamepbl Byaer yBenuymsaTtbCs,
a n3obpaxeHne Ha aKpaHe MOHUTOpa — «OTAANATLCAY.
Mpn nepemewieHnn B HanpaeneHun T (Tele), yron o63opa kamepbl OyaeT ymeHbllaTbCa, a
n306paxkeHne Ha aKpaHe MOHMTOopa — «NPUBNUXKaTLCS».
3apgaB Tpebyemylo BenuuuMHy yrna ob3opa, 3akpyTute (UKCUPYIOLWUA BUHT, 4TOObI

HacTpoKKa He counace.
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War 5: otperynupynte ¢okyc obbektnBa AnNA NOnyvYeHUs MakcumarbHOW AeTanusauuun

n3obpaxeHusa. [Ons atoro ocnabbre QUKCUMPYOLWWA BUHT C HakaTkon (2) M noBopadvnBante
nepegHee KomnbLO C Hacevykamu (3) BOKpYr OocuM BM3MpOBaHMA OObekTMBa, Noka He Aobbetech

HeobxoaMMon OOKYCUPOBKU. 3akpyTuTe OUKCUPYIOLLMIA BUHT, YTOObI HAcTpoKrKa He counaco.

4.5. [lpoBOoAHOE NOAKMIOYEHME KaMepbl K ceTn

Mcnonb3ysa coeanHuTenbHbid kabenb ¢ pasbemMom RJ-45, nogkntounte [IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdency maplipytusatopa).

B cnyyae HeobxoanmocTn coeauHUTENbHbIM Kabenb MOXHO npuobpectn oTAeNbHO unu,
npv HanM4YnmM HeobxoaAMMbIX MaTepuarnos, MHCTPYMEHTOB U OMbITa, U3rOTOBUTbL CAMOCTOATENBHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) c pasbemom RJ-45

C ogHOro KoHua C apyroro KoHua
1: Beno-opaHXeBbii 1: Beno-opaHxeBbli
1 5 2: OpaHxeBbli 1 8 2: OpaHxeBbli
(T 3: beno-3enéHbii LT 3: Beno-3eneHsbiit
CHIASY: 4: CvHun R 4: CyiHui
5: beno-cnHni 5: berno-cnHun
CMEPEAM: % 6: 3enéHbin CTEPEM: % 6: 3enéHbin
16 7: Beno-Kopu4HeBbI 18 7: Beno-Kopu4HeBbIN
8: KopnyHeBbii 8: KopnyHeBbIN

[na n3rotoBneHus «npsmoro» kabens Heobxoammbl: kabenb UTP (BuTas napa kateropum
5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcteo gns obxuma pasbLemMoB (Kpumnep).

Mpn Takom nopsgke MOAKMYeHUss nap (ykasaHHom B Tabnuue) obecneuymBaroTcs
rapaHTMpOBaHHbIE NPOM3BOAUTENEM BENMYMHA W pacnpedeneHve 3adepXeK pacnpocTpaHeHus
cuUrHana, a cregoBaTenbHO, U 3asiBIIEHHAs CKOPOCTb nepegaydn gaHHbix 100 MouT/c.

B cnyyae ucnonb3oBaHua obopygoBaHus ¢ nogaepkkon texHornormm PoE pgoctatouHo
NOAKMIYUTE KamMepy C MNOMOLWbI Kabensa Tuna «Butas napa». [lpu 3TOoM uMcnonb3oBaTb
AONOMHUTESbHBIN UCTOYHUK MUTAHUSA HE HYXHO.

Ecnu Bbl He ncnonb3yete ob6opyaoBaHus ¢ nogaepxkon TexHonornm PoE, nogkntounte IP-

Kamepy K UCTOYHUKY nuTaHusa 12 B, pekomeHgoBaHHoMy BEWARD.
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4.6. Mopknio4yeHne kamepbl ¢ onuuen B10xx-4G k GecnpoBogHOM ceTwm.
YcTtaHoBKa aHTeHHbI U SIM-kapTbl
Mepen BkntoveHnem kamepbl ¢ onumen B10xx-4G HeobGXoouMo MOOKMIOUUTE AHTEHHY U

BcTaButb SIM-kapTy B crorT.

BHUMAHMUE!
BkntoueHune kamepbl ¢ SIM-kapToii, Ho 6e3 aHTeHHbl CTPOIO 3AMPELLEHO!
MoBpexaeHne BbIXOOHbLIX KackagoB MoAema B pesynbTaTe MCMonb30BaHuUs kamepbl 6e3 aHTEeHHbl He

ABNAETCA I'apaHTVIVIHbIM CnyqaeM!

[nsa noaknioYeHns aHTeHHbI ucnornbayeTca pasbem RP-SMA.

K obecToueHHON kaMmepe NOAKITIUNTE aHTEHHY U HadEeXHO 3aduKCUpynTe ee Npu NoMoLLM
pe3bboBOro coeAMHeHUs pasbema.

Bo wmsbexaHve yxyaleHus kKadecTBa MNpuveMa He peKkoMeHAyeTcs pasMellaTb aHTEeHHY
B6NM3M OETOHHbLIX CTeH/mepekpbiTUin. B cnyyae ecnu 9TO0 HEBO3MOXHO, pPEKOMEHOyeTCs
MCNONb30BaTb aHTEHHY, C YBENIMYEHHbIM KO3(PMPUUMEHTOM ycuneHus, nnbo aHTEHHY,

noaKro4aemyo Npy NOMOLLM LUHYpa.

Mepen ycraHoBkon SIM-KapTbl OTKIIOUMTE NUTAHNE KaMepbl.

HaxxmuTe Ha xenTbiii TonkaTtenb angd nseneveHus notka SIM-kaptel (Puc. 4.4).

/_
‘® )
F_._i\l_ hja
'*:;'_-_fl'
AUDIOIN AUDIOOUT

aesm— N

IRIS

ALARM

SIM CARD \
[—
PWR DC 12V ETHERNET MICRO SD  RESET

Puc. 4.4
MomectuTte KapTy pasmepa mini-SIM B NOTOK KOHTaAKTHOW NMOLaAKOM BBEPX U BCTaBbTe

NoToK B cnotT Ao ynopa. O6patute BHMMaHWe, NOTOK AOIMKEH BCTaBMATLCA B HanpasnsoLime

cnorta.
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Puc. 4.5

[ns ganbHenwen HacTporikn 4G-NOAKMYEHNS NepenguTe K NyHKTy 6.5.

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510



Be\VA Inasa 4. Yemanoska ActiveX komnonenmos u asmopusayus

NnaBa 5. HacTponka npoBogHOro coegUHEHUA

Ins Toro 4ytobbl IP-kamepa B2710 paboTtana B Baluen nokanbHOM CeTM COBMECTHO C ApYrum
obopyaoBaHNeM, HeOOXOAMMO BbIMOMHUTL €€ MOAKMYEHME B COOTBETCTBMM C  TEKYLUMMU

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOKO o4epenb, HeOGXOD,I/IMO onpeaenntb 3Tn HaCTpOIZKM.

NMPUMEYAHME!
OnuncaHne yCTaHOBKM M HaCTPOWKU COEAMHEHMS1 BbIMONMHEHO Ha npumepe Windows 7 MakcumarnbHas.
HasBaHnst HEKOTOPLIX MYHKTOB MEHIO0 U OYHKUMA MOryT oTnndatbes oT Bawen sBepcumn Windows, ogHako

anropuTM NpuBeAeHHbIX OEVWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM JNTIOKaribHOW CeTU

B cny4ae noakntoyeHnsa no kabento Ethernet HeobGxoammo onpegenvTb TeKyLiMe HaCTPOMKM
NPOBOAHON CETH.

,D,J'IFI onpegeneHna TeKywmnx HacTtpoek I'IpOBOLI,HOI;l JIOKanbHOWM ceTun I/ICI'IOJ'Ib3yl7ITe KOMMNbHOTEP,

NOAKMIOYEHHBIN K 3Ton ceTu. Haxxmute Myck — MaHenb ynpaeneHus (Puc. 5.1).

f
le Internet Explorer

a Skype BEWARD

| X2 Microsoft Office Bxcel 2007 Hoce

o Wzobpaxenna
y -J BnokHoT

Mysbika
E DVR Server

Wrpei
W BRSController

KomnetoTep
m BEWARD IP Visor

w BEWARD Player

Py}
L, CmyxBbl

TManens ynpasnerig
YcTpoiicTsa u npuHTEpSI

Mporpamms No ymonuaHnio

?
ﬁ}, Cry#6bl KOMNOHEHTOE
Cnpaska W NoafepkKa

»  Bcenporpammsl

2] |r!mg
S

Puc. 5.1

B oTkpbiBLIEMCS AManoroBoM okHe BbibepuTe nNyHKT [[IpOCMOTpP cOCTOsIHUA ceTU U 3apad] B

pasgene [CeTb n UHTepHeT] (Puc. 5.2).
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E=NFER

43 | Pevexnavemsymposrens 0]

HaCTpDﬁKa napaMeTpoE KOMNbHOTEPA Mpocmotp: Kateropua ™

Cuctema v 6e30NacHOCTb YueTHble 3anNWcK NOAL30BaTENER M
MNpoBepKa COCTOAHNA KOMMBIOTEDE CEMEH...

ApXMBNPOBAHNE J3HHEIX KOMMNBIOTEPE @' JoBasneHne W yJaneHne YHETHbIX 3anncei
Mownck u ncnpaeneque npoBnem none3osatencei

Ceth M HTepHeT

@' ¥CTaHOEKE POAWTENECKOTD KOHTPOMA ANA BOEX
none3osatencei

@OCMOTP COCTCAHWA CETH M 33434 I

BuiGop napaMeTpoe AomMaluHed rpynnel u obwero OdopmneHune M nepcoHanvsaLmna
AOCTYNa K A3HHBIM WMzmeHeHNE TEMbI

ObopyaosaHue M 38YK

WMzmenenne dona pabouero crona
Hactpoiika paspewierna skpaqa

MpocmoTp yCTpocTe M NPUHTERCE
[JoBaenenune ycrpoiictea Yachl, A3bIK 1 PErvoH

Mporpammel

CmeHa packnagrm KIasnatyphl LN Apyrig
cnocoBoe BEO4E

¥aaneHwe nporpammel VMzmenenmne asbika mHTEpdEeiica

CneuwnancHble BO3MOXHOCTH
P Ly Windows nap pol
OnTummnsauma n306paKeHNA Ha 3KpaHE

Puc. 5.2

B oTkpbiBlIEMCS AnanoroBom OkHe HaxmuTe [MogkntovyeHue no nokanbHou cetu] (Puc.

5.3).

U-E <« Cete u Muteprer » LienTp ynpasneHna ceTamn 1 oBLUMM JoCTynom - || [Mouck & nareau ynpasnerua pel

Manens ynpaeneqma -
ACMALUIHARA CTpaHuua

Wzmenenne napamerpes

aaanTepa

WamennTs gonoanuTensHble
napameTpel obLiere AocTyna

Ca, TaloKe
Bpanamay3p Windows
Jomalunas rpynna

CeoicTea oBospesatenn

NMPUMEYAHUE!

MpocMOTP OCHOBHBIX CBEAEHWIA O CETH W HACTPORKA MOAKNHOUEHWA

&; ﬁi 0 Mpocmotp noanoii kapTel
2 - -

BEWARD Heckoneko cetei Wrreprer
(3T0T KoMNEHOTER)

MpocmoTp aKTMBHBIX CETER MogknroMeHne Wn OTKNONEHNE

Cemn 4 Tun gocTyna: WntepHer
OBLecTEeHHaA CETE Mogrnrouenns:

MsmeHEHNE CETEBBIX N3PaMETPOE

4 Hacrpoiika HoBorO NOAKNFOYEHMA WA CETH

Hactpoiika BecnpesogHore, LUMPOKONOACCHOTD, MOgemMHoro, npamoro wan YPN-nogknoderna
WM 3KE HACTPORKA MapLUpYTUIaTePa WK TOUKKM A0CTYNE.

? MogkntounTeca K ceti

Mogrntoderne MK NOBTOPHOE NOAKNIOHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOZEMHOMY
CETEBOMY C WK MoK K VPN,

Brifop aoMaluHER rpynnsl v napamMeTpos cbwero goctyna

fOocTyn k daiinam u NpUHTEPaM, PACNONCKEHHEIM H3 APYrUX CETEBBIX KOMMEHOTEPAX, MK
W3MEHEHWE NaPaMETPOE oBLLErD AOCTyNa.

y{_‘l’pEHEHME HENON3joK
Adnardectuka u WCNPaBneHNE CETEEDIX I'IpOﬁJ'IEM WKW NONYYEHWE CEEAEHNIA 0f WCNPaBneHHN.

Puc. 5.3

I'Ip|/| HaNM4YnUM HECKOMNBbKMX NOOKITHOHYEHNI Bbl66pI/ITe TO, K KOTOPOMY NMiaHNUpyeTCcd NOAKIMH4YNTb IP-Kamepy.

B oTkpbiBLIEMCS OKHE HaxmMuTe kHorky [CBoncTBa] (Puc. 5.4).
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@ Cocroanue - [OAKAOYEHWE MO ACKANLHOA CETH g

Ofwme

MNoaknio-erme
[Pv4-NoaknoHeHme;

CocToaHWe cpeasi:

AnuTensHoCTL:

CropoCTh!

[PVE-NOAKIHOYEHME !

WHTEpHET

Bes aocTyna K MHTEpHETY
MoaknoHeHo

04:47:33

100.0 MGuT fc

AKTMBHOCTE
OTnpasneHo —— L‘v! ——  [pHHATO
s

-
BaiT: 79 188 140 | 805 509 770

[ @Csoﬁnﬁa ][@OTKJ‘IDHMTD] [,ﬂnarnocrma ]

Puc. 5.4

B AgumanoroBom OKHE CBOWCTB CETEBOrO MOAKIOYMEHUss HeobxoauMmo BbiOpaTb  MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHomnky [CBoncTBa] (Puc. 5.5).

@ MogkAoyeHne NO ACKAABHOW CETW - CECHCTEE M
Cems | Oocmyn

[MNoaKnioyeHne uepes:
LF Realtek RTLE139/810«¢ Family Fast Ethemet cetesoit an:

OtMeueHHbIE KOMNOHEHTEI MCMONbSYIOTCH STAM MOAKNYEHEM:

4Bl Kaspersky Arti-Virus NDIS & Fiter -
=2} Q Mnarmposiwmk naxkeTos QoS
v gc.nyxﬁa OOCTYNA K Pafnam n npuHTepaM ceTel Micr—

-. S I'Ichchn MHTEpHEEI BEpCA -HTCF' |F'v4l .

Wl ] EﬂBED B/B TONONOra KaHaneHoro yposHA L
2 OTBETWK 0GHAPYKEHUA TONONOMMK KHANEHOrO YPOE ™

[l i | &

YetaHosuTe Yaanuts | CeoitcTBa I

Orcanme
Mpatokon TCPAP - cTaHaapT™eIR npoTokon rnobansHex
ceTell, 0BECNEYMBEINIINA CBASE MEXY PASINUHEIMA
B3EMMOLEACTEYIOWMMIA CETAMK.

Puc. 5.5
OTKpoeTCcss OKHO, B KOTOpPOM OToOpaxaeTca WHgopMaums O HacTpovkax CeTeBOro
nogknoyeHns. BoamoxHbl ABa BapuaHTa HacTponkn IP-agpeca ceteBoro nogkntoveHmsa Bawero MK:
1. Monyuutb IP-appec aBTOMatTuuyecku: |IP-agpec HasHadaeTca aBTomatmyeckn DHCP-
cepBepom (Puc. 5.6). Ecnn IP-agpec Bawemy [1K BblgaeTca aBTomatMyecku, Torga Ans

onpeferneHns napameTpos JIoKanbHON ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.
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—_—
Ceoiictea: Mpotokon WktepHeTa sepeun 4 (TCP/IPv4) &u

Obuwme AnNbTEPHATHBHAA KOHQH YPaLMA |

MapareTpel IP MOTYT HE3HAYATHCA AETOMATHHECKM, £CTM CETh
MOAAEPHWBAET 3TY BOSMOMHOCTD, B MPOTMBHONM Cy4ae NapaMeTpel
IP MOXHO NONYYMTE ¥ CETES0MD AAMMHMCTPATOPAE.

Mony-wTe IP-aapec asToMaTIHEDH I

() McnonesoBaTe cneayrowmil IP-anpec:
IP-aapec:
Macka noaceTh;

OICHOBHOA LMK

| (@) Mony4uTe aapec DNS-CEPEEDa ABTOMATHHEKN I

) McnonbsosaTte cneayiowWe agpeca DNS-cepsepos:

MpeanosrTaemeir DHI-cepeep:

ANETEPHATHEHEIA DMS-repEepn:

MoATEEPANTS NAPEMETPE! NPH BoIX0AE

Puc. 5.6
2. Ucnonb3oBatb cnepyrowmn IP-agpec: IP-agpec 3agaeTtca nonb3oBaTenem BPY4YHYHO
(Puc. 5.7):

Ceoiictea: MpoTokan WMHteprera sepcum 4 (TCP/1Pvd) i Iéu
Ofwme

MapameTpel IP MOryT HASHEHATHCA SETOMATMHECKM, ECTN CETh
NOAAEPHMESET STY BOIMONKHOCTE, B MPOTHEHOM CNy4ae NapaMeTpsl
IP MOMKHO MOMYUMTS Y CETEBOMrD 3AMAHUCTPATOPE.

() Mony4uuTs IP-a0pec aBTOMATUHEKM

@ Nnonb308aTe cReAyowmi IP-aapec: I

IP-agpec: 192 .168 . 0 .
Macka nogceti: 255 . 255 . 255 .

OCHOBHOA WIHO3: 192.168. 0 .

MNony4uTe anpec DNS-Ccepsepa asTOMaTHHEKH

@) Mnonb308aTE Cieayiowve anpeca DNS-Cepsepos:|
MpeanouMTaemsIil DNS-Cepeep: 192.168. 0 . 1

ANbTepHaTHBEHLIA DNS-Cepeep:

[T NoaTeepauTs napaneTps npu Bsixone

Puc. 5.7
3anvwute, nnbo 3anomHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTepa, TO MOCMe HacTPOMKM Kamepbl OyaeT
HEBO3MOXXHO BEPHYTb UX B NepBOHa4arnbHOe COCTOAHME Ars BOCCTAHOBMEHUA MOAKMIOYEHUA K NTOKanbHOM

ceTtu n/vnmn cetn VIHTepHer.
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5.1.1. OnpepeneHue napaMmeTpoB ceTU Npu AMHamuyeckom IP-agpece

Inasa 4. Yemanoska ActiveX komnonenmos u asmopusayus

NMPUMEYAHMUE!
HaHHbin NyHKT PykoBoacTBa npedHasHayeH [AONa onpeaeneHvsl napameTpoB roKanbHOW ceTn npu

HasHauyeHun IP-agpeca Bawewmy MK asromatnyeckn (DHCP-cepepom).

D,J'IFI onpegeneHna Tekywmnx HacTpoeK KOMNboTepa B nokanbHom I'IpOBOD,HOIZ CeThn HaXxmMuTte

IMyck — MaHenb ynpaeneHusi (Puc. 5.8).

@ Internet Explorer
C

@ Skype

| X2 Microsoft Office Excel 2007

JowymenTe

Vzobpaxerna

,.47 BrokHoT
@ DVR Server
w BRSController

Mysbika

Wrpe

Komnetotep

m BEWARD IP Visor
w BEWARD Player

:;'(:'I';. Crysbel
gy T

MaHens ynpasneHna
YcTpoiicTea W NpUHTEPLI

Mporpammel no ymonuaxno

)
an Chy#Bbl KOMMNOHEHTOE
Cnpaska 1 nogaepsia

>

Bce nporpammel

F ] 2| ! (L6l
| Halimu npoepamms U a s JaeepLueHne paboTel | » |

Puc. 5.8
B oTkpbiBLLEMCS AManoroBoM okHe BbloepuTe NyHKT [[IpOCMOTpP cOCTOosIHUA ceTu U 3apad] B

pasgene [CeTb n UHTepHeT] (Puc. 5.9).
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HacTpoiika NapamMeTpos KoMmnetoTepa

% CucTema 1 Be30NacHoCTs
Mpoeepka CoCTOAHNA KOMMNBIOTEDE
ApXMBNDOBAHIE JBHHBIX KOMMBIOTEPE

Mewck u wcnpaencHne npoGnem

@l |I'I§ocmo‘rp COCTOAHMA CETH M 33434 I

Beibop napameTpos AomMaluHed rpynnel u obyero
AOCTYNa K A3HHBIM

OBopyaoBaHne W 3BYK
MpocmoTp ycTpoAcTe n NpUHTEROE
Jobaeneqne ycTpoicTea

MporpaMmb

¥,panenne nporpammel

Puc. 5.9

s o

- || Mouck & narenu ynpasseHus

Mpocmotp:  Kateropua ~

YueTHble 3anMcK NoAL30BaTENEr K

CEMEWNH...

'@' [JloBaeneHne 1 yAZNEHNE YHETHBIX 3aNKCER
No/b30BaTENER

'@] ¥ cTaHOBKA POANTENLCKOND KOHTPOMA ANA BCEX
nonk3oBaTensil

OgopmaeHre U NEPCOHaNU3aLMA
WNzmenerne Temel

VMzmenenune dona pabouero ctona
HacTpoiika paspelienna skpaHa

Yackl, A3bIK 1 pervoH

CiMeHa packnagkm Knasnatypel WaK Apyrin
cnocobos BE0AA

VzmeneHne s3eika wHTepdeiica

CFIELLHaﬂhHhIE BO3MOXHOCTH
Pexomengyemere Windows napamerpel
OnTummnsauma MsoBpaxkenns Ha IKpane

B oTkpbiBlUEMCS AnanoroBom okHe HaxmuTe [MogkntoveHue no nokanbHon cetun] (Puc.

5.10).

m 5 HeT b Lentp ynpasnenna cetamm n oBLmm goctynom - || [Mouck & nareau ynpasacHus e

Manens ynpaenexns -
AOMBLLIHAR CTPaHMLE

VsmeHEHME NapamMeTpoE, @ u'qn'

RS BEWARD
NzmeHuTs gononHuTenEHEIE (3T0T KomNstoTER)

napamerpel obLuero AocTyna MpecMoTp aKTMEHBIX CETel

Cers 4
OBLecTBEHHER CETR

W3MEHEHKME CETEBLIX NAPaMETROE

MpocMoTp OCHOBHLIX CBEAEHWIA O CETH M HACTPORKa NOAKNHOUEHWA

0 MpocmoTp NonHei KapTel

Heckonbko ceTei WHTepHeT

MogknoueHne MK OTKIKYEHNE

Tun gocTyna: WnTepHet

Mogrntouenns:

S' HacTpoiika HoBore NogkntoHeHna nan ceTn

HacTpoiika BecnposogHore, LuMpokononocHore, MegemHero, npamoro wan VPN-nogenoueHna
MW 3KE HACTPOHKE MApLUPYTUIATOPa AW TOUKKM A0CTYNa.

? MogknounTeca k cetn

MoaknoYEHNE UK NOBTOPHOE MoK

Kk Becnp

CETEEOMY COEA) WK MOARS

Kk VPN,

ﬁ BuiBop AcmaluHedi rpynnel v napameTpos oBLIEre AocTyna

Cm. TaKKe Joctyn k daiinam v npUHTERaN, PacNoACKEHHBIM HE APYTWX CETEBBIX KOMMNBIOTEPAX, NN
M3MEHEHWE N3PaMETPOE OBLLErD AOCTYNE.

Bpanamaysp Windows
Jomalunan rpynna ¥cTpanenne Henonaaok

Ceoiictea obospesarens

Puc. 5.10

NMPUMEYAHUE!

JlMarHocTiKa m MCNpasnedne ceTesbix NpoBnem naKn NonyHeHne ceegenii of ncnpasnesum,

MpY HanMUuYUM HECKOMbKMX CETEBbIX MOAKMOYEHWI BbiGepuTe TO, K KOTOPOMY MilaHUPYeTCs MOAKIOYUTD

IP-kamepy.
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Be\VA Inasa 4. Yemanoska ActiveX komnonenmos u asmopusayus

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBeaeHus] (Puc. 5.11).

E] Cocroanue - [NogknroHeHne No ACKANBHOW CeTh u

Ofwme

MoaknodeHre

IPv4-noaknoHeHHe: WMHTepHeT
IPv&-NoaKNOHEHNE: Bes nocTyna Kk MHTEpHETY
CocTosHKe cpedb: MoaknouyeHo

AnuTensHocTE: 04:47:33
CKOpOCTE: 100.0 MBuT fc

AKTUBHOCTD

OTnpasneHo —— Lﬁ! ——  [puHATO
E g
BaiT: 79 183 140 I 805 509 770

[ @CBoﬁﬁBa ] [@OTmmanb] [,ﬂnarHocrma ]

Puc. 5.11
B okHe «CBeaeHnsa o ceTeBOM NOOKIIOMEHUNY NpeacTaBneHa creayowasa nHgpopmaums (Puc.

5.12):

CeefeHMA O CETEEOM nmumm u

JononHuTensHele CBEAEHUA 0 CETH:

CeoiicTe0 3HaueHve

OnpeneneHHBIt AnA no...
OricaHue Realtek RTLE16BC(P)/8111C(P) Family P
PUIMYECKIA aapec 00-24-1D-57-45-30

HCP srnioueH Oa

IPvd 192.168.0.14

Macka noacem [Pvd 255255 255.0
Aperpa nonydeHa 11 angapr 2011 . 10:27:11
Aperpa wcTekaeT 11 espans 2011 r. 10:27:11
Wntos no ymonyanao P 192.168.0.1
DHCP-cepeep IPvd 152.168.0.1

DNS-cepeep |Pvd 192.168.0.1

WINScepeep IPvd

Cryxta NetBIOS yvepes... Oa

TNokanexeit IPvE-agpec... feB:3126:2820:8112:163%11
Wntos no ymonyaqaio [P

DMS-cepeep IPvE

4 | i

Puc. 5.12
Ecnm B atom okHe Bbl yBugenun ctpokn — «DHCP BknwouveH - [a», «Aapec IPv4 -

XXX XXX XXX XXX (FOe «XXX.XXX.XXX.XXX» — 3HayeHue |P-agpeca),— 3Hauut IP-agpec Bawemy [K
Ha3HayeH aBTomaTudeckn. Macka noacetu ykaszaHa B cTpoke [Macka nopcetm IPv4], agpec
ceTeBoro wnt3a — B ctpoke [LUnto3 no ymonyaHuto IPv4], agpec DNS-cepeepa — B cTpoke [DNS-
cepBep IPv4]. 3anuwute, nnbo 3anomHuTe AaHHble napameTpbl (IP-agpec, Macka nogcetw,
CeTteBon wnto3, DNS-cepsep).
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BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napamMeTpbl KOMMbiOTEpPa, TO MOCME HaCTPOMKM kKamepbl Oyaet

HEBO3MOXHO BEPHYTb X B NepBoOHa4YaribHOE COCTOAHUE O BOCCTAHOBIIEHUA MOLOKITHOYEHUA K nokarnbHon

ceTu u/unu cetu VlHTepHeT.

BHUMAHUE!

Ecnn B okHe «CBeAeHMA o ceTeBOM nopgkntoyveHnn» Bol yBugenn ctpokn — «DHCP BknroyeH - Javy,
«IPv4-appec aBTOHaCTPOMKM - XXX.XXX.XXX.XXX» (FA€ XXX.XXX.XXX.XXX — 3HadeHue |P-agpeca),— 3HaumT
Bam He yganocb nogkntountecs K npoogHon cetn (DHCP-cepeep He npucBoun IP-agpec Bawemy [1K).

MpoBepbTe NpaBMMbHOCTL MOAKIIOYEHMS K MPOBOAHOW ceTu. B cnyyae HeobxoammocTu, obpatutecb K

Bawemy cucteMHoOMy agMUHUCTPaTOPY.

5.2. \3ameHeHUe napamMeTpoB JIOKanbHOMN CeTU AN NPOBOAHOrO NOAKMIOYEHUA K
IP-kamepe

Mo ymonyanuto IP-kamepa B2710 mnmeet IP-agpec 192.168.0.99. YTtobbl nogkmounTbCs K

Kamepe Os1s nepBoHavaribHOW HACTPONKN Heobxoaumo, YToObl Ball KomMnbloTep HaxXoauncs B TOM Xe

noaceTn, 4to u kamepa. Npn atom IP-agpeca kamep, KOMMNbOTEPOB U MOObLIX OPYrMX YCTPOMCTB B

CeTU He JOSKHbI coBnadaTh Mexay CoBoi.

BHUMAHUE!
IP-kamepa BEWARD B2710 no ymon4aHuto umetot IP-agpec 192.168.0.99. Ecnu Bbl nnaHupyete
NOOKITOYUTb HECKOSbKO IP-kamep, TO Ansa UCKIYeHns KoHpnukTa IP-agpecoB nogkntovante kamepbl No

oAHon 1 nameHsiiTe nx IP-agpeca Ha nobble cBoboaHbIE B Ballen nokansHoM ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yto Baw T[1K, nogknto4eHHbIM K nposBogHoM ceTtu, u |P-kamepa, duandecku
MOAKIIOYEHHas K TOM xe ceTu, nubo Hanpsimyto kK Bawewmy MK, HaxogaTcsa B ogHon nogceTn, Bel moxeTte

cpasy nepenTu K nyHkTy 5.3 naHHoro PykoBoacTsa.

0na nameHeHus TEeKyWnx HacCTpOoeK KomMnbioTepa B nokanbHom ﬂpOBO,D,HOVI CeETN HaXmMute

IMyck — MaHenb ynpaeneHusi (Puc. 5.13).
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Lx_i Microsoft Office Excel 2007

'd’_l Bnoknot
) Myzbika
@ DVR Server
Wrper
m BRSController

Komnerotep
BEWARD IP Visor
MaHens ynpaenexus
BEWARD Player
YcrpoicTea n npuHTeEps!
’_ CryxBel
Mporpammbl NO yMOA4aHIHD
-]
ﬁa CyxBbl KOMMNOHEHTOR _
Cnpasxa n noggepxxa

» Bece nporpammer

. - | e ———
‘ Haimu npozpammel u aliabl 3aBeplueHne paboTel || ¢

Puc. 5.13
B OTKpbIBLUEMCA OManoroBoM OKHe Bbl6epVITe MYHKT [npOCMOTp COCTOAHUA CETU N 3ap,at|] B

pasgene [CeTb n UHTepHeT] (Puc. 5.14).

[E=RC -
3 Nersyrosnern » ~ - Top [ ovexranens mpasrenis o)

Hacrpc:-ﬁl(a NnapaMeTpoB KOMNbKOTEPa Mpocwmotp:  Kateropwa ™

il Cwcrema m GesonacHocTs YueTHble 3an1ck nofb3osatenedi u
. I'Ipoﬁep»(a COCTOAHWA KOMNBIOTEPS CEMEﬁH",

ApHMBMPOBAHME A3HHBI KOMIBIOTEDE '@',ﬂoﬁasnemﬂe W YAANEHUE YHETHBIX 33MUCEI
Mownck u ncnpaeneqne npeGnem nons3oEaTensd
¥cTZHOBKA POAWTENBCKOTO KOHTPONA ANA BCEX
- Corpulurepuer @nonﬁ“m;:ﬁ ponnan
ﬁh @ocmo‘rp COCTOAHMA CETH W 5a,a,£|
“&2. Buibop napameTpos gomaluHed rpynnel n obuiero OqJOpMJ'IEEHME‘ W NepCoHanMsalmna

ADCTYNa K AaHHBIM zraeHeHme TEME!

Wsmenenmne dona pabodere crona

Oﬁopyﬂ.oﬁaﬂne L st Hacrpoiika paspeluerna 3kpana

MpocmoTp ycTpoicTs U NPUHTEPOE
AoBaenenne ycrpoiictaa Yacel, A3LIK M permoH

A ChEHE pacKNagKn KI3BNaTypBl LN ARYTIK
I'IporpaMMhl e cnocobos BBO4E

¥aanenne nperpammel Wzmenenne a3bika nHTepdelica

CI'IE.‘LI,Ha}'IthIE.‘ BO3MOMNHOCTH
Pekomengyembie Windows napamertpol
OI'ITMMM,’-EL(MR MiDﬁpE)KEHMR Ha 3KpaHe

Puc. 5.14
B oTkpbIBLLIEMCH OKHE HaxmuTe «lMoakntoveHne no nokanbHon cetn» (Puc. 5.15).
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Manens ynpaenequa -
AOMALLHAR CTPaHULA

Wzmenenme napameTpos
aAanTepa

WamennTs gononHnTensHele
napameTpel oBLUEro AocTyna

Crm. Takoke
bpanamay3sp Windows
Jomalnas rpynna

Ceoiictea ocBozpesatens

NMPUMEYAHMUE!

I'IpM HanM4MM HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl6epVITe TO, K KOTOPOMY njiaHNpyeTCA NOAKIHOYUTb

IP-kamepy.

MpocMoTp OCHOBHLIX CBEAEHWIA O CETH W HACTPORKa NOAKIOYEHMA

Bkl‘ . ‘. 0 MpocMoTp NonHoil KapTel
) -,

BEWARD Whtepher
(3T0T KoMneHOTEp)

Heckoneke ceteit

MpecMoTp akTuBHBIX CETER MNogKNoNERNE WK OTIIIHONEHNE

Cets 4 Tun goctyna: VIHTEpHET

OBLLECTEEHHARA CETE MNogknroyeHna: @ MeaknoueHne no
NOKANBHOI CETH

HacTpoiika GecnposogHoro, LUMPOKONOAOCHDrD, MogemHoro, npamore nan VPN-nogatoueHna
WM KE HACTPOIKE MApLUPYTU33TOPa AW TOYKW JOCTyNa,

WM3meHenne ceTeBbix NapaMeTpoe

ﬁl HE(TpDﬁKE HOEOro NOAKNHHMEHNA HAW CETH
e

's. MoAKNHOYNTECH K CETH

MoaknioueHnE WK NOETOPHOE NOAKS K BecnpoBogHOMY, Np:
CETEBOMY COEMMHEHMID MW NodknoYerne K VPN,

Buibop AomMaluHeR rpynnel v napaMeTpoe cBLyere JocTyna

foctyn k daiinam u NpUHTERaM, PACNONOKEHHBIM HA APYTHX CETEBLIX KOMMBHITEDAX, WK
M3MEHEHWE NapaMeTpos obLLEro AocTyna.

YcTpaHeHne HENCNAA0K

[AnarHocTuka u ncnpasneHne ceTeBkx Npob. Wan noay CBEA

i 0B ncnpaeneHun,

Puc. 5.15

B oTkpbiBLUIEMCA OKHE HaxmuTe kHoMnKy [CBomncTBa] (Puc. 5.16).

1 Cocrosrue - Mok no CEeTH

Ofiwne

MoaknoueHne

IPv4-noaknoHeHme;

WHTEpHET

IPvG-noaKnoYeHKMe: Bes poctyna k MHTEpHETY

MoaknoyeHo
04:47:33
100,0 MBuT/c

CocToaHue cpeas!:

AnuTensHoCTE:

CKopoCTE:

CeeaeHns...

AKTMEHOCTE

1
OTnpasneHo —— %! = TpuHATO

BaiiT: 79 188 140 |

805 509 770

[ @Cﬁoﬁcraa ][@D‘rmmumh] [ AuarHocTuka ]

Puc. 5.16
B oOTKpbIBLLEMCA OKHE CBOWCTB CETEBOrO MNOAKMYEHUA Heobxoammo BbIOpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] un HaxaTb kHonky [CBomncTBa] (Puc. 5.17).
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' Mogrnrouenne no NoKanLHOM CeTH - CEORCTEa u

Cem | Ooctyn

MogxnioueHue yepes:
lj‘ Realtelk RTLE139/810« Family Fast Ethemet ceTesoi ag:

CTMEYEHHBIE KOMMOHEHTHI WCNONb3YOTCA 3THM NOAKMHYEHWEM

B aspersky Anti-Virus NDIS 6 Fiter .
vl Q Mnanmposiumk nakeTos QoS
v QCnyxﬁa ADCTYNA K ainam n npuHTepaM ceTeit Mione—,

¥ .. [poToKon

-V PN MpoTokon MHTecHem BEPCHN -i{TCF IFv-iI .

-4 [lpaitsep /8 Tomonora KaHansHOro YPOBHA
-+ OTBETWMK 0GHEPYXEHMA TOMONOMKA KEHEHbHOI’O )"DOE <

[l m

Onucanne
MpoTokon TCP/IP - cTaHaapm™bIi npoTokon rnoGansHem
CceTeil, 068CNeYBaIOLMA CBASE MEXIY PASIMYHEIMI
BSaMMOLEACTEYIOLLMMIA CETAMM.

YeTaHoBKTL... Yoanuts | Cﬂoﬂc‘rﬁa I

OK ][ Ommena ]

Puc. 5.17

B nosiBuBLWIEMCA OKkHe HeobxoouMMO YCTaHOBUTL 3HadeHus |IP-agpeca u macks nogcetw.

3Ha4eHuns BBOOUTb HET HeobxoaumocTu (Puc. 5.18).

Ceolictsa: [Npotokan Msrephera sepcun 4 (TCP/IPvA) . @g

Ofime

MapamMeTpel IP MOrYT HESHAYETECA ETOMATMHECKM, BN CETh
NoAAEpHMBEET 3TY BOSMOKHOCTE. B NpoTMBHOM cnydae napameTpel
IP MOMHO NONY4HTE Y CETEBOrD 3AMUHUCTPATOPE.

() Mony4KTh IP-anpec aBTOMaTUHECKH

(@ WnonbzoEaTh cnenyowmi IP-agpec:

IP-anpec: 192 .18, 0 .20

Macka nogceTi: 255,255,255, 0

OcHOBHOM W3

Mony4ute aapec DNS-cepsepa aBTOMaTHHECKH

(@ WMnonbsoBaTh cienyowmke anpeca DNS-cepsepos:

MpeanounTtaemsil DNS-cepsep:

AnbTEPHETHEHBIT DNS-cepEep:

[C1 NoaTeepanTs napameTpel npu Bbixoae

l[ O ] I OTmeHa

Puc. 5.18

Bbibepute nyHkT [Mcnonb3oBatb cneaytowun IP-agpec] v BBegute cBobogHbli IP-apgpec 13
Hanpumep 192.168.0.20, 1 Macky noacetn — 255.255.255.0. OctanbHble

[ns npumeHeHns1 U3MeHeHU HacTpoek HaxmuTe KHomky [OK] Bo BCcex OTKPbITbIX OKHaX.
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5.3. NMonyyeHune goctyna K IP-kamepe ¢ nomoubto 6pay3epa Internet Explorer
[ns goctyna Kk kamepe ¢ nomoLllbto 6paysepa Internet Explorer 3anyctute ero n B agpecHom

cTpoke BBeauTe 3anpoc: http://<IP>:<port>/,— roe <IP> — IP-agpec kamepbl, a <port> — 3HauyeHue

HTTP-nopTta. Nocne atoro Haxmvute [MepenTtn] nuéo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B2710 no ymonyaHuto nmeet IP-agpec 192.168.0.99, HTTP-nopt 80.

NMPUMEYAHME!
Ecnn gna HTTP-nopta wucnonb3yetca 3HadeHue 80, Toraa nns goctyna K kamepe 4epe3 6Gpaysep

[ocTaToyHo BBeCTU B agpecHon ctpoke «http://I<IP>/», roe <IP> — IP-agpec kamepsbl.

- P =
e@ 2 http://192.168.0.99/ L = 3 X || @ Nycran crpanuua x ok
Puc. 5.19

5.4. NMonyyeHne gocrtyna k Be6-nHTepdency IP-kamepbl
War 1: Beegute wuma nonb3oBaTens M naponb. [0 ymMonyaHuiO WCMONb3yeTcs UMs

none3osartens — admin, naponke no ymonyaxuio — admin (Puc. 5.20).

BHUMAHUE!
Bbl MOXeTe M3MeHWTb UMS nornb3oBaTens U naponb B MeHw Hacmpolku — CucmeMHble —

lMonb3oeamenu. B cnyyae ytepu naponsi UM UMEHW MNorb3oBaTensi YCTPOMCTBO MOXHO BEpPHYTb K

3aBOACKMM YCTaHOBKaM. 3TOro HeobXxoaQMMo B TeYeHue OecsaTu CEeKyH[ HaXaTb KHOMKY 06poca Tpu pasa C

npomexxyTkamu 6onee 1 cekyHObl MeXAY HaXaTUAMMN.
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Besonacrocs Windows X

iexplore.exe

[ns exona Ha cepeep 192.168.0.74 Hy*Hbl UMA
NoAL3CBaTENA U NapOoAb. CepBep cooﬁmaer O TOM, UTO OH
Haxoautca B B1510 H.264 IP Camera - 18688235B817.

| admin s ‘

D 3anoMHUTE YUYETHLIE AdHHbIE2

oK Otmena

Puc. 5.20

Mocne ycnewHon aBTopu3aumm Bbl nonyuute goctyn k BeG-uHTepdency |IP-kamepbl (Puc.
5.22).

War 2: [Ina npocmoTpa n3obpaxeHus ¢ IP-kamepbl npu nomowm 6paysepa Internet Explorer
ncnonbeayoTca KomnoHeHTbl ActiveX. Internet Explorer He MeeT 3TUX KOMMOHEHTOB B CBOEM COCTaBe
n 3arpyxaet ActiveX HenocpenCTBEHHO C Kamepbl. ECriv KOMMOHEHTLI elle He ycTaHOBMEHb!, Bbl

yBUaMTE crneaytowee coobLleHue:

CoobBuwetne ¢ Beﬁ{rg_

@CY CwcTema onpelenns, YTo y Bac He ycTanosner OCX, ycTaHOBWTE
V' ceiivac?

O

Puc. 5.21

Haxmute [OK]. B HwxHen 4actm okHa Opaysepa NOsIBUTCA BCMMblBaloLLee OMnoBelleHne

cuctembl 6e3onacHocTn (Puc. 5.22).

)| @ b 521680 9 ogmap D - 3 | @ wesservce

ARD
TIPOCMaTR.

AL

Puc. 5.22
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Be\VA Inasa 4. Yemanoska ActiveX komnonenmos u asmopusayus

HaxmuTe Ha KHonky [YcTaHOBUTBL].

War 3: cuctema 06esonacHocTu ©Opaysepa Internet Explorer ©OygeTr aBTOMaTM4yecku
OnokmnpoBaTb yctaHoBky ActiveX. s NpOAOMKEHNS YCTAHOBKM HaXXMWUTE KHOMKY [YcTaHOBUTL] B

OKHe noaTBepXaeHus yctaHoBkm (Puc. 5.23).

-
Internet Explorer - Mpeaynpexgexne cucremel BesonacHocTh & u

& 3

b 3TO Npor

@ Wma: ActiveX Control (2013.11.04
Wzpatens: BEWARD Co., Ltd

E],qononereano [ YCTaHOBMTE ] [He YCTEHABNMBATE

NOBPEAWTDL KOMMbOTED. CNEAYeT YCTEHAENMEATE NPOrPaMMbl, MONYHEHHEIS

|@J Daiinel u3 MHTEpHETa MOryT BeiTe MONE3HE], HO 3TOT TN Q&ENE MOXKET
L
A TOMBKO 0T AOBEPEHHOMD M3AETENA, DAKTODb! DUCKS

Puc. 5.23

War 4: ana KOppekTHOM yCTaHOBKM KOMMOHeHTOB ActiveX 3akpounte Internet Explorer u

HaxmuTe [OK] B okHe, npeacTaBneHHOM Ha PucyHke 5.24, ecnn TakoBoe NOABUTCS.

g A
Warning l&]
IE windows must be close before install oo, OK?
oK I OTmena
Puc. 5.24

LWar 5: B okHe, npeacTtaBneHHOM Ha PucyHke 5.25, HaxmuTe kHonky [Install].

— .
& Install OCX ‘ [
E’ Install Uninstal

Puc. 5.25
LWar 6: nocne ycnewHon yctaHoBku Bbl yBuante coobuieHne «Register OCX success(C:\)» B

HWXHeW YyacTn gaHHoro okHa. Haxmunte kHonky [Close] ans Bbixoda 13 okHa yctaHosku (Puc. 5.26).

-~
v oo ==
g’ Install ‘ Uninstall ‘ ‘ Close ‘

I Register OCX success(C\MNetVide o)

Puc. 5.26
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NMPUMEYAHUE!

B onepauuoHHon cucteme Windows 7 n B 6paysepe Internet Explorer 9.0 Ha3BaHus meHO unu

CUCTEMHbIE COO0bLLEHNS MOTyT OTNnmn4aTbCA OT Ha3BaHMI MEHI0 M CUCTEMHbIX COODLLEHUI B apyrux oC

cemenictea Windows nnu B gpyrmux 6paysepax.

NMPUMEYAHUE!

Mpn yctaHoBke ActiveX B OC Windows 7 npu BKMOYEHHOM KOHTpOrie yYeTHbIX 3anucen byaet
OOMNOMHUTENBHO NPOM3BOAUTLCS OMNOKMpPOBKA YCTaHOBKM, O 4YeM nonb3oBaTento OyaeT BblgaHO
OOnNonHuTenbHoe onoBelleHne. [ns paspelleHnst YyCTaHOBKM HeobXoaMMO YTBEPAMTENbHO OTBETUTb B

nosABMBLLEMCA OKHE.

War 7: otkponTte Internet Explorer n B agpecHon ctpoke Beegute IP-agpec kamepsbl .

o Ol croc T4 3anuce wfd [usamnc @ Mugpod e ] Passepiys Coomowesive [ill] Opurwvan EEE P1z [ vsospaneie

)
e

Puc. 5.27
OkHo Beb-mHTEepdenca IP-kamepbl coaepxuT nATbL BKINaZoK: [MpocmoTp],
[BocnpousBeneHue], [Hactponku], [TpeBora], [Bbixoa], kaxxgas ns kotopbix 6yaet paccmoTpeHa

Aanee B HacTosiLem PykosBoacTse.
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B crniy4dae eClrin KOMNOHEHTbI ActiveX yCTaHOBJ1€HbI, HO HeO6XOD,I/IMO OOHOBUTb, BLIMOMHUTE
cnegywoume waru:

War 1: B WEB-nHTepdelice, nepenante Bo Bknagky «HacTtpomkm» n 3angute B MeHIO

«JlokanbHbIe» - «kHacTponku».

BE@\VARD

NokanbHele TNokankHele HACTPOHKK

o o —

Buaeo Noasiwenoe kauectso [

Cems [INUTENEHOCTE 3ankcH MUH.

SR Ds\MyIPCamy

Tpeeora
Tepmunan e CORPEENTE |

CncremHeie

3arpysuTe W

Puc. 5.28
War 2: Haxmute Ha ccbinky ActiveX B npumedaHun. HayHeTca 3arpyska cainna

NetVideoX.exe. HaxmuTte KHOMNKY «BbINONHUTB Y.

BEWARD [ tpocuorn | ocrpomesgene | ttcoomn | Tpeso_|__eoon ]
TNokanbHble TNokanbHeble HACTPOKK

e Por s Pewroe s V]

Buaeo MoskiweHHoe kasecTso [

Cetn [NMTENBHOCTS 3anMck MHH.

LS prMyIPCamy,

Tpeeora
Tepmunan @

CHcTeMHBIE )
[nA KopperTHOre OTOSPAKEHNA SArpYaUTE W yeTaHoenTe ActivelX

Bl XOTWTE BEINCAHNTE MK coxpaduTe NetVideoX.exe (826 KB) ¢ 192.168.0.937

BeinonmuTe CoxparnTs

Puc. 5.29

NMPUMEYAHUE!
Mpu yctaHoBke ActiveX B BO3MOXHO OydeT [OOMNOMHWUTENBHO MPOU3BOAUTLCA GrOKMPOBKa
YyCTaHOBKM, O Yem rornb3oBaTento OyaeT BbiAAHO AOMOMHUTENbHOE onoselleHve. [Ona paspelueHus

YCTaHOBKU HGOGXO,D,I/IMO yTBEPAUTENIBHO OTBETUTL B NOABUBLLUEMCA OKHE.
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War 3: cuctema 6GesonacHocTn Opaysepa Internet Explorer Gymet aBTOMaTtudecku

6nokupoBaTb ycTtaHoBKy ActiveX. [1ns NpoooimKEHNsa YCTaHOBKM HaXXMUTE KHOMKY [YCTaHOBUTL] B

OKHe noaTeepXaeHus yctaHosku (Puc. 5.30).

s B
Internet Explorer - Mpeaynpexaenne cucTemel GesonacHocTH M

Ycr b 3TO Npor i1 7

Wmsa: ActiveX Control (2013.11.04
Wspatens: BEWARD Co., Ltd

E] LononHuTensHo YcTaHoBMTE ] [He YCTEHEBNMBATE

i T | DaEinel M3 MHTEpHETE MOrYT BbITh NONE3HE, HO 3TOT TN QEANE MOKET
s a/ NOBPEAWTL KOMMbIOTED. CNEAYET YCTEHABNMBATE NPOrPaMMbl, NOMYHEHHEIE
= TONLKO OT A0BEPEHHOr0 M3AATENA, DaKTODb! DUCKS

. —
—

Puc. 5.30

War 4: ana koppekTHOM ycTaHoBKM koMnoHeHToB ActiveX 3akpownTte Internet Explorer n

HaxxmuTe [OK] B okHe, NpeacTaBneHHoM Ha PucyHke 5.31, ecnun TakoBoe NoOsIBUTCS.

Warning @
IE windows must be close before install ocx, OK?
OK | OTmena
Puc. 5.31

LWar 5: B okHe, npeacTtaBneHHoM Ha PucyHke 5.32, HaxmuTe kHonky [Uninstall].

B Ocdnstaller *

@ Install Uninstall Close

Puc. 5.32
War 6: nocne ycnewHon pevHctannauum Bbl yBuaute coobuweHune «Unregister OCX

success(C:\)» B HWKHEN YacTu AaHHOoro okHa (PucyHok 5.33).

B Ocxinstaller =

@ Install Uninstall Cloge

| Unregister 00 success

Puc. 5.33
War 7. HaxxmuTe kHonky [Install], 4Tobbl ycTaHOBUTL HEOBXOAMMBbIE KOMMOHEHTLI ActiveX.
Mocne ycnewHon yctaHoBku Bbl yBuauTe coobueHne «Register OCX success(C:\)» (PucyHok

5.34) Haxmute kHonky [Close] ans Bbixoga 13 OkHa yCTaHOBKM
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ﬂf Ocxlnstaller 4

@ Install Uninstall ‘ Cloze ‘

| Reqister D0 success

Puc. 5.34

NMPUMEYAHUE!
B onepaunoHHoi cucteme Windows 7 n B 6pay3sepe Internet Explorer 9.0 HasBaHUs MeHIO Mnu
CUCTEMHbIE COOOLLEHNS MOrYT OTNMYaTbCHA OT Ha3BaHWN MEHIO M CUCTEMHbIX coobweHnn B apyrux OC

cemenctea Windows nnu B gpyrmux 6paysepax.

LWar 8: otkpowTe Internet Explorer n B agpecHon cTpoke BBeauTe |IP-agpec kamepsbl
War 9: Nepengute B meHio «HacTpouTb HaacTponkn» Bo Bknagke «CepBucx» 6paysepa

Internet Explorer (PncyHok 5.35)

Mevats >
Daiin >
Maciuras (0%) >

>

besonacHocTs

[lo6asuTs CaiiT B CAMCOK MpHADIKEHMil
MpockoTpETs 33rpysKin CTRL+)
HacrpouTs HaacTpaiik

Cpencrea paspabotunca F12

Mepeitri k 3akpenneHHEIM caiiTam

TMapaMETPEI MPOCMOTRa B PEKUME COBMECTUMOCTH

Caoficrss Gpaysepa

0 nporpamme

Puc. 5.35
War 10: B meHio «lMaHenn MHCTPYMEHTOB U pacwmpeHusa» Haxmute Ha NetVideoX

Control. Y6eautech, 4To yCcTaHoOBNEHa akTyarnbHasa Bepcusa kKomnoHeHToB Active X (PucyHok 5.36)

Mpocmotp Hagetpoek Internet Explorer n ynpasnenne umn

=
THnel HaacTpoeK Wmaa W3parens CocToaHme  ApxuTektypa Bpemasar.. *

) MaHenn MHCTPYMEHTOB M pacLUMpeHia

;1 Chyxeel nowcka
@y Beward R&D Co., Ltd
YCKopUTENH

GBau_u.rra ©T OTCNEKNBAHNA

NetVideoX Control Beward R&D Co., Ltd Bemoueno  32-paspag...

OroBpaxare:
v

HagcTpoiikn, 3arpy>keHHBIE HA A3HHBIA MOMEHT ~ & B
NetVideoX Control
Beward R&D Co,, Ltd
Bepcus: 2.1.2.48 Tun: 3nemenT ActiveX
Jlara daitna: 21 dpespana 2018 r,, %:42 Mowck HAACTPOMKW € NEMOLLBH Cy:KBEl NCUCKA N0 YMEAHaHNID
Moapobree

OTentoqmnTs
oWk AoNONHMTENBHEIX NaHENER MHCTPYMEHTOB W PACLUMPEH ...

3aKpoiTe

JlononHWTENLHEIE CBEAEHWA © NAHENAX MHCTPYMEHTCR W PACLLUMPEHNAX

Puc. 5.36
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Ecnu yCTaHOBJ1I€HHaA Bepcusa He COOTBETCTBYET aKTyaanon, cnegyet yoanmtb CbaVIﬂbl

BpyyHyto. [Mepengute B nanky C:\NetVideoX wn ypanute eé cogepxumoe (PucyHok 5.37).

nOBTOpI/ITe warun 1-6 rnasbl o4ng 3aBeplieHnd YCTaHOBKW.

« v > 3ToTkomnktoTep > fokankbili guck (C) > NetVideoX v|®| | Monck: NetVideox P
iy Noxansmeiii gucr (C:) A s . Jata wamenenna Tun Pasmep
Config Manka ¢ daiinarm
%] hi_h264dec.dll PaCLLHpEHHE NPH.. 164 K5
9] hi_h264dec_w.dll PaciunpeHHE TpH.. 420K
[] Hook.dil PacLumperne npu... 28K
%] HW_H265Decoder.dll Paclunperine npu.. 423K5
L+ NetVideoX.inf Caegerna 4nn ycr... 2Kb
7] NetVideoX.ocx Inemert ActiveX 426 Kb
%] SNetapi.dil Pactunperiue np... 321K
] SPlayapidi Pactwmperine npi.. 640 KB

NetVideoX v

Puc. 5.37
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5.5. Bo3BpaTt HacTpoek noakntoyeHus NK B nepBoHavyanbHble 3HaYeHUS

YT106bl BEpPHYTb 3HAYEHMSI NMPOBOAHOIO CETEBOrO MOAKIOYEHNUS K YCTAHOBMEHHbIM paHee
3Ha4YeHUsIM, BbINOSHUTE CrieaytoLne OeicTBuS.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.38).

9 Internet Explorer
Q-

LEE Microsoft Office Excel 2007

Nowymenr

Hzobpaxernn

d"] BnokHoT

My3bika
=) DVR Server

Wrpe:
BRSController
Komnstotep
BEWARD IP Visor
Matiens ynpaeneHna
BEWARD Player
] YcrpoiicTea n NpUHTEPE!
X :(, Coycbil

Cny#Bbl KOMNOHEHTOB "
Cnpaexa n nogaepxxa

Bee nporpammer

[ Haiirmu npozpasmas u gaiine Sacepiiienue pabotor | ¥

Puc. 5.38
B oTkpbiBEMCA AOuanoroBoM OkHe BblbepuTe nyHKT [[IPOCMOTP COCTOAHUA ceTU M

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.39).

-

E=NE
5+ Tovcro rposncn » = T4 [ Tevererorereypocrenis

HaCTpDﬁl(a napamMeTpoe KOMNbBHOTEPS Mpocmorp:  Katercpua =

I'IposepKa COCTOAHWA KOMMABHTERS CeMeﬁH

% Cuctema u Be3onacHoCTL YUeTHble 3anMcK NoAb3oBaTenel n

ApXNEMPOBAHIE A3HHEIX KOMNBIOTEDE ) [loBaeneHme u y4aneHNe yHETHBIX 3anuceii
MNowck n ncnpasneqne NpoBnenM none3osarenei

@ ¥YeTanoexa POAMTENBCKOMD KOHTDONA 4NA BOEX

— nenssosarenci
" [y OCMOTR COCTOAHNA CETH W 33434

=" Boibop napaMeTpos JoMalLHER rpynnb u obuwlero O'11]!3[;'II‘\«"IJ"IE‘HIJ'IE‘L W NepcoHanMsaumna
ACCTYNA K 43HHBIM MzmeHeH e Tembl

WMzmenetne gona paboverc crona

Oﬁ-DpyﬂDBaHI:IE‘ o LS Hactpoiika paspelneHna 3kpaHa
--g MpocmoTp yCTPoRCTE U NPUHTEpPOE
| JoBaeneHue ycTpoicTea Yachl, A3bIK W PErvoH

s CMeHa packnaaky KNaenaTypel Mau Apyrux
m Mporpammel &, . cnocobos BE0Aa

¥aaneHue nporpaMmel M3menernne a3bika WHTEpQElica

CneunansHble BOSMOXHOCTH
Pekomengyemele Windows napametpel

OI'ITMMM_’;ELI,MR MSDE‘FIE)KEHIHH Ha IKpaHe

Puc. 5.39
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B oTkpbiBLIEMCA OKHE HaxkmuTe [MoakntoyeHune no nokanbHoun cetu] (Puc. 5.40).

GU

Manens ynpaenexma -
ACMELUHARA CTpaHNUE

IZMEHNTE ZONOAHWTENEHEIE (70T KoMABIOTER)

napametpel ofuiero gocTyna MNpocMoTp aKTUBHBIX CETER

Cems 4
OBuwecTaeHHan ceT

MzMEHEHNE CETEBBIX NAPAMETPOE

( [E=mE
LY <« CeThu VIHTEPHET b LLEHTP yNpaBneHna CETAMI 1 0BLLMM AOCTYOM - || [Mouck & narenu ynpasneHus 0

MpocMOTP OCHOBHBIX CBEASHWA O CETH M HACTPORKa NOAKNHOUEHWA

. -
]
| W3nmenenue napameTpos &E -&_;
agantepa BEWARD Heckoneko cetei

@

MpecMoTp NnoaHo KapTel b
WHreprer k

MoAKNHOYEHWE UK OTKAHOYEHNE

Tun gocTyna: WNHTepHer

Mogrniouerma: 0 Noaknreverne no

NoKansH ETH

ﬁl Hactpoiika HOBOrO NOAKAMHEHNA MAW CETH
-

e

Ch. TakcKe
bpanamaysp Windows
AomawHas rpynna

Ceoiictea obospesatens

HacTpoiika GecnpoBodHoro, LWMPoKoNoADCHOrD, ModemHero, npamoroe wan VPN-nogenrodeHns
WM KE HACTPOMKE MapLUPYTU3ATOPa WK TOHKW A0CTYNa.

rlD,D,KJ'IHDHMTbCR K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD AW Nogkntodedine k VPN,

Boifop gomMaluHeid rpynnel v napameTpos obLero aoctyna

OocTyn k aiinam u NPUHTERaM, PACNONDKERHBIM H3 ARYTIX CETEBBIX KOMMBHOTEPAX, MAN
W3MEHEHWE NapaMETPOE OBLLErD JocTyna.

¥cTpaHeHne HenonagoK

AnarHocTika u MCNPasneHne ceTeBbIX NpoBRen WAK NoAyHEHUE CBEAEHWA 06 ncnpasneHn,

Puc. 5.40

B oTkpbiBLIEMCS OKHE HaxmuTe kHomKy [CBoncTBa] (Puc.5.41).

B

—
Cocroanue - [NogkaouerHne No NOKansHOW CeTH
il

==

Ofwme

MoakntYeEHe

IPv4-noaKoHeHme:
IPvE-NoaroHeHne;
CocToaHWE cpeabl:

AnMTensHOCTE:

Bes goctyna K MHTepHeTy

WHTEpHET

MNoaknioyeHo
044733

| [ @Cﬂ(ﬁﬂaa ][@D‘rmmun‘ru] [,ﬂ,marnocrma ]

CKOpOCTb:

100.0 MBMT fc

AKTMBHOCTE

y
OTnpaeneHo — %! ——  TlpuHsTO

BaiiT: 79 188 140 I 805 509 770

Puc. 5.41

B OTKpPbIBLLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoammo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.42).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

-2 [poToron MH £I3 BE

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA

& OTBETMK 06HAPYXEHWA TONONOMMK KEHANEHOrD YDOE ~

[l

YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMMHHEIMKM
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.42
OTKpoeTCs MeHI0, B KOTOPOM HeOoBXO04MMO YCTaHOBWUTb 3HAYEHUSA HavarnbHbIX HACTPOEK,
3anuncaHHbIX BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).
Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHavyancs aBTomMaTuuyecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] w [[onyuntb appec DNS-cepBepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] ons Bcex oTKpbITbiX OKOH (Puc. 5.43).

Ceoitcrea: MpoTtokon MuTepreta sepcun 4 (TCP/IPv4) lélg

Obme ANbTEPHATHEHARA KOHQHM ypaLmMs ‘

MNapameTpel IP MOryT HasHAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOMOMHOCTE, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE Y CETEEOr0 AOMMHUCTPATOPA.

(@ Monyunts IP-aApec a5TOMATUNECKI I

{0) MNoNb30BaTE CREAYHOWMA [P-aapec:
IP-aapec:
Macka NoAreTH:

OCHOBHOA WK

| (@ MonysnTb anpec DNS-CepEEpa SETOMETHUHECKK I

(7) Mnons308aTh CNEAYIOWKE aapeca DNS-Cepsepos:

MpeanouMTaeHeR DHS-cepeep:

ANLTEPHATHEHEIN DN3-CepEep:

MNonTEEpANTE NEPEMETPEI NPK BbIX0AE ——

Puc. 5.43
Ecnu nsHavaneHo |IP-agpec Bawewmy MK 6bin 3agaH BpyuyHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTtb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykosogcTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbITbiX OKOH (Puc. 5.44).
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapameTpel IP MOTYT HAHEHEATLCA AETOMATUHECKM, ECIM CETh
NOAAEPHMBAET 3TY BOSMOMHOCTE, B NPOTUBHOM Cy4ae napameTphl
IP MOKHO NONYUMTh ¥ CETEBOMD AAMMHWCTPETOPA.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ Wcnonb3oBaTh cieayowme anpeca DNS{epBepoB:I
MpeanounTaemeni DMS-cepsep: 192.168. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[T NoateepanTs napameTpe! npn sbixone

Puc. 5.44

5.6. [llpoBepka npaBUNBLHOCTM HacTpoeKk noakn4vyeHusa IP-kamepbl K
foKanbHOW ceTu

Ons  KOHTpons nNpaBUMbHOCTM CETEBbIX HACTPOEK Kamepbl M KOMMbTEepa HYXHO
NoAaKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.

3anycTtute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].

Beeante B agpecHom cTpoke |IP-agpec, nMpUCBOEHHbLIN Kamepe  (Hanpumep:
http://192.168.0.99) (Puc. 5.45).

a@ & hitp://192:1680.89/ R T —p—— x N e

Puc. 5.45
[Mpn NpaBunbHbLIX HACTPOMKaxX OTKPOETCA OKHO aBTopu3auuu. [ns aBTOpusauuvm BBeauTe
UMA Nonb3oBaTensa u naposnb, nocne yero Haxmvute [OK] (Puc. 5.46).

BHUMAHMUE!

Vma nonb3oBaTens no ymonyaHuo: admin. Mapone no ymonyaHuto: admin.
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besonacHocts Windows *

iexplore.exe

[na exoaa Ha cepeep 192.168.0.66 HyHbI UMA
nonb30oBaTens U naposib. Cepeep cOOBUIGET O TOM, UTO OH
Haxoautca B B2710 H.264 IP Camera - 005A2149F778.

admin

D 3anoMHUTE YUYETHBIE AEHHBIS

o o oomes

Puc. 5.46

Mpn npaBWbHO BbINOMHEHHBLIX AEUCTBUAX Bbl cMoXxeTe 3anMTn B BeG-UHTEpdenc yepes

Gpaysep 1 yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.47).

B@\WVARD

8 comos TR 3ammce oD Bwiawns § Muspopon i 5 Pascepryrs [ Coomwowenve [§flj Opurwnan B Pz [ vsobpaxenue

Puc. 5.47
NMPUMEYAHME!
B cnyyae HeygadHOro CoeavHEHWst C KamepoW, NMPOBEPbTE NPaBUSIBHOCTb MOAKMYEHUS K NPOBOAHOMN
CeTU, BEPHUTECH B HA4Yaro AaHHOW rnaebl M NOBTOPUTE HACTPOWKY. B cnyyae HeobxoaumocTtu obpaTutech

k Bawemy cucteMHoMy agMUHUCTpaTOpy.
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MnaBa 6. MNogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHna o noaknoveHun IP-kamepbl K cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM CeTu, HO U U3 ceTn NIHTepHeT.

B atom cnyyae ana ogHoBpemeHHoOW paboTbl KOMMbOTEPOB, HOyTOykOB, IP-kamep u

Apyroro obopyaoBaHusa B cetn MIHTepHeT, Yalle Bcero, UCnosb3yeTcs MapLupyTu3aTop.

Mpn opraHuMsaumm poctyna kK IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaswuno,

ncnonbe3yTca criegyroLlne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHWn ctatudeckun IP-agpec nnu PPPoE-
coeauHeHue. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONbKO OAHOW IP-kamepbl U He MOXEeT BbiTb Ha3Ha4YeH eLe Kakomy-
nmnbo yCcTponcTBay.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW cTaTtudeckunn |P-agpec, KOTopbIn
Mcnonb3yeTcs Ans NoaKIoYeHnst K ceTn MHTEepHET fIoKanbHOW CeTU, K KOTOPOW, B CBOKD
oyepedb, MNMaHMpyeTca NOOKMOYNTL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOAKMIOYEHNN UCNOoNb3yeTca MapLupyTnsatop. Npn 3ToM YMCno NOAKMYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KOJIMYECTBA NepeHasHavyaeMbIX MapLLIpyTU3aToOpoOM NOPTOB.

3. lNpoBangep He BbliensieT BHewWHWW ctatudecknn IP-agpec. IP-agpec HasHavaeTcA
npoBangepomMm ANHAMUYECKU, TO €CTb TakK, YTO NPU KaXgOM HOBOM MOOKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yeped ADSL n GPRS). B atom cnyyae, 4Ttobbl
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OAHOW WU HECKOMbKUX KamMep K cetn
MHTepHeT, BHE 3aBMCMMOCTM OT TOro, Kakon |P-agpec BbligeneH npoBangepom B
OAHHbIA MOMEHT, HeobXoaMMO 3afencTBOBaTb WHTEPHET-CryxObl, paboTtatowme c
OVWHaAMUYECKUMU agpecamu.

[anee, 3T BapuaHTbl opraHu3aumm poctyna kK IP-kamepam u3 cetm WHTepHeT OyayT

paccMOTpeHbl NogpobHee.
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6.2. Ucnonb3oBaHue ctaTuveckoro IP-agpeca

Ona nogkntoyeHuns IP-kamepbl kK cetn MHTepHET HeobXooumMoO U3MEHUTb e€e ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMy4YeHHbIMK OT NpoBargepa. Kak npasunio, nposanaep
npegocTaBnsieT cnegywowme ceteBble HacTpouku: IP-agpec (B AaHHOM cnydae, CTaTUYecKui),
Macka nogcetn, CeteBon wnio3 un agpec DNS-cepsepa.

[ns nonydeHuna goctyna k IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy
Heo6xoaUMO BbINOMHUTE CreayoLwme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy T1K.

War 2: wnsmeHWTEe cCeTeBble HACTPOMKM NPOBOOHOrO coeguHeHust |IP-kamepbl B
COOTBETCTBMM C HACTpOMKamu, npegocTaBneHHbiMn Bawnm NMHTepHeT-npoBangepom (Puc. 6.1).

BE\VARD

TNokancHeie Hactpoika LAN
Aypwo

Banea Wenonssosats IPvE [

DHCP |
Bepcua IP | IPV4 v

Cetn

» OcHosHoie

[ wawes [ 10 160 o o

Macxa noaceTm
> PPPoE

—
> UPRP 192. 168. 0 . 254

TpeanouuTasmeii DNS

Anepmanins 1S
MAC-agpec 00-5A-21-49-F7-78

> DDNS CoxpainTs

> Bonjour
> E-mail

> FTP

> PPTP
> RTSP
> HTTPS
> YBepounexne

3anuce

Tpeeora

Tepmunan

Cucremubie

Puc. 6.1
War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.
Ecnu Bce napameTpbl yka3aHbl BEPHO, kamepa AomkHa ObITb 4OCTYMHa B ceTn VHTepHerT.
B npvBegeHHOM npumepe npoBangep NpegocTaBun Creayolwme AaHHbIe:
o IP-appec: 173.194.122.202
e Macka noacetu: 255.255.255.252
e OcHoBHOWM WMt3: 173.194.122.211
e DNS-cepBep 1: 173.194.122.1
e DNS-cepBep 2: 173.194.122.2
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B obwem cnyyae, anga obpaweHus kK IP-kamepe vyepes ceTb VIHTEpHET B agpecHOn CTpoke

Opaysepa BBogutca cnegywowmn 3anpoc: http://[<IP>:<Port>, roe <IP> — IP-agpec kamepbl,
<Port> — 3HayeHne HTTP-nopta. Tak kak B JaHHOM npumepe ucnonb3yetcs 3HadeHne HTTP-
noprta, 3agaHHoe no ymondauuto («80»), TO, 4TOGbLI O06paTuThCs K IP-kamepe uyepes ceTb
MHTepHeT, Heobxogumo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopkntoyeHnn K kamepe 4deped HTTP-nopT, 3agaHHbIi NO ymonyaHuio (3HadeHue paBHO «80»),
3anpoc B agpecHoun cTpoke b6paysepa nmeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

6.3. UIcnonb3oBaHne PPPoE-coegnHeHuns

MHTepHeT-npoBangep He Bcerga MoXeT obecrneuntb NOLKIIYEHUe no cratudeckomy IP-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT poctyn Kk cetu WHTepHeT 4yepe3s PPPoE-
coegvHeHune. B aTom cnyyae, oH npegocTaBnsieT aboHEHTY UMA Nonb3oBaTens 1 Napofb.

IP-kamepa B2710 nopgepxnBaet PPPoE-coeamHeHne. [Onss ero u1cnonb3oBaHUs
Heo6xoanMO BbINONHUTL CReayoLme Wwarw:

War 1: nogkntounTte IP-kamepy k Bawlei nokanbHom cetn unu Hanpsimyto K MK (cm. Masy 5).

War 2: songute B meHio PPPoE HacTtpoek IP-kamepbl: Hacmpoitku — Cemb — PPPoOE.
(Puc. 6.2).

BE@\WARD

NokankHbie Hacrpoiika PPPoE
Ayano

Bugeo Brrwouwnte [ ]

Cemn — ~
> Oovoarse ol —o ]
> Lan Momssosarers | |

mapors [
Bpens orunalin

PPPoE
» UPnP
> Bonjour Coxpanms
> E-mail 3
> FTP
> DDNS
> PPTP
> RTSP
> HTTPS
> Yeepounesve
3anuce
Tpeeora
Tepmunan

Cncremnbie

Puc. 6.2

War 3: B TekcToBbIX Nondax [[Monb3oBatens], [[Taponb] BBeAnTe 3HaYeHUsA, NONyyYeHHble
oT MIHTepHeT-npoBanaepa

War 4: Bbibepute TMN wwudgposaHns “CHAP” unu “PAP” ona nposBepku MOANWHHOCTU
coeavHEeHUS.

War 5: Ang npuHATUA 3MEHEHUI HaXXMUTe KHOMNKY [CoxpaHuTb].

BHUMAHMUE!
[ina BCTynneHuns cetesbIX NapamMeTpoB B cUry TpebyeTcs nepesarpyska ycTponcTaa.
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LWar 6: nogkntounte IP-kamepy k BblgeneHHon cetn Ethernet.

BHUMAHUE!

Mocne nogkntoyenns IP-kamepsbl k BblaeneHHom cetu Ethernet, oHa 6yaet goctynHa B ceTu VIHTEpHET noa

IP-agpecom, NpMcBOEHHbIM et Bawwimm npoBarigepom 1 otobpaxkaembimM B nosne [Agpec] (cm. Puc. 6.2).

Ons obpaweHus k IP-kamepe B cetn NHTepHET B agpecHom CTpoke Opaysepa BBOOMTCS
cnegyowmn 3anpoc: http://<IP>:<Port>/— roe <IP> — IP-agpec kamepbl, Ha3Ha4yeHHbIN Bawwmm
nposangepomMm npu yctaHoeneHmn PPPoE-coeguHenusn, <Port> — 3HauyeHne HTTP-nopta (mo
yMon4yaHuio paBHoe «80»).

NMPUMEYAHUE!

Mpu nopknioyeHnn Kk kamepe 4deped HTTP-nopT, 3agaHHbIi MO ymMonyaHuio (3HaveHue paBHO «80»),

3anpoc B agpecHou cTpoke bpaysepa nmeet Bua: http://<IP>,— rae <IP> — IP-agpec kamepbl.
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6.4. MNoakntoyeHne 4epe3 cetb WMHTepHeT Kk IP-kamepam, Haxogsawumcsa B

nokanbHoOu ceTu
Ecnu goctyn B ceTb NHTEpHET ocyLlecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus nokanbHON CeTU UCMNOMb3yeTCcs MapLupyTmM3aTop.

BHUMAHMUE!

Ona uvcnonb3oBaHWs JaHHOrO MeToda MOAKMYeHWs Heobxooumo 3apaHee npuobpectn y Batero
npoeangepa MYBUNYHBIA CTATUYECKWUW IP-agpec. Mposaigep npenocTaBnsieT, Kak Npasurio,
ONHAMWYECKMI BHYTPEHHWW IP-agpec, KOTOpbIi OOCTYNEH TOMbKO B MOACETM npoBangepa.

[Moatomy yTouHuMTe TUN ncnons3dyemoro Bamu IP-agpeca 3apaHee.

Ana Toro, 4to6bl nogknounTbesa K IP-kamepe M3 cetn VIHTepHeT, Hago obpatutbesa no IP-
agpecy, BblgaHHOMY npoBangepom («BHeLWHUn» IP-agpec mapLupytmnsatopa), U K onpegeneHHomy

nopTy.

BHUMAHUE!
Mpn obpaweHnn n3 cetn VHTEpHeET Ans BCex Kamep, HaxoAsawmxcs B OAHOW NoOKanbHOW CeTw,
cyllecTByeT Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIN NpoBangepom). [Noatomy Ans gocrtyna K 3Tmm

Kamepam HeobXoaMMO Ha3HauYUTb Kaxaon cBoe 3HadeHne HTTP-noprta.

[na atoro TpebyeTcs BbINONHUTL CreayoLmne 4eNCTBUS:

e /13meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawewn nokanbHon cetn (CM. nNyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rioKarnbHOu ceTn).

e Hactpoutb yHKUMIO NepeHanpaBneHnss nopToB. [aHHaa yHKUMS nos3sondet
nepeHanpaensaTe obpaweHns u3 cetn VIHTepHeT K KakoMy-nnbo yCTpOWCTBY,
NOOKIMYEHHOMY K NnokansHonm ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4ECKM IobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn aTtom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLipyTudauum (nepeHanpasBneHus

nopToB):

1. ucnonb3oBaHwe TexHororum UPnP B MapLupyTmnsatope u kamepe;

2. pyYHas ycTaHOBKa napamMeTpoB Tabnuubl MapLIpyTU3aLUmm.
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6.4.1. HacTpounka py4yHou nepeagpecaumm NnopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHeT C€ noOMOoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpowka 60nblUMHCTBA OYHKLUMIA MapLupyTNU3aTopoB
pasnMyHbIX MOAENEN BbINONHAETCHA CXOXNUM 06pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn UHTepHeT yxe
HacTpoeHo. MaplpyTmsaTop UMeeT cnefyowmn nyonmyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — «BHYTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnica
MapwpyTtmnsatopa), «192.168.1.199» — IP-agpec kamepbl. [OnNd HACTPOMKM WUCMOSMb3YyeEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTca HasHauuTb MOpPThbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kKamepsbl. B
noKanbHOM cCeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadeHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Onsi Bcex Kamep, HaxoOsWuxcs B OOHOW JlOoKanbHOW CceTw,
cylecTByeT Tonbko oavH IP-agpec (BblgaHHbIM npoBargepom). Noatomy onst goctyna K 3TMM Kamepam

HeobxoQMMO KaxaoW Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE criefytolimMe AencTBUS:

BHUMAHMUE!
MopT AaHHbLIX 0653aTeNbHO AOMKEH TPAHCNMPOBATLCA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pa3rnnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1: B BeO-mHTEpence kamepbl OTKponTe pasgen MeHwo Hacmpolku — Cemb —
OcHoeHble. (Puc. 6.3).
War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYeHWE, OTNIMYHOE OT 3HAYEHMS MO

ymMonyaHuto. Hanpumep, nycTb B KadecTBe NopTa AaHHbIX ucnonbadyetca nopt «5001»
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Ayawo

Buageo MopT AaHHex (5001
T —
CeTb L
[ ouonwe | ONVIFmopr 2000
JCHOBHBIE

> LAN

> E-mail
> FTP

> DDNS
> PPTP
> RTSP
> HTTPS

3anuce

Tpesora

TepmuHan

CHCTEMHbIE

Puc. 6.3
War 3: Ans npuMeHeHnss HacTpoek HaXxxmuTe KHomnky [CoxpaHuTb].
Takum obpasom, nopTbl AnNst JOCTyNa K AaHHOW Kamepe BHYTpW nokanbHOW ceTn ByayT:
HTTP-nopt — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».
[na BTOpOM Kamepbl MOXHO BblOpaTb cneaytowme noptbl: HTTP-nopt — «80», lNopt
AaHHbIX — «5002», RTSP-nopT — «554» n 1.4.

Kamepa HacTpoeHa. OcTanocb NpaBunbHO HACTPOUTL MapLLpPyTU3aTOP.

Ona HacTponKu MapLupyTusaTopa BbINonHUTE cneaytowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec maplipytu3aTopa (B Haliem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpMU3aLUK BBEeOMTE NOTMH 1 naponb. lNocne

yOa4yHOW aBTOpM3aLnm OTKPOETCS OCHOBHAsi CTpaHuLa HacTpoek MappyTtudaTopa (Puc. 6.4).

450M Wireless N Gigabit Router
Model No. TL-WR2543HD

TP-LINK'

Status

wps

Network
Firmware Version: 3.13.27 Build 121207 Rel 619550
Wireless

DHCP

Hardware Version: WR2543ND v1 00000000

m

USB Settings

Forwarding LAN
Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
19216811
255.255.255.0

Wireless

Wireless Radio:
Hame (SSID):

Enable
TP-LINK

Puc. 6.4
LWar 2: Bbibepute nyHKT mMeHio Forwarding — Virtual Servers. B nossuBlueMCA MeHIO

HaxkmuTe kHonky [Add New] (Puc.6.5).
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450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK'

Status

Virtual Servers

Protocol Status Modify

Quick Setup
WPS
Network

Internal Port IP Address

Wireless
DHCP
USB Settings

Enable All Disable All Delete All

— Previous Next
- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.5
War 3: po6aBbTe npaBuna nepeHanpasneHuns noptos Ans IP-kamepsl (Puc. 6.6). 3apante

cneayoLwme napameTpbl:
[Service Port]: ykaxute nopT, kOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MUCMONb3ynTe AN fnepeHanpasneHns MnopToB 3aperncTpupoBaHHbIe

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne nopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxuTte nopT, ucnornb3yemsblin B JaHHbI MOMEHT Ans A0CTyna K Kamepe 13

nokansHowu ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, AnA KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NyHKTbI HEe TPEOYIOT HAaCTPOWKM.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.6).

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

TP-LINK'

Status
WPS
Network
oo Service Port: 31 (O4-XX 0r XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwardi Protocol: All -
- Vi s Status: Enabled -
- Port Triggering
== Common Service Port: —Select One— -
-UPnP
Security
Parental Control Save
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.6
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War 4: HaxmuTe kHOMKy [Save], 4Tobbl coxpaHuTb npasuno. Mpasuno gobaeneHo (Puc.

6.7).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.7
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.8).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

T ID  Service Port Internal Port IP Address Protocol Status Modify

T 18 80 192.168.1.199 Al Enabled Modify Delete
FP— 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwi

Virt AddNew... | [ Enable Al | [ Disable Al | [ Delete All

- Port Triggering

-OME Previous | Next

-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.8
LWar 6: n ewe ogHo npasuno ang NopTta aaHHbIX (Puc. 6.9).

BHUMAHUE!
HTTP-nopTbl 1 RTSP-nopTbl kKamep MOXHO nepeHanpaBnsATb C NOMOLLbIO BUPTYanbHOrO cepeepa, 0OgHaKko

MOPT AaHHbIX KaMep AOMKEH ObITb PasHbIM U TPAHCNIMPOBATLCS «MOPT B MOPT»!
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

181 80 192.168.1.199 Al Enabled Modify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete
P 3 5001 5001 192.168.1.199 Al Enabled Modify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-uPnP
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9
War 7: Ecnu Bbl ncnonb3yeTte HeECKOMNbKO kamep, To Bam HeobxogmMmo noBTopuTh Wwarn 2-6

Ansa octanbHbIX Kamep (Puc.6.10).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port 1P Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 Al Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 5002 5002 192.168.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding [_Previous ]

Dynamic DNS

System Tools

Puc.6.10

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbI NOAY4YMTL AOCTYN K Kamepe u3 ceTn MHTepHeT, Hago obpaTuTbCsa K Her no
IP-agpecy, BblgaHHOMY nNpoBanaepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 HasHa4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4YeHHbIN Kamepe Ans nepeagpecaumn,— «81». 3HauuT, ons obpalweHnsa K Kamepe u3 cetu
WHTEepHeT Heob6xoanumo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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6.5. MNMoaknroyeHue kamepbl ¢ onuuven B10xx-4G Kk OGecnpoBOAHOW cCeTW.

Hactpownka 4G-coeauHeHus
[na nogknoveHns k cetn VHTepHeT no ctaHgaptam ceasun 4G IP-kamepa B1510 ¢ onumen
B10xx-4G (manee B1510-4G) ocHaweHa cneunanbHbiM  BCTPOEHHbIM  4G-moaynem

NPOMbILLTIEHHOro Kinacca.

YcraHoBuTe SIM-kapTy M @aHTEHHY COrnacHO NyHKTY 4.6.
B BebG-nHTEperice kamepbl oTkponTe Bknaaky «Hactponkmn 4G» (Hacmpolku — Cemb —
4G).

BHUMAHUE!
Ecnn B meHio «Cetb» Bknagka «Hactponkm 4G» OTCyTCTBYET, NMPOBEPbTE BEPCUIO MPOLUMBKM U BEOG-
nHTepdenca kamepbl (Hacmpoliku — CucmemHblie — UHPopmauyusi). Bknagka «HacTtpownku 4G»

[OCTynHa, HavnHas ¢ Bepcum npowmekn 3.1.0.1.5.18.50 BKnouMTENBHO.

Ecnn SIM-kapta yctaHoBneHa npasBwibHO, TO B none «SIM-kapta» 6ygeT oTtobpaxeH
cTaTyc «YCTaHoBMEHa».

HacTponka 4G-coeanHeHns1 MOXET MMETb HECKOJNbKO BapuaHToB. B nepByto oyepenb 370
3aBuUCUT OT Toro, kakasa SIM-kapTta 6ygeT 4ns aToro ncnonb3oBaHa:

- SIM-kapTa ¢ nogknt4YeHHoOM onumen MobunbHbIn HTEpHET 2G/3G/4G (CcM. NyHKT 6.5.2);

- SIM-kapta Cc nNOAKMIOYEHHOW onuMen MobunbHbIn uKHTEpHeT 2G/3G/4AG u c

OOMNOSTHUTENBHO NOAKNKYEHHOW onumen ctatudeckoro IP-agpeca (cm. nyHKT 6.5.1).

6.5.1. SIM-kapTta c onuuen cratndeckoro IP-agpeca
Ecnn Bbl ucnonbsyete SIM-kapTy ¢ nogkrnoydeHHoW onumen crtatudeckoro IP-agpeca,

BbIMOJTHUTE cneaywLuine DencTBus:

NMPUMEYAHME!
MpepoctaesneHne cratudeckoro |P-agpeca, kak npaBuno, sBMgeTCA NraTHOW YCryronm oneparopa

MOOWIBHOM CBA3WN.

LWar 1: Ha Bknagke «HacTponkm 4G» 0TMETbTE ranoykon NyHKT « BKINHOYUTBLY.
LWar 2: y6epute ranodky ¢ nyHkta «Mony4ymTb HaCTPOMKM CETU aBTOMATUYECKU» 1 B
nonsax [APN] (Access Point Name — umsa Todkn goctyna), [JloruH] u [Maponb] BBeauTe AaHHbIE,

nony4veHHble oT Bawero nposangepa 4G-coeanHenus (Puc. 6.12).
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BE@\VARD

TNokankHele HacTpoilku 4G

Ayauo
Bugeo BrNKOUMTE.

CeTb r=
»> OcHoBHLie G2 NOISR
Sikcapre
> LAN
Craye cocaor
> PPPOE
. ] E—

[[] NonyuuTs HACTPOHKH CETH ABTOMATHYECKH
> UPnP

APN [static.provider.ru
TNome [loginexample
rapons

LononHuTensHo

> E-mail
> FTP

> DDNS
> PFTP
> RTSP | CoxpaniTs ‘ ‘ OBHOBUTL |

» HTTPS

> ¥Yeepomnexwe
Banuck
Tpesora
TepMmuHan

CucTeMHble

Puc. 6.12
War 3: HaxmuTe [CoxpaHuTk]. [locrne NpUMEeHeHUs HacTPOeK M MOAKMIOYEHUS Kamepbl
nons ceteBblx NapameTpoB «IP-agpec», «Macka noacetu» W T.A4. 3anNONHATCA, a B none
«YpoBeHb curHana» oyaet otobpaxaTbCsl TEKYLLMIA YPOBEHb CUrHaNa CoeauHeHus.
Ecnn ©OanaHc Bawen cuMM KapTbl MOMOXMUTENbHLIN U BCE HEOOXOAWMbIE YCIyru
NOOKIHOYEHbI, TO Bbl CMOXETE MONy4YnTb SOCTYN K KaMepe no npeaocTaBneHHOMY npoBangepom

cTtaTudeckomy IP-agpecy.

6.5.2. SIM-kapta 6e3 onuum cTtatudeckoro IP-agpeca. HacTpomnka nogknioveHus
OpenVPN

Ana nogkntoyennsa IP-kamepbl B1510-4G HeobsizaTenbHO npuobpeTatb y onepartopa
MOOBUIbHOM CBA3M onumio crtatudeckoro IP-agpeca. Bnarogaps dyHkuum kamepbl «AKTMBHOE
coefvHeHue» ee MOoAKNYeHne (MNn MOAKMYEHNE HECKOSbKMX KaMep) MOXHO OpraHvM3oBaTb
Yyepes Kakon-nnbo yaaneHHbIn cepeep 1 cosgaHne BupTtyansHoun vYactHom cetn (VPN), uyto 6yget
BblrogHee 3KOHOMUYECKN 1 yAOOHEE C TOYKM 3pEeHNsi CUCTEMHOIO agMUHUCTPUPOBAHUS.

Hwxe paccmMoTpeH BapuaHT nogkniodeHnst ¢ nomotlpto MO OpenVPN.

lMepeng Havanom ycTaHOBKM nporpammHoro obecnedeHna OpenVPN Heobxogmmo
HacTpouTb NybnuuHbIn cTtatudeckn IP-agpec uyenesozo [1K (komnbioTepa, KoTopbii Oyaet
BbicTynaTtb B ponn OpenVPN-cepBepa) B cetn UHTepHeT. MNpu 3TOM gonycKaeTcsl, YTO BbIXOA4 B
NHuTepHeT OGyaer opraHusoBaH yepe3 mapupytusatop (unu NAT), roe GygeTr ocywecTBrneHo

nepeHanpasneHne NopToB Ha Lenesown K.
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BHUMAHUE!

Mo ymonyanuto npunoxenne OpenVPN ncnonesyet nopt 1194.

Ecnu no kakum-nmbo npuymHam ctaHgapTHei nopT 1194 ucnonb3oBaTb HEBO3MOXHO, TO ero TpebyeTtcs
M3MEHUTb B HACTPOMKax aKTMBHOIO coeauHeHust kamepbl (cMm. LWar 7) n B chanine koHdurypaumm

OpenVPN-cepBepa (npu yCTaHOBKE MPUITOXEHUS B Manky Mo yMon4yaHuio nyTb kK dpawnny: C:\Program

Files\OpenVPN\config\myserver.ovpn).

Kpome Toro, 6yaem cuntatb, 4to kamepa B1510-4G yxxe nogkntoyeHa k Baluen nokanbHom

cetn (cm. naey 5), aHTeHHa n SIM-kapTa ycTaHOBMEHbI (CM. NYHKT 4.6).

War 1
3arpysute pekomeHgyemoe npunoxeHme OpenVPN Ha Baw TK. CkayaTb [JaHHoe
npunoxeHne Bbl moxeTe 3gechk: https://build.openvpn.net/downloads/releases/.

NMPUMEYAHMUE!
B ob6uem cnyyae, peanusauua OpenVPN-cepBepa MoxeT ObiTb ntobon. Hiwke npuBeaeHa HacTporka ans
NPUNOXeHNs OpenVPN Bepcumn 2.3.14 (ccbinka ans CKayMBaHus:

https://build.openvpn.net/downloads/releases/openvpn-install-2.3.14-1601-i686.exe).

LWar 2
YcraHoBuTe npunoxerHne OpenVPN Ha ueneson MNK.

War 3
Pacnakyite cogepxmmoe apxmBa OpenVPN_Server.zip B KOpPHEBYHO nanky c

YCTAHOBJIEHHbIM MPUNOXEHNEM.

NMPUMEYAHMUE!
ApxuB OpenVPN_Server.zip Haxoautca B OOHOW narke BMecTe C AaHHbIM PyKoBOACTBOM, KOTOpPYHO
MOXHO CKa4daTb C caunTa, B KapTouke onuum B10XX-4G:

https://www.beward.ru/katalog/ip-kamery/ip-kamery-serii-b1000/ip-kamera-opciya-b10xx-4g/

UM HANTWU Ha ANCKE M3 KOMMJIEKTa NOCTaBKM Cpean AOKYMeHTauumm Ha kamepy B1510/B2710.

LWar 4
3anyctute npunoxernne OpenVPN GUI (ecnn oHO He 6bino 3anyweHo No OKOHYaHuu
YCT@HOBKM) C MOMOLLIO sipribika Ha Paboyem ctone unu B MeHo «llyck». Mpn atom B obnactu

yBegoMreHnn Ha NMaHenu 3agay 4omKeH NoOABUTLCH COOTBETCTBYOLLNA 3HAYOK.
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War 5

3anyctute cepsep OpenVPN uepes npunoxeHne OpenVPN GUI. [na aToro wenkHute no

3Havyky OpenVPN GUI B obnactvi yBegoMneHun gBaxabl fIEBON KHOMKOW MbIUW WU OAMH pas

npaBouv U B KOHTEKCTHOM MeHI0 BblibepuTe NyHKT «[loakntounTeca» (Puc. 6.13).

[oKazaTe sypsan
Fea 8K THROBETE KOHDHMY PALMID
CHEHHTE NAPOE

HacTpofkH. .
Bllxon

Puc. 6.13

LWar 6
Mpn ycnewHom nogkntodeHnn npunoxeHne OpenVPN HasHaunt uenesomy K IP-agpec

Buaa 10.2.1.x. B gaHHoM cnyyae ato agpec 10.2.1.1 (Puc. 6.14).

2 Coe gunenke Open¥PN {myserver)

TEKHLLI,EE COCTOAHKWE: MOQEAHOYEHD

ThuJun 15 19:37:48 2017 OpenvPM 2.3.14 i686-wbd-mingw32 [SSL [QpenSSLY] [LE0] [PRCSTT] [IPE] built on Dec 7 2016
ThuJun 15 19:37:48 2017 Windows version 6.1 MWindows 7] 32bit

ThuJun 15 19:37:48 2017 library verzionz: OpenS5L1.0.20 22 Sep 20016, L0 2.09

ThuJun 15 19:37:48 2017 MANAGEMEMNT: TCP Socket ligtening on [4F_IMET]127.0.0.1:25340

ThuJun 15 13:37:48 2017 Meed hold releaze from management interface, waiting...

ThuJun 15 19:37:49 2017 MANAGEMEMT: Client connected from [&F_IMET]127.0.0.1:25340

ThuJun 15 19:37:43 2017 MANAGEMEMNT: CHD 'state on'

ThuJun 15 19:37:43 2017 MANAGEMEMT: CHD ‘log all on'

ThuJun 15 19:37-49 2017 MANAGEMENT: CHD ‘hald aff'

ThuJun 15 19:37-49 201 7 MANAGEMENT: CMD 'hald release’

Thudun1519:37:49 2017 HOTE: vour local LAM uzes the extremely comman subnet address 192 168.0.4 or 192.168.1.%. Be aw
ThuJun 15 19:37:49 2017 Diffie-Helman initialized with 2048 bit key

Thudun 15 19:37:49 2017 == WARMNIMNG ***** null cipher specified, na encreption will be uzed

Thu Jun 15 19:37:49 2017 Control Channel Authentication: using . /mykeps/ta key' az a OpenyPM static key file

ThuJun 15 19:37:49 2017 Outgoing Contral Channel Authentication: zing 128 bit meszage hash 'MDE' for HMAL authentication
ThuJun 15 19:37:43 2017 Incoming Contral Channel Authentication: zing 128 bit meszage hash 'MDE' for HMAL authentication
ThuJun 15 19:37:49 2017 Socket Buffers: R=[8192-:8192] 5=[8192->8192]

ThuJun 15 193:37:43 2017 do_ifconfig, t->ipvE=0, tt->did_ifconfig_ipvE_setup=0

ThuJun 15 19:37:49 2017 MANAGEMEMNT: »STATE: 1497030269, A55IGM_IP.10.2.1.1,

ThuJun 15 13:37:43 2017 open_tun, t-zipvE=0

ThuJun 15 19:37:49 2017 TAPAWIN3Z device [MoakaodeHue no nokansHol cetH 3] apened: ' A\Globalhi1955CEEE-83AC-4ED)
ThuJun 15 19:37:43 2017 TAPwindows Driver Yerzion 9.21

Thudun 15 19:37:49 2017 Set TAPWindows TUM subnet mode networkAlocal/metmask = 10.2.1.0/410.2.1.1/255. 285 255.0 [SUI
Thu Jun 15 13:37:43 2017 Notified TAPwindows diver to set a DHCP IP/netmask of 10.2.1.1/256.255.255.0 on interface {1955
ThuJun 15 19:37:49 2017 Sleeping for 10 zeconds. .

ThuJun 15 13:37:59 2017 Successful ARF Flush on interface [15] {1955CBE6-83AC-4E05-B357-39C5319FCOEE}

Thu Jun 15 19:37:53 2017 Liztening for incoming TCP connection on [undef]

ThuJun 15 19:37:53 2017 TCPv4_SERYER link local [bound]: [undef]

ThuJun 15 19:37:53 2017 TCPv4_SERYER link remate: [undef]

ThuJun 15 19:37:53 2017 MULTI: mult_init called, =256 v=256

ThuJun 15 19:37:53 2017 IFCOMFIG POOL: baze=10.2.1.2 size=252, ipvE=0

Thudun 15 13:37:53 2017 MULTIL: TCP IMIT masclientz=E0 maxeventz=64

Thu Jun 15 193:37:53 2017 Iritialization Segquence Completed
ThuJun 15 19:37:59 2017 MANAGEMENT: »STATE:1497530279(CONNECTED SUCCESS 10.2.1.1)

Puc. 6.14
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LWar 7

B Beb-mHTEpdelice kamepbl, B MeH0 Hacmpoliku — Cemb — 4G, OTMeTbTE ranouykom

NyHKTbl «BKNo4YnTb» 1 «Pa3pewnTb akTUBHOE coeAAMHeHUe» 1 BBeuTe 3apaHee HaCTPOEHHbIN
ny6nuyHbIn ctatudeckun IP-agpec n nopt Bawero OpenVPN-cepsepa (uenesoro 1K) B nons [IP-

appec cepBepa], [[MopTt cepBepal]. Haxmute [Coxpanutb] (Puc. 6.15):

BE\WARD

ToKanbHbIe HacTpoiku 4G
Ayano
Bugeo BrniounTe
o ——
Ton cosquvenn
> OcHOBHBIE eql WCDMA MODE
s
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T R—
> PPPoE LR i
m BepcuA MO mofema (11.617.04.00.00

TonyunTL HACTPOKM CETV ABTOMATHYECKNA
> UPNP

y J[ononHUTensHO
> E-mail

MonyunTs |P-agpec asTomatMyeck1

-
TR
OCHOBHOI LWM03
MNonyunTs agpec DNS-cepsepa asTOMAaTUYECKH
MpeanounTaemsiin DNS
> Yeenounenus AnbTepHaTneHLIii DNS
Jannce Pa3pelliTL aKTHBHOE COEHHEHHE
Tpesora IP-agpec cepeepa
Tepuman L

CHCTEMHEIE

> FTP

> DDNS
> PPTP
> RTSP
> HTTPS

‘ CoXpaH1TL H OBHOBWUTE ‘

Puc. 6.15
Ecnn Bce HacTpoOWKM KOPPEKTHbl, TO B OkHe npunoxeHusi «CoepamHeHue OpenVPN
(myserver)» (NyHKT KOHTEKCTHOro mMeHwo «OToO6pa3uTb cocTosiHue» Ha PucyHke 6.13) nnn B
XypHane npunoxeHus (MyHKT KOHTEKCTHOro meHw «[lokasaTtb XXypHan» Ha PucyHke 6.13) Bbl
yBMauTE agpec, npuceoeHHbIn kamepe B cetn VPN. B gaHHom cnyyae ato agpec 10.2.1.3 (Puc.
6.16).

FTdun 16 114560 2017 TCP connection established vith (5 INET [192 1680251 14612
Fiidun 16 11.45.00 2017 192,168.0.251, 14612 TLS: Initial packet from [6F_INETT192.169.0,.251:14512, sid=2936(758 ledeB1e2

Fridun 16 11-45:02 2017 132 163.0. 25114612 VERIFY DK: depth=1, CN=BewardVPNServer

Fridun 16 11-45:02 2017 132 165.0.251-1451 2 YERIFY OK: depth=0, CN=BewardvPClient

FriJun 16 114602 2017 132.168.0. 25114612 Daata Channel Encrypt: Using 128 bit message hash MDS' for HMAC authentication

Fridun 16 11:46:02 2017 192,168.0.251:14612 Daata Channel Deciypt Using 128 bit message hash MDS' far HMAL authertication

Fiidun 16 11.45.02 2017 192,168.0.251.1461 2 Contral Channel TLSw1.2, cipher TLSv1 /551y 3 DHE FISA-AES 256 GLM SHA3S4, 2048 bit SA

Fridun 16 11-45:02 2017 132 185.0. 2511451 2 [BewardvPHClient] Pest Connestion Initiated with [AF_INETH1S2 168.0 25114612

FiiJun 16 11-45:02 2017 BewardVPNClient/152.166.0.251:1461 2 MULTLsva: pocl retumed [Pwé=10.21.3, IPvE=(Not snabled)

FriJun 16 11:46:02 2017 BewardPHClient/192.162.0.251:14612 MULTI; Learn: 10.2.1.3 -> Beward/PHClient/1 92168.0.25114812

Fiidun 16 11.45.02 2017 BewardVPHClient/192.168.0.251 1461 2 MULTI: primary virtual IF for BewardyPNClienty92.168.0 25114612 10.2.1.3

Fiidun 16 11.45.04 2017 Beward/PNClient/192.162.0.25114612 PUSH: Received contiol message: FUSH_REQUEST'

Fridun 16 114504 2017 BewardVPHClient/132 168.0.2511461 2 send_push_reph} safe_oap=340

FriJun 16 11:45:04 2017 BewardPNClient/152.168.0.251 1461 2 SENT CONTROL BewardvPNClient) PUSH_REPLY,topology subnetioute-gateway 10.2.1.1.topology subret,ping 10,ping-restart 120, fconfig([0.2.1 325,255,265 0' [status=11

< |

OTkAouTEGA Mepenoakaoumeca

Puc. 6.16
C ucnonb3oBaHMEM OaHHOro agpeca kamepa OyaeT AOCTyMHa Tak e, Kak U 13 Baluei

NoKanbHOW ceTu.
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MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHNA 3aBOACKMX YCTAHOBOK.

HanmeHoBaHue 3HauyeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
LWnto3 192.168.0.1
Nmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
ONVIF-nopT 2000

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkritoueHnem obopyaoBaHUS HEOHXOANMMO 03HAKOMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHel cootBeTctBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCNOSTHEHMSI YCTPONCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmUTbl OT OPOCKOB B NUTaloLLENn
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS crnegyeT WUCMNOoNb3oBaTb CeTeBble PUNbLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 obopygoBaHMe cooTBeTCTBYET TPebOBaHUSAM dreKkTpomMarHuTHonm comectumoctn EN
55022, EN 50082-1. HanpsikeHne paguonomMex, cosgaBaemMblX annapaTtypour, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, YkasdaHHbIM B PyKOBOACTBE MO aKcnnyaTauuu ans
KOHKpPETHOro yctponctea. [ns YCTPOWCTB CO BCTPOEHHbIM WCTOYHMKOM MUTAHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 Iy +3%. [N yCTPOMCTB C BHELUHUM
NCTOYHMKOM NUTaHWS — 3TO cTabunmampoBaHHbii agantep 5 B £5% vnun 12 B £10% (HanpsixeHune

nynecaunn — He 6onee 0.1 B).

B4. 3azemneHune

Bce ycTponcTtea, umetolwme BCTPOEHHbIM BNOK NUTaHUS, OOMKHbI ObiTh 3a3eMneHbl nyTem
MOAKIMIOYEHNss K creumanbHbiM po3eTkaM  SMNEeKTPONUTaHUs C  3a3eMieHueM unu nyTem
HenocpeacTBEHHOIO 3a3eMfieHMs Kopryca, €cCnvM Ha HemM nNpedycMOTpeHbl cneumarbHble
KpenexHble 3neMeHTbl. 3a3emneHve 9neKTponpOBOAKU 34aHUA OOMKHO ObiTb BbINOMHEHO B
cooTtBeTCcTBMU € TpeboBaHuamu MYS (MpaBuna Yctponctea AnekTpoyctaHoBok). Ob6opynosaHme
C BbIHOCHbIMW OrioKamMu nNUTaHWs WM aganTepamMu TakkKe AOMMKHO OblTb 3a3eMneHo, ecnv 3To
nNpeayCMOTPEHO KOHCTPYKUMEN Kopryca WM BUMKM Ha LWHype nuTaHusa. MOHTax BO3AYLUHbIX
NVHUIA anekTponepesayn u NUHUA, NPOKNaAblBaeMblX MO HapPYXXHbIM CTeHaM 30aHWA U Ha
Yyepdakax, JOIPKeH BbITb BbINOSTHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpyyem, ecnu oamMH KOHEeL, aKpaHa nogkntoyaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHus, TO BTOPOM — MOAKMYaeTCa K 3a3eMreHuo Yepes

paspsgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxeHnin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA W NUHWUA, UOYLLUMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NoMeLLeHUsIM, Ha BXxogax obopynoBaHUS AOSMKHbI ObITb YCTAHOBMEHDI

YyCTPOWCTBA MOMTHME3ALLMTDI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHMMarnbHblE 3HAYEHUs1 TemrnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
Takke BNaXHOCTW, Bbl MoxeTe nNoCMOTpeTb B TEXHUYECKOM OMUCAHUM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas pabodvas Temnepartypa — 3TO TeMnepaTtypa, Bbille KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPyC YCTPOMCTBA B NpoLecce ANUTeNbHON paboThl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOroO
npocTtpaHcTBa no 6GokamM M CO CTOPOHbl 3agHen naHenu ycTtponctBa. [lpu ycTtaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad unuM  CTOWKy JommkHa ObiTb obecnedyeHa Heobxogumas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCs YyCTaHaBnMBaTb B LWKady cneumanbHbid  6nok
BEHTUNATOPOB. TemnepaTypa OKpy)KalLlero BO3gyxa W BEHTUNAUMA LOMKHbl obecnevmBaTtb
HeobxoauMbIA  TemnepaTypHbii  pexum obopyaoBaHuMs (B COOTBETCTBUM C  TEXHUYECKMMU
XapakTepUCTUKaMM KOHKPETHOrO 060pya0BaHMS).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayloLwmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTM NOMELLEHMS.

6) OTcyTCcTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX cpes.

B) B nomewieHun, roe ycrtaHaenvBaeTca oOOpyaoBaHWE, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewatb Ha 060pyaAOBaHUN NOCTOPOHHME MpPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyaoBaHne HeobxoomMmMo obCnyXmBaTb C NEPUOAMYHOCTBIO HE MEHee OAHOro pasa B
rog C Uenbl yganeHus u3 Hero nbinn. ATO no3sonut obopynoBaHuto paboTtatb 6e3 cboeB B

Te4YyeHune npoaoInKUTESNIbHOro BpeMeHw.

B9. NMoakntovyeHne nHtepdencor
O06opyaoBaHMe AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo 0bopyaoBaHue GyaeT paboTaTb AOMKHLIM
00pa3om B pasnumyHbiX KOHUrypaumsx n obnactax NpUMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
4YTO 0bGopyaoBaHune obs3atenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHMAMMU KIMEHTa npu
ero NpMMeHeHun B crneunguyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 06s3aTEeNbLCTBAM NpU
NOBPEeXOEeHUN BHELWHUX WHTepdencoB obopyaoBaHUs (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.M.) U camoro o6opyaoBaHusl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobnogeHnst NpaBuIl TPAHCNOPTUPOBKM M YCINOBUIN XpaHEHWS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak NnoXkap, HAaBOAHEHME, 3EMITETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaH MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLNBKE;

[) NCNONb30BaHNS He NO Ha3HaYeHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BMOAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOAAT 3@ paMKM OO0MYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NnpeayCcMOTpPEHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

) BO3OENCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4YecTBO WU

T.M.).
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2023.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBreHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIMEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beapa». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMbiX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuk, Wnu
paboTtocnocobHOCTM Npu ucnonb3oBaHun B crneundudecknx uenax. OO0 «HIMM «besapg»
NPUNoXnno Bce ycunusa, 4tobbl caenartb 310 PyKoBOACTBO Mo akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKK, KOTOpPblE, BO3MOXHO, NPOU3OLLINN NpY HanMcaHun gaHHoro PykoBoacTtaa.

MHdpopmauua B nobon yactn PykoBoacTBa No aKcnsiyataumm N3MeHseTca U OOMNosHseTcs
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenms. OO0 «HIM «besapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a NtoOble NOrpeLlHOCTN, KOTOPble MOTYT COAEPXKaTbCA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauum, U OocTaBngeT 3a cobon npaBO BHOCUTb M3MEHEHMS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onvucaHHble B Hem, B noboe Bpemsi 6e3 npegBapuTenibHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa siBNseTcs
HenpaBWNbHON WNW  HEMOMHOW, wunu BBOAMT B 3abnyxaeHue, mbl Oyaem Bam «kpawnHe

npu3HaTesibHbl 3a Bawu KOMMEHTapun 1 npeaioxXeHuns.

C3. Npeaynpexaennsa FCC

3710 06opyaoBaHME ObINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOWNM TpeboBaHNAM
NoNOXeHMUs O LNM(POBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
depepanbHon komuccum no ceasm (FCC). 3tu orpaHnyeHuss 6binn paspabotaHbl B Lensx
obecneyveHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HMKaTb MPWM WUCMONb30BaHWUA
obopynoBaHUA B KOMMEPYECKMX Lendx. OTo obopygoBaHMe MOXeT uanydaTtb, reHepupoBaTb U
MCNonb3oBaTb SHEPrui B pagvmovacToTHOM AuanasoHe. Ecnn pgaHHoe obopypoBaHve 6yaet
YCT@HOBMNEHO W/unu 6yaeT MCNoNb30BaTbCA C OTKMIOHEHUSIMW OT HacToswero PykoBoacTea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paanoceA3n, a npu yCtaHOBKE B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTtom cnyyae Bnageneu Oyaet o6s3aH mMcnpaBnsTb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoNoOMeEXM BO BHELUHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYIOLLNE MEPDI.

C5. NMoppepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MoXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TExXHWYECKOW NOAOEPXKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B cnyyae npuvobpeTeHus
IP-o6opynoBaHus), ata nokKynku.

e CoobLieHuns 06 owmnbkax, KOTopble NOABMAANNCL C MOMEHTA BO3HUKHOBEHUS NPOBNEMbI.

e Bepcua npowwvBkM n 4yepe3 kakoe obopygoBaHue paboTano YCTPOMCTBO, Koraa
BO3HWMKMNa npobnema.

e [lponsBegeHHble Bamu gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e  CKpUMHLIOTbLI HACTPOEK U NapaMeTpbl MOAKITHYEHWS.

Yem nonHee OyaeTt npeacrtaeneHHas Bamu mHopmaums, Tem ObicTpee cneunanucTbl

CEePBUCHOrO LieHTpa CMOoryT nomo4yb Bam pelumnTs npobnemy.

PykoBoacTBoO no noaksntoyeHuto IP-kamepbl B1510


http://www.beward.ru/

Ipunooicenus
MpunoxeHue D. CoBmecTtumoe PoE o6opyaoBaHue
S S
= =] = > =2 2| 2| K| X o
Pesuausa / SN Mogenb S| o g ol o Ll 5| 8| 8| 8] o] ol ol 5| &| 8| 8] 8| 8 2 2| 2| g
Sl @l 5| 3| Q| & K| ¥ | K| B = NI K| R S| RIS K| 2 2| 3| &
© ™ 0 (<2} — [ — — N ~— — (Y] — Y] — N — N 0 »n 0 Y]
Ol z| Zz| Zz| Z| m| | m| | 0| M| 0| 0| M| M| M| M| 0| | O] O] @O| @
B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + +
V3/ .
2148895002278 TP-Link TL-PoE150S + + + + + + + + + + + + + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + + + + + + + + + + + + + + + + + + + + +
Vv2/
AF00094100032 Planet POE-2400 S T O O O O I I O I R A I O I S R O
V3/
A310114400490 Planet FSD-804P + + + + + + + + + + + + + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + + + + + + + + + + + + + + + + + + +
V2 Planet FNSW-1608PS + + + + + + + + + + + + + + + + + + + + + + +
Planet FGSW-
A920431700088 2612PVM + + | + + + | + + | + + |+ |+ | + + | + + | + + | + + |+ |+ | + +
Planet FGSW-
A920424400021 2620PVM + + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G - - - - - + + + + + + + + + + + + + + = - + +
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + + + + + + + + + + + + + + + + + + + + + + +
1400100675 Beward STW-1622HP + + i + + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + + + + + + + + + + + + + + + + + + + + + +
Beward STW-
1400100141 02404HPF + + + + + + + + + + + + + + + + + + + + + + +
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Mpunoxenue E. MMoccapun

3GP - mynbTUMeaunnHbI KOHTENHep, onpeaensdemblin NapTHEpckuM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeannHbeix cnyx6 3G UMTS.
MHorne coBpemMeHHble MOOUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPOrpaMMHOro obecneveHus
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-0B), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparieHusi ActiveX, gokyMeHTamm
ActiveX wn cueHapusimmn ActiveX. OnemeHTbl ynpaBneHus ActiveX 4acTo 3arpyxawTcs Wu
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvsaembl. Cama no cebe gaHHas TexHonorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTrpuyHaa uudpoBas
aboHeHTCKasA NWHUA) — MOAEMHas TEXHONOorus, npeBpalalollasl aHanoroBble CuUrHanbl,
nepefaBaemMble MNOCPEACTBOM CTaH4APTHOM TeNegOHHON NHWUK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), no3BONAA BO BpemMA paGOTbI COBEpPLUATb 3BOHKW.

Angle / Yron o63opa — 3T0 yros, KOTOpbI 00pa3yroT ny4yn, CoeguHALLME 3a4HI0K TOYKY
ob0beKkTMBa 1 guaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OOblMHO Yyron 3peHuMs WU3MepsieTCss Ha nuH3e, (OKyC KOTOpou
yCTaHoBreH B 6eCKOHeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHus, o6bekTuBbl AENST Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale BCero Mcnonb3ylTesa A4S NnaHOpaMHOro HabnaeHus, yron 3peHns coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro obbekTuBa coctasnsaeT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegeneHua appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOS HU3KOrO YPOBHSA, MpefHa3HayYyeHHbl Ans
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3ToT npotokon wucnonbdyetca ans cedasm IP-agpeca ¢ MAC-agpecom
ycTpouncTBa. 1o nokanbHOW ceTu TpaHcnupyeTcs 3anpoc gns noucka yana ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio / ®opmaT aKpaHa — 9TO hopMaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WUCMOMb3YEMbIA AONS TENEBU3NOHHBIX 3KPAHOB U KOMMbHOTEPHbIX
MOHUTOpPOB, cocTaendeT 4:3. TenesugeHne Bbicokon YyeTkoctTn (HDTV) ucnonessyet doopmaT kagpa
16:9.
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Authentication / AyteHTudukauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTtyna

NpeabsaBNEHHOrO UMM  MAEHTMdUKaTopa; noaTBepxaeHne noanuHHoctn. OgvH 13 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mosfib30BaTenbCKOro
naeHTudumkaTopa, B NPOCTOPEYUN HasbiBaeMoro «rormHom» (logink — perucrpaunoHHoe nms
nonb3oBaTensd) W Napofnd — HEKOW KoHduAaeHUManbHOW WHOPMaUuMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOfb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYeHMEM, KOTOPOe XpaHUTCA B creumanbHon Gase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBToOMaTUYECKOE perynnpoBaHme
BENWYUHbI guadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monajatwollero Ha marpuuy.
CywectByeT OBa BapuaHTa aBToMaTuUyeckon perynupoBku gunadparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GykBanbHO, CKOPOCTb NMPOXOXAEHNSA
6uToB MHOPMaunN. BUTpenT NpMHATO Mcnonb3oBaTb MpU M3MepeHUn 3APdEKTUBHON CKOPOCTU
nepegayn mvHoOpmMauun Mo KaHamy, TO eCTb CKOPOCTU Mepefaynm «nonesHou MHgopmaunm»

(noMMMO TaKoBOM, MO KaHany MoXeT nepeaaBaTbcsi Cry»ebHasi HdopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEHcauus
3agHero cBeTa). TUNWYHBIM NpPUMEP HEeOBXOAMMOCTU MCMONb30BaHMA: YenoBek Ha (QOHEe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpasnbHyto, T.e. 00LLy0 OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBETMOM (pOHE OKHa BbINbETCH B UTOre "3acBeTKoW" BCen KapTUHKW. BkrtoyeHue yHkumm «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty AdBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HadmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS UCMONb30BaHUA B JNOKarnbHbIX CETAX U UCMOMb3yeT CBeAeHus (3anncu) B cryx6e AOMEeHHbIX
nmén (DNS) ansa obHapyXeHust Opyrmx KOMMbIOTEPOB, PABHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B BrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop |IP-agpecaunn, Nno3BonsALWwmn rmbko ynpaensaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ysi
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BOfdeT 3KOHOMHO
MCNonb3oBaTh OrpaHUYEHHbIN pecypc |IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHME Pa3fNYHbIX

MacoK NMoaceTen K pasnnyHbiM nNoaceTAaM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESNbHbBIA 3NEMEHT, NCNOMNb3YHLNNCS BO MHOIMX

UMPOBLIX KaMmepax M NpeacTaBnsaloWUin coOBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
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COTEH ThbICAY 3apAnoB (I'IVIKCGJ'IGVI), KOTOpble npeo6pa3y+0T CBETOBYIO 3HEPIrnid B IJ1€KTPOHHbIE

curHanel. Pasmep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EavHbin wnw30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

cogepawasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbI1
MeTanfIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMOMb3yeMbld TUM MONYyNpPOBOAHMKA,
KOTOPbIA MUCNONb3yeT Kak oOTpuUaTenbHyl0, TaK W MNOMNOXUTENbHYK 3NEeKTPUYECKY0 Lenb.
[MockonbKy TONbKO Of4Ha M3 3TUX TUMOB Lienen MoXeT ObiTb BKoYeHa B noboe AaHHOe Bpems, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIeKTPOSHEPTMK, YeM MUKPOCXEMBbI, UCNONb3yoLme
TONbKO OOMH TWM TpaH3ucTopa. Takke gatyukn nsobpaxeHns KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTkM, OOHAKO 3TO NMPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaT4ynkamun, KoOTopble ABNAKTCA TakkKe bonee OopormMuy B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa nns
Ha3Ha4YeHWs1 NOCTOSIHHOIO AOMEHHOIO UMEHM YCTPOMUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENMIO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6biThb IP-agpec, nonyyernHbin no DHCP vnn no IPCP B
PPP-coeanHeHuax (Hanpumep, npuv yganéHHoMm [ocTyne 4vepe3 mogem). [Opyrue MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coegunHeHne C 3TOM MaLUMHOM MO OOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcUrypaumm y3sna) — 3T0 CeTeBOW NPOTOKOS, MO3BOMSIOWINA KOMMbOTEPaAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrue napametpbl, Heobxoaumble ona pabotel B cetn TCP/IP. daHHbI
NPOTOKON paboTaeT no MoLenun «KNueHT-cepBep». [ns aBTOMaTMyeckon KoHdurypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBoro YycTponcTBa obpaiwjaetca K Tak

Ha3blBaemomy cepsepy DHCP 1 nonyyaeT OT Hero Hy>Hble napameTpbl.

DHCP-cepBep — aTO nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmvanasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo yHKUUIO NOAAEepXKMUBaOT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTOpbI.

Digital Zoom / LinchpoBoe yBennyeHune — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaappOBaHWs NOMYy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hudero He
yBENMYMBAET, a TOMbKO Bblpe3aeT HYXHYH 4YacTb Wu300paxeHuss u pacTarmBaeTr ee Ao

nepBOHaYanbHOro paspeLleHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOTyT BbITb UCMOMb30BaHbI
opraHuMsaumsiMn, KoTopble XOTAT LEHTpanu3oBaHHO YNpaBnsTb CBOMMM KOMMbkOTEpamun (Ha
KOTOpbIX YCTaHOBMeHbl onepaumoHHble cuctembl Windows). Kaxabii nonb3oBaTenb B pamMkax

AOOMeHa nonydaeT Y4eTHyr 3anuncCb, KOTOpas 06bIYHO paspewiaeTt 3aperncTtpmpoBatbCA WU
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ncrnonb3oBaTb tobon KOMMNbOTEP B OJOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKOTEP MOIyT ObITb

HaloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABnAeTCA cepsep, KOTOprVI

ayTeHTVId)I/ILI,MpyeT nonb3oBaTeneun B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX MPEVMYLLECTBEHHO B JTOKanbHbIX
KOMMNbloTEPHbIX ceTsx. CrtanaapTel Ethernet onpepensitoT npoBogHble  COEAMHEHUS U
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT kagpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu BO3HMKHET HEOGXOOUMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMA NpUMMEHMMa Anst 6onbLIMHCTBA YCTPOWCTB, M OHA MOJTHOCTbLIO

nepeycraHasnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSIb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMM, Hanpumep, Mexay nokanbHou ceTblo U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensM OyaeT paspelleH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpaHamayapom MoxeT 6bITb nMporpaMMHoe obecrieveHune, paboTalollee Ha KoMMbloTepe,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE anrnapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMeTpax ¢OKyCHoe
paccTosiHne 06beKTMBA Kamepbl, onpeaensioLlee LWMPUHY ropusoHTanbHoOM 3oHbl 0630pa, KoTopoe
B CBOI ovepedb uamepsdeTcsa B rpagycax. Onpenensercda Kak pacCtogHne OT nepeaHen rnaBHom
TOYKM OO nepegHero dokyca (ana nepegHero hOKYCHOrO pPacCTOSIHUA) U KaK pacCcTosHue OoT
3a4Hewn rmaBHON TOYKM 00 3adHero dokyca (angd 3agHero ookycHoro pacctoaHus). MNMpu atom, nog,
rMaBHbIMM TOYKaMW MOAPa3yMEBAKTCA TOYKM MepecedeHns nepegHen (3agHen) rraBHOM

MITOCKOCTU C ONTUYECKON OChbIO.

Fps / KagpoBas 4yacToTta — KONMYeCcTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMbloTepHast

urpa, Tenesusop, DVD-nneep, Bugeodarn) BblAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHOW passBépTkM uHTepderica RS-170 mn B  dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTcs u3 AByxX OTAeNbHbIX obnacren
NNHWIA YepecCTpOoYHON pasBepTkn 262.5 nnn 312.5 Ha vactote 60 unu 50 My anga Toro, YToObI
copmMupoBaTh MOSHbIA Kagp, KOTOpbIN 0ToBpa3uTca Ha akpaHe Ha ydactote 30 wnm 25 Tu. B
BMAeoKamepax C MNPOrpecCUBHON pasBepTKOM Kaxdblh Kagp CKaHUPYeTCs MNOCTPOYHO U He

ABNAETCH YePeCCTPOUHbIM; 6ONBLUMHCTBO M3 HUX OTOBpaxaeTcsa Ha YactoTe 30 1 25 Ny,

FTP (File Transfer Protocol / lpotokon nepepayn cannoB) — I3TO NPOTOKON

NPUIIOXEHWS, KOTOpbIN ucnonb3dyeT Habop npotokonoB TCP / IP. OH ucnonbayetcsa, 4ToObI
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obmeHuBaeTca parinamm Mexagy KomnbioTepamu/yctponctBamum B cetu. FTP  nossonseT

nogkntoYaTbes K cepepam FTP, npocmaTprBaTh coAepXnMoe KaTanoroB v 3arpyxatb dpainbl ¢
cepBepa unu Ha cepsep. Mpotokon FTP oTHOCUTCA K MpOTOKONam MpUKNagHoOro YpPoBHSt U ANs
nepefayv AaHHbIX UCNONb3yeT TpaHCNOPTHLIN npoTokon TCP. KomaHabl v AaHHble, B OTNMYME OT
GonblUMHCTBA APYrMX MPOTOKONOB nepeaarTcsl No pasHbiM noptam. MopT 20, oTKpbIBaeMbIN Ha
CTOpPOHE cepBepa, UCMOoNb3yeTcs ANs nepedayn AaHHbiX, NopT 21 - ansg nepegayn komaxa. Mopt

ana npunemMa gaHHbIX KInMMeHToOM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MonHbIM Aynnekc — NOMHbLIN Aynnekc npencraBnaeT cobow nepepady
AaHHbIX OJHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3ByKOBOCMPOU3BEOEHMS 3TO MOXHO
onucatb, Hanpumep, TenedoHHbIMM cuctemMamun. Takke nonygynsiekcHas cBsidb obecneumBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpasJfieHU 3a OOWH pas.

G.711 — crangapT ons npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHaoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / Koadhc¢mumeHT ycuneHmsa — KoadhpuUUNEHTOM YCUNEHNS aBRsSeTCS KOIMUUneHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTEMb YCUNUBaeT Cuny curHana.
KoadbpmumeHTbl yemunenunsa obbl4HO BbipaXatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHna ycuneHua ycunmTend.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B Ka4yecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTvBHOW CETU, CepBep
KOMNbloTEpPa, AENCTBYHIOLUNA B KA4eCTBE MEXCETEBOro LUS03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa CeTeBOM 3allmTbl. MexceTeBOM LIN03 YacTo CBA3aH Kak C
MapLUPyTU3aTOPOM, KOTOPbIA pacrno3HaeT, Kyda HanpaenATb NAaKeT AaHHbIX, KOTOPbLIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro w3a and AaHHOro nakeTta.

H.264 — 370 mexayHapoaHbIN CTaHO4apT KOAMPOBaHWUS ayauo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [lJaHHbI cTaHOapT COO4EpPXUT psg HOBbIX
BO3MOXHOCTEN, MNO3BOMSKLINX 3HAYUTENBHO MOBLICUTL 3PPEKTMBHOCTL CXKaTusi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
GonbLuyo MMBKOCTE NPMMEHEHNSA B pa3HOObpasHbIxX ceTeBbIX cpeaax. Mcnonb3yetca B LMpOBOM

TenesnaeHun Bbicokoro paspewenus (HDTV) n Bo MHOrMx gpyrux obnacrsx umgpoBoro Bugeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepeaayn runeprekcra) — 310 Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMeama cavnammn) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenictee npoTokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaetca OO NONyyYeHus

noareepXxgeHma o ero npasuiibHOM npneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIM NpOTOKON nepeaayu
runepTekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegaBaemble no npotokony HTTP, «ynakoBbiBalTCA» B Kpuntorpaduyeckuin npoTtokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3awmTta 3Tux gaHHblx. B otnnyme ot HTTP, ana HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCMONb3yeTcs AN NoAKNHYEHNS
MHOIOYMCMNEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLEHTPaTOp NnepenaeT Bce AaHHbIe B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOSMbKO nepegaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBnsiOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXoaswmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax U APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUMKLLMX MpU Nepeaaye AaHHbIX, Hanpumep, 3anpalmnBaemMas ycnyra HegocTynHa unmn XocT unum

MapLpyTU3aTop He OTBEeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMeNcTBO cTaHOapToB ANsi 6eCcnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unn 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHgapt xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6uT/cek Ha nonoce 2.4 [Tu, B To BpeMs kak ctaHgapt 802.11a no3BonsieT 3agaTb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpPOCTbio 50
n306paxkeHnn (Ha3biBaeMbIX MOMAMM) B CEKYHAY, U3 KOTOPbIX KaxKable 2 nocnenoBaTeribHbIX Nons
(nonykagpa) 3atem obbeauHsitoTcs B 1 kagp. YepecctpodHasi pasBepTka 6bina paspabotaHa
MHOrO feT Ha3aj Ans aHanoroBoro TeneBuaeHUs U 40 CUX Mop LWMPOKO npumeHsieTcs. OHa aaet
Xopowmne pesynbTaTbl NPU MPOCMOTPE ABWXKEHUS B CTaHOAPTHOM M300pakeHwun, XoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXEHWNE N30BpaKeHUs.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemas koprnopauuven Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIx cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 ctaHgapT 3awuTbl 060pyAOBaHUSA, KOTOPLIA ONUCbIBAET
nbine- W BRaro- 3awuTty kamepbl BugeoHabnwogeHus. lMNepeas umdpa obo3HavaeT ypoOBEHb
3aWmMThl OT NonagaHna TBEpPAbIX YacTuy (Hanpumep, umdpa 6 o6o3Ha4YaeT NOSTHOE UCKIKYEHMNE

nonagaHuA I'IbIJ'Il/I). BTOpaFI umq)pa obo3HavaeT yYpOBEHb 3allnTbl OT MNonagaHuA XNOKOCTEN

PykoBoacTBoO no noaksntoyeHuto IP-kamepbl B1510 m



Be\UARD Lpunooicenus

(Hanpumep, uncpa 6 obosHayaeT 6e3ynpedHyto paboTy kamepbl NPy BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BPpEMEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uudpoBasa Bugeokamepa, OCOBGEHHOCTBbIO KOTOPOW $BMsSieTCA nepefadva

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnoneaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beguHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmn) — oavH M3 NONyNsiPHbIX rpadouyeckux opmaTos,
NPUMEHSEMbIA O XPaHEeHUs hoTon3obpaxeHnn n NogobHbIX UM n3obpaxkeHui. NMpu cosgaHum
n3obpaxeHmsa JPEG nmeeTcs BO3MOXHOCTb HaCTPOMKM UCMOMb3YEMOro koadduumeHTa cxaTusl.
Tak kak npun 6Gonee HM3KkOM KO3ppUUMEHTe cxaTuss (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumBaeTcs obbem dpainna, cywectByeT BbIOOp Mexay KayecTBoOM U306paeHuss n o6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHus CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasi BblYMCnUTENbHasA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEOOMbLLYIO TPpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHYI0 reorpaguyeckyto 30Hy.

Lux / Jlrokc — egmHuua n3mMepeHna OCBELLEHHOCTW. Onpep,enﬂeTc;l KakK oCBEeLLEeHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUUKATOP NPUCOEANHEHHONO K CETU YCTPOWMCTBA UMK, TOMHEE, ero nHTepdenc

OnAa NOAKNMKYEeHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPON BGUTLI MPOXOAAT 3a4aHHYK TOYKY. OTOT napaMeTp 0bbIYHO
ncrnonb3yeTcs, YToObl NpeacTaBUTbL «CKOPOCTb» ceTW. JlokanbHas ceTb AorkHa paboTaTb Ha

ckopoctn 10 unu 100 MoéuT/cek.

MJPEG (Motion JPEG) — nokagpoBbil MeTO4 BMAEOCXKATUSI, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SABMSIETCA CXaTWe KaOoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatma wusobpaxenun JPEG. [pu cxatum metogom MJIPEG wmexkagpoBas pasHuua He

YYUTbIBAETCA.

MPEG-4 — 370 MexayHapoaHbI CTaH4apT, UCNONb3yeMbli NPEUMYLLECTBEHHO AN CKaTUA
umdgposoro ayauo u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMOnb3yeTca AN BellaHus
(noTokoBOE BMAEO), 3anUCKM OUNBMOB Ha KOMMAKT-AUCKW, BuaeoTenedoHun (BugeotenedoH) u

LLMPOKOBELLaHKA, B KOTOPbIX akKTUBHO NCNONb3yeTCA CKaTue Ll,M(*)pOBbIX BMOEO U 3BYyKa.
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Multicast / FpynnoBasa nepega4a — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOM

KOMMM MakeToB HanpaensawTca onpedenéHHoMmy MOAMHOXEeCTBY ajpecatoB. Hapsgy c
NPUOXEHUSAMW, yCTaHaBMMBAKLWUMKU CBA3b MeXOy WCTOYHMKOM W OOHUM nonyvartenem,
CYLLIECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK Nocbinan nHpopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecauun TpebyeTcs Kaxgomy
nony4artento MHpopmauun nocraTb CBOW MakeT OaHHbIX, TO €CTb OAHa WU Ta Xe MHgopmauns
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumm npeactaenset cobon paclumpenme |IP-
agpecauumm, No3BONAKoLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensMm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl MOMAY4atoT TOMbKO YNeHbl 3TOW rpymnnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLEeCTBEHHbIX NMPEUMYLLECTB NO CPaBHEHMUIO
C TpaAavUMOHHBbIM Noaxodom. Hanpumep, gobasrneHne HOBbIX Nofib3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CroCOBHOCTM ceTu. 3HaYnUTENbHO COKpaLlaeTcs Harpyska
Ha nocbinawwun cepBep, KOTopbii Oonblle He [OOMKEeH noadepXkmBaTb  MHOXECTBO

OBYXCTOPOHHUX CoeIIHEHUN.

Ana peanusauumn rpynnoBon agpecauuu B JNOKanbHOW CeTu HeobOXoauMbl: MOAAepXKKa
rpynnoson agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
Ons OTNpaBKM 3anpoca o NpucoeguHEHUM K rpynne 1 nofiydeHuu rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUOXeHMEe, UCMOoMb3ylolee rpynnoByd agpecauuio,
Hanpumep, BMAEOKOHepeHUunsa. TexHomnorua «MynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratnyeckas WM guHamumyeckas agpecauums. [pumepom
ctatmyeckmx agpecoB senstotca 224.0.0.1 — agpec rpynnbl, BKMtovawowen B cebs Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLUpyTuU3aTopbl fokanbHOW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Af9 MPOTOKOMOB MapLipyTusauum u Opyrux
HU3KOYPOBHEBbLIX MPOTOKOSIOB  NogAepXku rpynnoson agpecaumun. OcTtanbHble  agpeca
ONHAMWYECKNn  UCMOMb3yKTCA  NpUNoXeHmsmMun. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPXKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuums, paspelatowas IGMP

MPOTOKOM UM MYJbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMEHU) — CeTEBON
NPOTOKOS AN CUHXPOHU3aLMN BpeEMEHU C ncnorb3oBaHnem ceten. NTP ncnonb3yeTt ona cBoemn

paboTtel npotokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SABMSETCH TENEBM3NOHHbLIM 1 BuaeocTangaptom B CLUA. Ctangapt NTSC goctaensiet 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesown ctaHgapT, onpeaenstoLni

NPOTOKOIbI B3aMMOOENCTBUS TaKux yCTpOVICTB, KakK |P-KaMepr, BunageoperncTpaTtopbl 1 CUCTEMbI
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ynpaeneHna Buaeo. MexayHapodHbli opyM, CO34aBLUMKA  [daHHbIA  CTaHOapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uensto

pa3paboTkn U pacnpoCTpPaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CETEBOro BUAEOHAbNoAeHUs.

PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapt PAL) — TeneBU3MOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TeneBM3MOHHLIM CTaHOApTOM B CTpaHax EBponbl.

TeneBunanoHHbIn cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/Cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonorus, nossonstoLuas
nepegaBaTb YAanéHHOMY YCTPOWCTBY BMECTE€ C [aHHbIMU SMEKTPUYECKYH) SHEprui 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3N C NPUMIOXKEHUAMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMCne C APYrMMU NPUMOXKEHUSMM Ha 3TOM Xe
xocTe). B 0Bbl4HOW KNUEHT-CepBEPHON MoAenu npunoxeHne nubo oxumaaeT BXOASAWMX OAHHbIX
UNn 3anpoca Ha CcoeavHeHue («cnywaeT nopT»), NIMbo nocbinaetT AaHHble UNu 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (MpoTtokon ABYXTOYEYHOro COeAUHEHUs) — TMPOTOKOS,  MO3BONSANOLLNIA
ucnonb3oBaTb MHTEpdENC nocrnedoBaTenbHON nepefayn Ans CBsA3M Mexay ABYMsS CeTeBbIMU

ycTpouncTBamn. Hanpumep, nogkntodeHue MK k cepBepy nocpenctBoM TeNnedOHHON IHUK.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHNUA «To4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHusa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k WHTepHety  uepes
LLIMPOKOMOMOCHOE CoeanHEHMEe, Takoe kak NinHua DSL, 6ecnpoBoaHoe yCTPOMCTBO U KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMpOKONONOCHOrO Mogema nosib3oBaTeny nokanbHoOM ceTn MoryT
nony4yatb OOCTYNn C WHAMBUAOYarbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHbIM CEeTSM
AaHHbiX. O6veauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT aPEKTMBHBIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yAanNeHHbIM CepBEPOM

ONA KaXXgoro nosjib3oBaTersid.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW NMHMK B
nopsigke WX pasMeLleHns Kaxayl LWecTHaguaTylo [OMn  cekyHabl. To ecTb CcHadana
nokasbiBaeTcs NuHUA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpasom, nsobpaxeHme He BbeTca
Ha OTAenbHble nonykagpbl. B 3ToM cnydae NONHOCTbIO mcyesaeT 3PdeKT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKNM.

RJ45 — yHMPUUMPOBaHHLIM pasbéM, UCMOMNb3yeMbld B TENEKOMMYHMKauuax, umeet 8

KoHTakToB. Mcnonbayetcs ansa cosganus JIBC ¢ ucnonb3oBaHnem 4-napHeix kabenen BUTon napbl.
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Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TouKy OGrnvkanwen

CeTW, B KOTOPYI MaKeT AaHHbIX AOMKEH OblTb HanpaBneH Kak B CBOW OKOHYaTENbHbIA MYyHKT
HasHadyeHus. MaplpyTM3aTtop co3gaeT wW/wnvM  noddepXkuBaeT  cneuuarnbHylo  Tabnuuy
MapLLpyTU3aLUmm, KoTopasi CoXpaHsieT MHpopMaLmio, Kak TONMbKO OHa OOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTM3atop BKMAOYEH B KadecTBe 4YacTU CeTeBOro

KoMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHLIN MPOTOKON B peXume peanbHOro
BpeMeHM) — 3TO npoTokon IP ons nepegaynm gaHHbIX (Hanpumep, ayavo Mnu BUMAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HeObXoanmble ONis
BOCCTaAHOBIIEHMSI TOfloca UMM BUOEOM300paXeHnss B NPUEMHOM Yy3re, a Takke [aHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro NpoTokona, B YaCTHOCTH,
nepegarTcsl BpEMEHHas MeTKa U HOMEP NakeTa. AT napameTpbl MO3BONSAIOT NPU MUHUMATbHbIX
3agepXkax onpegenutb MNOPsSiAOK M MOMEHT [OEKOAMPOBaHMSI KakOoro naketa, a Takke
WMHTEpNoNMpoBaTb MOTEpPsiHHbIE MakeTbl. B KayecTBe HmKenexailero nNpoTokona TpaHCNOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lMpoTokon nepepsayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKON YNPaBreHUs, KOTOPLIN CAY>XUT OCHOBOM ANS cornacoBaHns
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHom nnu ogHoagpecHon nepegayn v ans
cornacoBaHus ncnonb3yembix kKogekoB. RTSP MOXHO paccMmatpmBaTh Kak MynbT AUCTAHLMOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpegocTaBnsgemMbiMyM cepBepoMm mynbtumeaua. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayecTBe cTaHAapTHOrO NpOTOKONa And nepedadn aygmo- u

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namsatu tuna SD) — dopmat kapTbl ¢naLw-
namsaTn, paspaboTaHHbLIA ONS UCMONb30BaHWA B OCHOBHOM B MOPTATMBHBLIX YCTponcTBax. Ha
CEroAHSAWHUA [OeHb LIMPOKO WCMOMb3yeTcss B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
doToannapatax, MoOMNbHbIX TenedgoHax, KIK, kommyHuMkaTopax u cmapTdoHax, GPS-

HaBuratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpPEMS HaKOMIEHWs JIeKTpUYecKkoro 3apsiga. OTa [fgeTanb OTBevyaeT 3a
ANUTENBbHOCTb BbIAEPXKKM M KONMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes hopMuMpoBaHMEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / lNpocTton npoTokon nepepayM MNoOYTbl) —
npotokon SMTP wucnonb3yetcs ANa OTCbUIKA W NOMyYeHUs1 SMNEKTPOHHOW noyTbl. OgHako
MOCKOSIbKY OH SIBMISIETCH «NPOCTbIM» MO CBOEN CTPYKTYpPE, TO OH OrpaHUYeH B CBOEN BO3MOXHOCTU
No BMECTMMOCTU COOOLUEHU Ha Mnory4alrowem KOoHUE, U OH 0BbIYHO MCMOMb3YeTcs C OOHUM U3

AOBYX OpYyrnx npoTOKOJ10B, POP3 unu MNPOTOKOJIOM UHTEPAKTUBHOIO A0CTyMNa K GJ'IeKTpOHHOIZ noyrte
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(I'IpOTOKOJ'I |MAP) ChyY NPOTOKOJIbl NO3BOJIAIOT NOJIb30OBATESTHO COXPaAHATb COO6LL|,€HVIF| B NMOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / lpoToKkon TPaHCMOPTHOro YPOBHA) — 3TN ABa nNpoTokona (npotokon SSL asngaeTtca
npueMHuKkom npotokona TSL) gaBnsawTCcA  Kpuntorpaduyeckumn npoTOKONamu, KOTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BonblumHcTBE cnyyvaeB npoTokon SSL ncnonb3yetcs
yepes npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3aLMLLEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe Ansl OCYLLECTBEHNS
(PMHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHOM Buge. [Mpotokon SSL wmcnonb3yeT ceptudumkaThbl

OTKPbLITOro KpUNTOrpadnyeckoro Krtoya, YTobbl NOATBEPXKAATL OAEHTUYHOCTL CEpPBEpa.

Subnet mask / Macka noacetn — GuTOBas Macka, onpegensiwouwlasi, kakaa 4vactb IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakash — K afgpecy Camoro yana B 3TOW CETW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTcs B ceTu
192.168.0.0.

Switch / KommyTatop — KOMMyTaToOpoM S$IBRSIETCS CeTeBOe YCTPOMCTBO, KOTOpoe
COefVHSAEeT CErMeHTbl CETU BMECTE U KOTOpOe BblOMpaeT MapLupyT ANA Nepecbiikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaTOp siBNsieTca 6onee npocTbiM m
Gonee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLUpyTu3aTop. HekoTopble KOMMyTaTopbl UMET

yHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / [lpoTokon ynpaBneHus nepenayvyen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayYeHHbIn ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCNOPTHLIN MexXaHu3M, NpeaoCcTaBsoLWwmm
NOTOK AaHHbIX C NpeaBapuUTenbHOM YCTaHOBKOW COeAMHEHNS, 3a CHET 3TOro AaloLLni YyBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlydaeMblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMMKW OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time to live) — npegenbHbI Nepuog BpEMEHN UM YUCIIO UTEepaLnii UNn Nepexonos,
3a KOTOpbIN Habop AaHHbIX (NaKeT) MOXeT CylleCcTBOBaTb 4O CBOEr0 MCYE3HOBEHUHA. 3HayeHue
TTL mMOXeT paccmMaTpmBaTbCA Kak BEPXHAS rpaHULa BPEMEHU cyllecTBoBaHUSA IP-gentarpammbl B
cetu. MNone TTL ycTtaHaBnveaeTcs oTnpaBuTenemM gentarpammbl U YMEHbLUAETCH KaXabIM Y3rioM
(Hanpumep, MapLpyTU3aTopoM) Ha MNyTU €ro CrnegoBaHWsl, B COOTBETCTBMM CO BPEMEHEM
npebblBaHUs B [OaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTtku. Ecnm none TTL
CTaHOBUTCS PaBHbIM HymMO A0 TOro, Kak gevTtarpamma npubyaeTt B MyHKT HasHayeHus, TO Takas
agentarpamma otbpacbiBaetca u  oTtnpasutento oTtcebinaetca ICMP-naket ¢ kogom 11 —

((npeBbILIJeHI/Ie BpEeMEHHOro nHTepBana».
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UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTens) — 3TO

npoTtokon obMeHa [aHHbIMW C OrpaHWYEeHWsIMA Ha MepechbifiaemMble  AaHHble MO CeTw,
ucnoneaytowen npotokon IP. TNpotokon UDP gaBnsetcsa anbTepHaTuBon npotokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ANsA Hero HeobsAsaTernbHa AoCTaBka BCEX
AaHHBIX N HEKOTopble nakeTbl MOryT 6bITb NPOMYyLLEHbI, eCrin CeTb neperpyxeHa. 3To 0cobeHHOo
yaobHO npu nepegaye BumgeomaTepuanoB B peXvMMe peanbHOro BPEMEHW, NMOCKOMbKY He umeet
CMbICnia MOBTOPHO MepefaBaTbh YCTapeBLUyl WH(OpMauuio, KoTopas BCe paBHO He Oyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TtexHonorusi, nosBofsowasi nepcoHasnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpuMmep, OXpaHHOMY obopyaoBaHuIO,
passriekaTenibHbIM  YCTPOMCTBaAM WM  UHTEPHEeT-LUN3aM) COoeauHATbCA  Mexay  cobon
aBTOMaTMyeckn u paboratb COBMECTHO 4vepe3 eauHyk ceTb. [lnatdopma UPnP ctpoutcsa Ha
OCHOBE TaKMX WHTepHeT-cTaHgapTtoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepXxunBaeT ceTeBble MHAPACTPYKTYpbl MPakTUYecKu nboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx yncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeNneMOHHbIX NUHWUA, NMHUK anekTponutaHus wn np. lMoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIM yKasaTenb pecypcoB) — 3T0

CTaHO4apTU3NPOBaAHHbIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHOM NpoTOKON nepefavv AaHHbIX) —
NPOTOKOM, CO34aHHbIM crneumanbHo ansa GSM-ceTel, roe HYXHO YyCTaHaBnvBaTb CBSA3b
nopTaTMBHbIX YCTPOUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOGUNBHOro

YCTPOMCTBa MOXET 3arpyxatb u3 cetn NHTepHeT ntobble undpoBble AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6pay3epoB, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meamna-noTokoM Unm ApYruMu AaHHbIMMN.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ans 6ecnposogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlwboe obopyaosaHue, cooTBeTcTBylowee cTaHgapty |EEE 802.11, moxetr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYHOLIEro ceptudukata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yHoLas B
KayecTBe HOCUTEMNS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMIOYEHME K CETU KOHEYHOro Nonb3oBaTens.

[1ns oCHOBHOWM ceTeBOM CTPYKTYpbl 0O6bIYHO UCMONMb3yeTCcs KabenbHOe coeqMHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans nofyaBToMaTU4eCcKkoro

co3aaHusa 6ecnpoBOHON AOMALLHEW CETMU. npOTOKOJ'I Npn3BaH OKa3aTb MOMOLLb MNOJ1Ib30BATENAM,

KOTopble He 00nagatT LIMPOKMMU 3HaHUAMKU O 6e3onacHOCTU B OecnpoBOAHbLIX CeTSAX, U Kak
crneacTBue, UMEKT CIOXKHOCTM Mpu ocyllecTerneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMS ceTu 1 3agaeT wundpoBaHue, Ans 3awWmTbl OT HECAHKLMOHMPOBAHHOMO AOCTyna B CETb, Npu

3TOM HeT HeobX0aUMOCTU BPYYHYIO 3a4aBaTb BCe NapameTpbl.

Anroputm cxatus BuMAaeo — 3TO METOAMKa YMeHbLUeHMs pasMmepa dpamna umdpoBon
BMAeO3annucu nocpeacTBOM  yAaneHus rpaduyeckmx JreMEHTOB, He  BOCMPUHUMaeMbIX

4yenoBe4eCKMM rna3om.

BapudokanbHbin 06BLEKTUB — OObEKTMB, MO3BOMSOWMIA MCMNONb30BaTb PasfiMyHble
hOKyCHble PacCTOsiHUS B MPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PMKCUMPOBAHHBIM  (OOKYCHBIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa - Bug kabens cBs3W, npegctaBnsieT cobor ogHy MM HECKONbKo nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeEXAy COGOW, MOKPbLITbIX MIacTUKOBOW OGOMOYKON.
CeuBaHME NPOBOAHUKOB MPOU3BOAUTCS C LIEMb MOBBLILEHMS CTEMEHM CBA3M Mexay coboi
NPOBOAHMKOB OAHOM Napbl (3NEKTpoMarHUTHasi noMexa OfMHaKoBO BNUSieT Ha oba nposoaa napbl)
N MOCNEAYLWEro YMEHbLUEHUS 3NEKTPOMArHUTHbIX NMOMEX OT BHELUHUX WMCTOYHWUKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBalyl BpeMeHU, B Te4eHne KOTOPOro CBeT BOS,EI,e|7ICTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEINIBHOIO Matepuana unmu CBeTOHyBCTBMTeﬂbHOVI mMaTpudbl ansa COO6LL|,eHI/IFI emy

onpenenéHHon aKCnosnunin.

[eTekTop ABUXEHUSA — 3TO annapaTHbIn NMMBO NPOrpaMmHbIN MOAYb, OCHOBHOW 3adadven

KOTOpOro siBnsieTcs obHapy)XeHne nepemMeLLaroLLmnxcsl B Nofe 3peHnst KaMepbl 0GbEKTOB.

[eTekTop caboTtaxa — 3TO NMPOrpamMMHbIA MOAYfb, KOTOPbIA MO3BONsSeT ObHapyxuBaTb
TakMe cuTyauuun, Kak: pacOoKyCUpoBKa, NepeKpbiTMe UM 3acBeYnmBaHMe M300paKeHusi, OTBOPOT
Kamepbl, 4YacTuyHasa noteps curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHM W3MEHEHMSI KOHTpacTa foKamnbHbIX obracten kagpoB U3 BMAEOMOTOKA,
nonly4aemMoro ¢ Terniekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4eckn BblbupaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOUMO OLEHMBaTb M3MEHEHME KOHTPacTHOCTU BO BPEMEHMU M, ecnuv
N3MEHEHME KOHTPACTHOCTM B 3TUX obGnacTax npesBblllaeT HEeKOTOPbI OTHOCUTENbHbIN MOPOT,

NPUHUMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Ovnadparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B 0OObekTuBe
Kamepbl, KOTOpOe perynupyeT KONM4YecTBO CBeTa, nonajawolwero Ha martpudy. W3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBaTb LEnbld psad nokasaTtenen, BaXHbIX A5

nony4yeHuna Ka4yeCTtBeHHOro |/|306pa>KeH n4.
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JdomMeHHoOe umMsa — 370 onpeaeneHHas 6yKBeHHaﬂ nocrnegoBaTenbHOCTb, 0003HavaroLLasa

uMma caunTta unu ncnonbldyemMad B MMeHax 3JJIEKTPOHHbIX MOYTOBbIX ALLMKOB. ﬂ,OMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn UMHTEepPHeT-y3rnoB U pacrofioXeHHbIX Ha HUX CeTeBbIX peCypCcoB

(Beb-cantoB, cepBepOB AMEKTPOHHOM NOYThI, APYrMX cnyx06) B yaobHom anga Yyenoseka opme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTBo, obecneymBarollee MOACBETKY oObekTa

HabnoaeHNs ¢ n3nydYeHnem B MHPaKpacHOM AuanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons padoTbl KpyrinoCcyTOYHO
B pa3sHbIX YCMOBUSAX OCBELLEHHOCTU. B yCcnoBusix ApKov OCBELLEHHOCTU M3obpaxeHue uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga spkui CBET nponagaeT, M HauMHalTCs CyMEpKMW, n3obpaxeHue

CTaHOBUTCA qepHo-6enoe, B pe3yJibTaTte 4ero noBbilLaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsA3n Kogek aTto obbl4HO Kopep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoBaHHbIX LENsaxX WM MuKpocxemax Ans npeobpa3oBaHus aHanoroBblX BUOEO- U
ayaguocurHanoB B umdpoBon dopmart anga nocnegytouwen nepegadn. Kogek takke npeobpasyer
npuHMMaemMble UUGPOBbIE CUrHaNbl B aHanoroBbld ¢opmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Anst npeobpa3oBaHMs aHaNoroBoro curHana B umdpoBon M LMdPOBOro curHana B
aHanoroBbIn. TepMunH «Kogek» Takke MOXeT OTHOCUTBCH K KOMNpeccun/gekoMnpeccun, n B aTom
crny4ae oH 06bl4HO O3HaAYaeT anropmTM NN KOMMbIOTEPHYIO NpOorpamMmmy AN yMeHblleHns obbema

dhainos n nporpamm.

Hopmaano 3aMKHYTblIe KOHTAKTbl — TakKasd KOHCTPYKUUA AaT4yuKa, KOTopasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — Pa3OMKHYTbIE.

Hopmaano Pa3OMKHYTble KOHTaKTbl — TaKasd KOHCTPYKUMA [OaTyuKa, KOTOopad B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O61bLEeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHayeHHas ans

¢hoKyCUPOBKM NOTOKA CBETA HA MaTpULie BUAEOKaAMEPbI.

OTHoweHMne curHan/lym — YUCIIEHHO omnpeaensieT cogepkaHue napasvTHbIX LYMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3HavyeHMe OTHOLIEHMS CurHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKXEHUI nMeeT V|306pa>|<eH|/|e.

Mukcenb — 3TO 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundpooe nsodbpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmuKkcesnsa coctaBndeT KpOoLIEeYHYyto obnactb I/I306pa)KeHI/Iﬂ.

MNMpokcu-cepsep (Proxy - npeacraButenb, YNOMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CEeTAX, MO3BONSALWAA KIMEHTaM BbIMOMNHATL KOCBEHHblE 3anpocbl K Apyrum
ceTeBbIM crnyx6am. CHavana KnNuMeHT MOAKMoYaeTCsl K NMPOKCU-CEpBEpPY M 3anpallmBaeT Kakow-
nmbo pecypc, pacrnornioXeHHbIV Ha ApYroM cepBepe. 3atem nNpokcu-cepsep NMbo NOAKMYaeTcs K

yKazaHHOMY CepBepy W Mony4YaeT pecypc Yy Hero, Nvbo BO3BpallaeT pecypc U3 COBGCTBEHHOro
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KaLlla. I'IpOKCM-cepBep No3BOSISIET 3aWMLLATb KINMEHTCKNUI KOMMbKOTEP OT HEKOTOPLIX CETEBbIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensiowMin rnoBedeHne YHKLUMOHamNbHbIX 6rokoB Mnpu
nepenadve pAaHHbIX. Popmanu3oBaHHble nNpaBuna, onpeaensawllMe MnocneaoBaTenbHOCTL U
dopmaT CcoOOLIEHMI, KOTOPbIMA OOMEHWBAOTCS CETEBblE KOMMOHEHTbl, NeXallue Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewieHne nM3ob6paxeHUsa — 3TO KONMYECTBO MUKCENEN (TOYeK) Ha eanHuuLy nrowagn
n3o6paxeHus. MamepseTtcst B Meranukcensax unv otobpaxaeTtcsi B BuAe ABYX BENUYUH — BbICOTbI U

LUMPUHBI N306paxeHus. BbicoTa 1 LWMPUHA Takke B JAHHOM Cllyvyae U3MepPSITCS B NUKCENSIX.

Py4yHasa anacdparma — NnpoTMBOMNOMIOKHOCTb aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl  Kamepbl AOMKHA BbINOMHATECA BPYYHYKO ONS PerynMpoBKM KONMYecTBa CBETa,

AJocTurarowiero 4yBCcTBUTESIbHOIO afieMeHTa.

CBeTocuna o6bLeKTUBa — 3TO XapakTepucTuka, nokasbiBarLLasi, kakoe KONmM4yecTBo ceeTa
cnocobeH nponyckaTb OaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AMaMeTp OTKPbITOW
Avadbparmbl (UK, COOTBETCTBEHHO, YEM MeHblue F-yucno), TemM Gonbllee KONMMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NMOCKOCTb, U TEM BhllLE CBETOCKNA OObEKTUBA.

Cumnnekc - npum CUMMMNEKCHOM CBSA3N CeTeBOM Kabenb WNM KaHamn CBSA3N MOXeT

MCNonb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TONMbKO B OOAHOM HanpasieHnn.

YnuyHaa Bupgeokamepa — 370 Kamepa BMAEOHabnoaeHns, KOTOpas obnagaeTt Bcemu

HeobxoanMbIMUK XapakTepnctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpeabl and pa6OTbI Ha ynuue.

LiBeTHass Bupeokamepa — O9TO Kamepa, KoTopas pfaeT uBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl BUgeokamep YepHo-6enble, a Ans nonyvyeHust LBETHOro mnsobpaxkeHus
BO3MNe KaKOoW A4Yerku MaTpulbl POpMUPYIOTCS LBETHble hunbTpbl. MNepBbin PUNbTP NPUBHOCUT
KpacCHY COCTaBISOLLYIO LiBETA, BTOPON 3€MEHYI0, @ TPETUI CUHIOK. Taknum obpa3om, Tpu SYEnku
CTaHOBSATCS OAHOM Toudkoln B LBeToBOM popmate RGB. CrnegoBaTtenbHO, BMECTO TPEX MUKCENEN

Ha pe3ynbTUPYHOLLEM U300paKeHUN Mbl MONy4YaeM TOSbKO OAMH.

AnektpomexaHuyeckun WUK-cbunbTp — npeacraBnser cobon yCTPOMCTBO, KOTOpOEe
CMOCOGHO B OOHOM pexume nogaensaTb MHPaKpaCHbI AMana3oH nNpy NomMowy MHpakpacHoro
WK-punbTpa, a B apyrom pexmme VK-cunbTp ybrpaeTca anekTpoMexaHuyeckn, Takmm obpasom,

aenaa OOCTYNHbIM BECb CMNEKTP CBETOU3NYYEHUA.
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